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|. T1aBa
OBDBSIBJIEHHME O ITIPOBEJEHUU KOHKYPCA

OO0  «Uzbekistan GTL» (3aka3uuk) B paMKax

3aKyMKYy aHTUBUPYCHOTO MPOTPAMMHOT0 00eCIIeUCHHUS.

peanuzanuu
MHBECTUIIMOHHOTO MpoeKkTa «IIpou3BOACTBO CUHTETHYECKOTO KUAKOTO TOIUIMBA
Ha Oaze oummenHoro Merana Illypranckoro I'XK», oOBsSBISET KOHKypC Ha

Konkypc nposogutcs mo azapecy: 100060, Pecnybiuka Y30ekucral, T.

TamxkenTt, SmHabanckuii paiioH,
Procurement2@gqtl.uz

@aprona wWymu, aA. 7b,

yiI.

KOHKVDCHa}I JOKYMCHTAIIUA 3arpy>KCHA HA
https://www.uzgtl.com/competition

KonrtakTHoe nuiio 3akazunka: [ TaBHBIN CHIEIUATKUCT MO 3aKyIKaM
I'ymapos T.X. (ten. +71 202 40 80)

Y4yacTHUKH KOHKYpCa MpEaAOCTaBJIAIOT CBOU IMPEAJIOKCHUA HAa PYCCKOM S3BIKC.

e-mail:

K paccmotpenuto Oy 1yT NpUHATH KOHKYPCHBIE TPETIOKEHUS B KOHBEPTE,
oreyaTaHHBIM YYaCTHMKaMH KOHKYpCa, IMOCTYNMBIIHE IO BBIIIEYKa3aHHOMY

azapecy B cpok 110 12-00 mo mectHOMY Bpemenu «31» mas 2021 roza.

BekpbiTHE  KOHKYpCHOM — KOMHCCHMEM — 3aka3uuMka  KOHBEpTa

C

MPEUIOKEHUSIMH YYACTHUKOB KOHKypca coctoutcst B 16:00 MecTHOTO BpeMeHH
«31» mas 2021 rona mo BhIIIeyKa3aHHOMY ajpecy: PecmyOsnka Y30ekucras, T.

Tamkent 100060, Aurnabaackuii paiton, yn. @aprouna iymnm, 1. 7b.

Pa3zbsacHenus mo KOHKprHOﬁ JOKYMCHTAallUU MOT'YT OBITH MpEaAOCTaBJICHBI

nocie opuuUaIbHOrO 3ampoca Ha (QupMeHHOM OilaHKe ydYacTHUKa

C

WCIIOJb30BAHUEM CPEJICTB IOYTOBOW WJIM DJIEKTPOHHOM CBSI3M MO aJpecy:

Procurement2@qtl.uz

Y4acTHUKM KOHKypca, MMEIOT MPaBO MPHUHITh Y4acTHE BO BCKPBITHUU

IIPEIIOKECHU .

Chapter I.
ANNOUNCEMENT OF COMPETITION

As part of implementation of the “Production of synthetic liquid fuel on
the basis of purified methane of Shurtan GCC” Investment Project, ”Uzbekistan
GTL” LLC (Client) announces competition for supply of antivirus software.

The competition will be held at the following address: The Republic of
Uzbekistan, Tashkent, 100060, Yashnabad district, Fargona Yuli str., 7b, E-
mail: Procurement2@aqtl.uz.

The tender documentation is uploaded to
https://www.uzgtl.com/competition

The Client’s contact person: Chief Procurement Specialist —
Gumarov Timur (tel.+71 202 40 80)

The participants of the competition shall provide their proposals in
Russian.

Proposals in envelope sealed by participants of the competition, received
at the above address until 31" of May 2021 12:00 p.m., will be accepted for
consideration.

Opening of the envelope with the participants’ proposals will be held on
31" of May 2021 at 16:00 at the above address: The Republic of Uzbekistan,
Tashkent, 100060, Yashnabad district, Fargona Yuli str., 7b.

Clarification on the competition documentation could be received after
official request submitted on the participant’s letterhead using postal or
electronic communication to e-mail address: Procurement2@gtl.uz

Participants of the competition have the right to take part in opening of
proposals.
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[lpocuM y4yacTHHKOB TMepel ToJa4deld KOHKYPCHBIX —MPEIJIOKCHUH We request the participants to check their bid proposals for compliance
IPOBEPATH MX Ha IIPEIMET COOTBETCTBHUSA KOHKYPCHOM AOKyMeHTaluu 3akazurka. With the Client’s competition documentation prior to submission.



Il. 'naBa
HucTrpyknus YuyactHukam Konkypca

1. OO6uiue cBegeHus

000 «Uzbekistan GTL» (3aka3umk) B pamMKax pealu3aiuu
MHBECTUIIMOHHOTO MpoeKTa «[Ipon3BOJACTBO CUHTETUYECKOTO KUAKOTO TOIUIMBA
Ha Oaze oummenHoro Merana Illypranckoro I'XK», oOBsSBIsET KOHKypCc Ha
3aKyMKYy aHTUBUPYCHOTO MPOTPAMMHOT0 00eCIIeUCHHUS.

Kounkypc npoBoautest o aapecy: PecnyOnuka Y30ekucras, 1. TamkeHT
100060, SAmHabanckuit paiion, yi. ®aprona #ym, a. 7b, e-mail:
Procurement2@gqtl.uz

KOHKVDCH&?I JOKYMCHTAIIMA 3arpy>KCHA Ha
https://www.uzgtl.com/competition

KonrtakTHoe nuiio 3akazuuka: riaaBHbIN crienuaaucT no 3akynkam ['ymapos T.X.
(ten. +71 202 40 80)

3anpocsl Ha  pa3bACHEHHWE KOHKYPCHOW JIOKYMEHTALlUH  MOXHO
IPEJCTaBISITh C HCIOJB30BAHUEM CpPEJICTB IOYTOBOM, (PaKCUMUIBHOM, WIN
JJIEKTPOHHOW CBA3M Ha (UPMEHHOM OJlaHKe Yy4yacTHHKa IO  aJpecy:
Procurement2@qtl.uz

2. Hopsaok nogaun KoHKYpCHBIX NpeaIoKeHMit

2.1.  KonkypcHoe npeyiokeHue, MoAroTopieHHoe PazpaboTunkoM (j1asee 1o TeKcTy
VY4acTHUK KOHKypca), a TaKKe BCS KOPPECIOHACHIMS W JIOKYMEHTAIus,
CBSI3aHHAsl C ATUM TNPEATIOKEHUEM, TOJKHBI ObITh 0OpMIIEeHbI HA PYCCKOM
si3bIKe, B COOTBETCTBUU ¢ TpeOoBaHMsIMH MyHKTa 2.8 HacTosmeil KonkypcHoit
JIOKYMEHTAIUH.

2.2. Hena Ycayru m0oDKHAa YKa3bIBaThbCS B HAIMOHAIBHON Bamore (075
pe3udenmos), IS HHOCTPAaHHBIX KOMIaHUH (011 Hepe3udeHmog) yKa3bIBaeTcs B
nomutapax CHIA.

Ilpumeuanue: 3axasuux 6 coomeemcmeuu ¢ nocmauosienuem Ilpezudenma
Pecnyonuxu Yzoexucman om 29.12.2016 2. Ne IIII-2706 u nocmanosneHuem
Kabunema Munucmpos Pecnyonruxu Y3zoexucman om 06.10.2017 2. Ne 803

Chapter 11
Instruction for the Competition Participants

1. General Provisions

As part of implementation of the “Production of synthetic liquid fuel on
the basis of purified methane of Shurtan GCC” investment project, Uzbekistan
GTL LLC (Client) announces competition for antivirus software supply.

The competition will be held at the the following address: the Republic
of Uzbekistan, Tashkent, 100060, Yashnabad district, Fargona Yuli str., 7b, E-
mail: Procurement2@aqtl.uz

The tender documentation is uploaded to
https://www.uzgtl.com/competition

The Client’s contact person: Chief Procurement Specialist — Timur Gumarov
(tel.+71 202 40 80)

Requests for clarification of the competition documentation can be
submitted on the participant’s letterhead using postal, facsimile or electronic
communication to e-mail address: Procurement2@qtl.uz

2. Procedure for submission of proposals

2.1.  Thebid proposal prepared by the Developer of Software (hereinafter referred
to as the Participant of the Competition), as well as all correspondence and
documentation related to this proposal, must be issued in Russian, in
accordance with the requirements of paragraph 2.8 of this Competition
documentation.

2.2. Price of the Service shall be indicated in national currency (for
residents), and for foreign companies (for non-residents) it shall be specified in
US Dollars.

Note: the Client is exempt from paying customs duties (except for customs
clearance fees) in accordance with Decree of the President of the Republic of
Uzbekistan dd. 29.12.2016 No.PP-2706 and Decree of the Cabinet of Ministers
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0C800024CO0eH OM YNIAMbl MAMONCEHHBIX naamedcell (3a UCKTIoYeHUueM cOopos 3d
MAMONCEeHHOe OopMmieHue), 8 coomeemcmeuu ¢ nocmanosnenuem Ilpesudenma
Pecnyonuxu  Yzoexucman om 16.07.20182. Ne [II1-3857 ne sensemcs
naamenvuuxom H/[C.

2.3. [Mocnennuit cpox monmaunm KoHKypcHBIX mpemioxenuii: mo 12-00
MectHOoro BpeMmeHn «31» mas 2021 roma. K paccmorpenHuto OyIyT TPHHSTHI
KonkypcHble npeniokeHus, MOCTYNHBIIME J0 HCTEYCHHUs CpPOKa, MO ajpecy:
Pecniyonuka VY306ekucrtan, r. Tamkent 100060, SmmabGanckuii paiioH, YII.
®aprona nyiu, a. 7b.

2.4. KoHKypcHBIE NpeioKeHus, MOCTyNMuBIIME Mo moyte mocie 12-00
mectHOro BpemeHn «31» wmas 2021 roma, mpuUHUMATHCS, BCKPHIBATBCA U
paccMaTpuBaThCsi HE OyIyT, HE3aBUCHMO OT MpHUYMH omno3naHus. Kommanuw,
NOJABIINE 3THU NPEAJIOKEHHs, MOTYT 3a0paTh MX B TeueHWe |5 mHel, mo
HCTEUCHHUIO YKA3aHHOTO CpOKa. 3aKa3yMK HE HECeT OTBETCTBEHHOCTh 3a UX
COXPaHHOCTb.

2.5. KonkypcHas komuccusi 3aka3ynka BCKpBIBaeT OOIIMHA KOHBEPT C
Konkypcubimu npemiioxxenusamu (o aapecy: 100060, Peciybnuka Y30ekucraH,
r. Tamkent, SmHabaackuii paiion, yi. ®aprona iymnu, a. 7b.) B 16-00 «31» mas
2021 rona.

2.6. IIpencraBurens Y4yacTHHUKA KOHKYpCa, UMEET MPAaBO IMPUHATh y4acTue
BO BCKPBITUH €ro KOHKypCHOro IpemiosKeHMs, I 4ero Y4YacTHHUK KOHKypca
JOJDKEH [0 HCTEYEeHHs cpoka mnoaaud KOHKYpCHBIX NpeUIOKEHHH I0JaTh
3asiBlIeHHEe OO0 €ro y4yacTMM Ha BCKPBITUU. [l NpUCYTCTBUS Ha BCKPBITUU
[IPEACTABUTENIb  YYaCTHUK KOHKypca [JOJDKEH IIPEICTaBUTh  JTOKYMEHT,
MNOJATBEPXKJAIOLUIMI  HEOOXOIMMBbIE  IMOJHOMOYMS  (YAOCTOBEpEHHE  WJIU
JIOBEPEHHOCTh Y YaCTHUK KOHKYpCa).

2.7. Y4acTHHK KOHKypCa HECET BCE pACXO/Ibl, CBA3aHHBIE C TOATOTOBKON 1
nogaueit KonkypcHoro npezioskeHus. 3aka3uuk HE MMeeT 00s3aTeNbCTB M HE
HECeT OTBETCTBEHHOCTH 32 TaKHE 3aTPaThl.

2.8. KoHkypcHOe mnpemioxkeHne IOKHO HaXOAWTHCS B 3aleyaTaHHOM
KOHBEPTE, U COACPKUT:

- Texnuyeckoe NpenoKEeHHE YUYaCTHUKAa KOHKypca B JBYX OSK3EMIUIApax
(Opur”HaN U KOMHUS), & TAKXKE AJIEKTPOHHBIM HOCUTENb C Komued TexHHuuecKoro
npetokenust B ¢dopmare Microsoft Office. OO6mme u KBanudHKaIMOHHBIE
CBEZICHBS 00 YUaCTHHKE KOHKYypCa,

of the Republic of Uzbekistan dd. 06.10.2017 No. 803, and is not a VAT payer
in accordance with Decree of the President of the Republic of Uzbekistan dd.
16.07.2018 No. PP-3857.

2.3.  The deadline for submission of the Bid Proposals is until 12-00 p.m.
local time on 31 May 2021. The Bid Proposals which are received before the
deadline at: the Republic of Uzbekistan, Tashkent, 100060, Yashnabad district,
Fargona Yuli str., 7b, will be accepted for consideration.

2.4. The Bids received after 12-00 local time 31 May 2021 will not be
accepted, opened and considered regardless of the reasons of the delay. The
Companies which submitted these proposals can take them back within 15 days.
after expiry of the specified period. The Client shall not be responsible for their
safety.

2.5.  The Competition Committee of the Client shall open the common
envelope with the Bid Proposals (at: the Republic of Uzbekistan, Tashkent,
100060, Yashnabad district, Fargona Yuli str., 7b. ) at 16-00 on 31" of May
2021.

2.6. Representative of the Participant shall have the right to take part in
opening procedure of its Bid Proposal, for which the Participant shall submit an
application for its participation in the opening before the bid closing date. In
order to attend the opening procedure, the representative of the Participant shall
provide a document confirming the necessary powers (identity document or
power of attorney of the Participant).

2.7. The Participant shall bear all costs related to preparation and
submission of the Bid Proposal. The Client shall have no obligation or liability
for such costs.

2.8.  The Bid Proposal shall be in a sealed envelope, which contains:

- Technical proposal in two counterparts (original and copy) and
electronic media in one copy of Tehcnical proposal in Microsoft Office format.
General and qualification information of the Competition Participant;



- KommMmepueckoe mnpemsioxkeHHe YYacTHUKA KOHKypca, MOJATOTOBICHHOE B
cootBercTBUU ¢ [Ipunoxenuem Ne3 k KOHKypCHON JOKYMEHTAIUH.

OO0muii KOHBEPT 0JIKeH OBbITH ONMeYaTaAHbl U MOANMCAHBI JIUIIOM
(lunamu), HaJAENEHHBIM TOJHOMOYMSMH s nonnucaHusi KoHkypcHoro
NpEeAJIOKEHUsT OT UMEHU YuacTHHKA KOHKypca. Ha KoHBepTe J0JKHBI ObITh

- Commercial Proposal in accordance with Attachement #3 to
Competition documentation;

The common envelope shall be sealed and signed by a person (s) authorized
to sign the Bid Proposal on behalf of the Participant. Envelope shall bear the

name of the competition, envelope numbers and the name of Participant.

0003HAUYEHbl _HOMEpPAa KOHBEPTOB, HAa3BaHHME KOHKYpPCa M HAa3BaHHE
YuyacTHHKA KOHKYpPCA.

Bce crpanumpl KoHKypcHOTO MpennoKeHusi JOJDKHBI OBITh MOAMHACAHBI
aunoM (Jiuuamu), noamnucaBmiuM KoHKypCHbIE MPpeaoKeHusl.

Ecan Hapy>KHBII>i KOHBCPT HC 3ari€4aTaH U HC IIOMCYCH B COOTBCTCTBHUH C
BBIIICYKA3aHHBIMU Tpe6OBaHI/I$IMI/I, 3aKa34yuK HE HECET HUKAKOM OTBETCTBCHHOCTH
3a YTCPIO €T0 COACPIKUMOTO.

IlepeyeHb 10KYMEeHTOB, He00X0AUMBIX 151 yuacTusi B Konkypce

Ilepeuenv 00Kymenmos Koneepma

1. O6mme u xBanuduKanuMOHHBIE cBeaeHMs 00 YuacTHuke KoHkypca
(ITpunoxenue 1 k KoHKYpCHOI 1OKYyMEHTALMH).
2. Konuu neficTByronux JIuLeH3ui, pa3peieHnii, J0mycKoB, cepTu(UKaTOB

Ha OCYIIECTBIIIEMBIE BUJIBI JESITECIHHOCTH, HEOOXOIMMBIE U TPOBEICHUS
IIOCTaBOK, BbICTaBIeHHBIX Ha KoHKypc, ykasanHelx B 1.10 TexHuueckoro
3aaHMsL.

3. OpurvHan J0OBEpEHHOCTH WJIM HOTAPHAJIBHO 3aBepeHHas KOMHUs
JIOBEPEHHOCTH JHIly, HojnucasiieMy KoHKypcHOe mNpeasiockeHrne, Ha IpaBo
NPUHUMATh 003aTeNbCTBA OT UMEHH YYacTHUKA KOHKYpCa, €CIIM TaKoe JIUI0 He
HAJIEJIEHO COOTBETCTBYIOLUIMMH IOJHOMOUHUSMHU COIVIACHO YYpPEAUTEIbHBIM
JIOKyMEHTaM Y4acTHUKA.

4. Komnus cBuneTenscTBa 0 perucTpaluy FOPUIAYECKOrO JUa Y YaCTHUKA.
5. TexHuueckoe TNpEATIOKEHHE, COCTABICHHOE B  COOTBETCTBHUH  C
TpeOoBanusiMu Texuudeckoro 3ananus (IIpmiaoxenue Ne2 k KoukypcHoii
JOKYMEHTAIUN).

6. B koHBepT Takke BKIAJbIBACTCS 3ICKTPOHHBIH HOcuTenb (CD-R wmu ush
flash) ¢ anekrponnbIMu Bepcusimu Biioxkenuit B popmare PDF i DOC.,

7. llenomoe npemnoxenue (I[Ipunoxenue 3).

8. Tabnuua nen (Ilpunoxenue 3).

All pages of the Competition Documentation shall be signed by the person (s)
who signed the Bid Proposals.

If the outer envelope is not sealed and marked in accordance with the
above requirements, the Client shall not be liable for loss of its contents.
List of documents required for participation in the Competition

List of envelope documents

1. General and qualification information of the Competition Participant
(Attachment 1 to the Competition Documentation).
2. Copies of existing licenses, permits, permissions, and certificates for

types of activities are required for deliveries which are put out to the
Competition, as specified in clause 10 of the Technical Specification.

3. Original copy of power of attorney or a notarized copy of the power of
attorney to the person who signed the Bid Proposal, for the right to accept
obligations on behalf of the Competition Participant, if such person is not
properly authorized according to the constituent documents of the Participant.

4. A copy of the registration certificate of the Participant's legal entity.
5. Technical proposal drawn up in accordance with requirements of Technical
Specification (Attachment 2 to the Competition Documentation).

6. Envelope shall also include an electronic media (CD-R wmu usb flash)
with electronic versions inclusions in the format PDF or DOC.

7. Price proposal (Attachment3).

8. Price table (Attachment 3).



I1l. T'naBa
3. [Mopsinok paccMoTpenusi M oneHKa KOHKYpPCHBIX MpeaioKeHn i

3.1. PaccMoTpeHre W OIIEHKa
OCYIIECTBIISICTCS B OJIUH JTaIl:

npemioxkeHuss  yyacTHukoB — KoHKypca,

— obmrast kBa(pUKAIIMOHHAS OLICHKA;
- TEXHUYECKasl OIICHKA;
— KOMMepYecKast OIIeHKa.

3.2. KonkypcHast Komuccus 3aka3unka:
- BCKpBIBaeT 00IIMii KOHBepT yuacTHUKOB KoHKypca;
- IPOBEPSIET COJAEPKUMOE KOHBEPTA HA MIPEIMET €r0 KOMIUIEKTHOCTH;
- IPOBOJUT KBATH(PUKAIMOHHYIO OLIEHKY YYaCTHUKOB KOHKYypca.
- IPOBOAMT TEXHMYECKYI) OLIEHKY KOHKYPCHBIX NpPEIJIOKEHUN Ha
OpeIMeT HX COOTBETCTBUSL TpeOoBaHMsIM TeXHHUECKOTro 3aJaHus
3akazunka ([Ipunoxenue Ne 2 k KoHKypcHON JOKYMEHTAINH ),

- onpezenseT Y4YacTHUKOB KOHKYpCa, MPENIOKEHUS KOTOPhIX CUUTAIOTCS
COOTBETCTBYIOIIMMHU TpeOoBaHUSAM TeXHUYECKOTo 3a7aHusl 3aKka3ulKa Ha OCHOBE
[Tpunoxxenns Nel k TexHuueckomy 3ajaHuio, ykazaHHOH B IIpunoxenun Ne 2 k
KoHkypcHOM fOKyMeHTaluH.

- IPOBOJUT KOMMEPYECKYIO OLIEHKY KOMMEPUYECKHX MPEAJIOKEHNN Ha IPEIMET UX
cooTBeTcTBUSl TpeboBanusiM mnpoekta Kourtpakta (IIpmnoxenne Ned «
KoHkypcHOI ToKyMeHTalun);

- ompenenser noOeauTeNs KOHKYypca, MPeUIoKHUBIIEr0 JIydllHe YCIOBUS
MCIIOJTHEHUS] KOHTPAKTa Ha OCHOBE KputepHueB coriacHo ['maBe NeS KonkypcHoit
JIOKYMEHTaIUH;

- 10 YCMOTPEHHIO, OIPENEISET PE3EPBHOIO MCIOIHUTENS, MPEATIOKEHUE
KOTOpOro mo pemeHno KoHKypcHOM KOMHCCHM NMPU3HAHO HAWIYYIIUM MOCIe
IPEeIOKEHUs T0OeUTENsI KOHKYpCa.

3.7. KoHKypcHas KOMHCCHs 3aka3uhMKa OCTaBJsieT 3a coOOW TMpaBO He
paccMaTpuBaTh ~ MpEUIOKEHUS  ydacTHMKOB  KoOHKypca,  KOTOpble  He
COOTBETCTBYIOT YCTaHOBJICHHBIM KBaJ'II/I(l)I/IKaHI/IOHHBIM Tpe6OBaHI/I$[M, u

OCTaBIISIeT MX 0€3 JaTbHEHIIIero pacCMOTPEHUSI.

3.8. Ilpennoxenuss yuacTHUKOB KOHKypca, KOTOpblEé COOTBETCTBYIOT
ycTaHOBIEHHBIM KBanupukamoHHbIM TpeOOBaHUAM, MOAJIEKAT PACCMOTPEHHUIO
Y OLICHKE B COOTBETCTBUU C pazaesnoM [V KoHKypcHOM TOKyMEHTaluH.

Chapter 111
3. The procedure of review and evaluation of the proposals

3.1. proposals of the Competition Participants shall be reviewed and
evaluated in one stage:

-general qualification evaluation
-technical assessment;
-commercial evaluation.

3.2.  Client's Competition Commission shall:

- open the common envelope of the Competition Participants;

- check the contents of the Common envelope for completeness;

- conduct a qualification assessment of the Competition Participants.

- conduct technical evaluation of the bids for their compliance with requirements
of the Client's Technical Specification (Attachment 2 to the Competition
Documentation);

- determine the Competition Participants whose proposals are considered to
meet requirements of the Client's Technical specification based on Attchmentl
to Technical Specification specified in Attachment 2 to the Competition
Documentation.

- conduct commercial evaluation of commercial proposals for their compliance
with requirements of the Draft Contract (Attachment 4 to the Competition
Documentation);

- determine the winner of competition which offered the best conditions for
performance of the Contract based on criteria specified in Article #50f the
Competition Documentation;

- at its discretion, determine backup Contractor whose proposal is recognized
the best after proposal of the winner of the Competition, by the decision of the
Competition Commission.

3.7.  The Competition Commission of the Client reserves the right not to
review proposals of the Competition Participants which do not meet the
established Qualification requirements, and leaves them without further
consideration.

3.8.  Proposals of Competition Participants which meet the established
Quialification requirements are subject to review and evaluation in accordance
with Section 5 of the Tender documentation.



IV. 'naBa
4. Kpanudukanusi y4aCTHUKOB

4.1 Bce YyacTHMKH KOHKypca AOJKHBI BKIIOUUTH B CBOM KOHKypCHBIE
NPEUIOKEHUST JIOKYMEHTHI, yKa3aHHbie B myHKTe 2.8. Ecmum YyacTHHK He
IpEeOCTaBIsACT UH(OPMAIIMIO, UMEIOIIYIO CYIIECTBEHHOE 3HAUCHHUE I OLECHKU
€ro KBaTU(UKAIMK WIA CBOSBPEMEHHO HE NPEACTABISICT Pa3bsCHCHUS WU
JOTIOTHUTENIbHO ~ 3aTpe0OBaHHYI0  MHPOpManuio0  Wid  00OCHOBaHHE
NPEJOCTABICHHBIX CBEJCHHI, TaKOW YYaCTHHK MOXET OBITh OTCTPAaHEH OT
yuactusa B KoHkypce.

4.2. YyacTHHK, OaHKH, KOTOPBIX 3aperucCTpUpPOBaHbl B O(D(PIIOPHBIX 30HAX, K
YYaCTHIO B KOHKYPCE HE JIOITYCKaOTCSl.

V. I'1aBa
5. Kputepuu oneHku

5.1. KonkypcHble npeanoxkeHust oleHuBaroTcs KOHKYpcHOM komuccued, Ha
COOTBETCTBUSI TEXHMUYECKOW 4YacTH KOHKYpCHOTO MpEIIOKEHHs, a TaKxKe
npeiaraeMoi 11eHbl KOHKYpCHOro NpejiokEeHUs U C YYETOM IMpeUlaracMbIX
CPOKOB, 00BbEMa U KayecTBa MOCTaBISIEMOT0 Y CIIYTH.

5.2.  Ilpu 3TOM, OLIeHMBaIOTCS TOIBKO Te KOHKYpCHBIE MpeokKeH s, KOTOpble
MPU3HAIOTCS COOTBETCTBYIOLIMMU TpeOoBaHUSIM KOHKYpCHOM 1OKyMEHTaluH.
5.3. KoHKypcHble  TpeasoXKeHHs, TNpPU3HAHHbIE  HECOOTBETCTBYIOUIMMHU
TpeOoBaHUsAM KOHKYpCHON JOKYMEHTAIMH, MOTYT ObITh OTKJIOHEHB! KOHKYypCHOM
KOMHUCCHEH.

TexHu4eckHe KpUTEPUH OLEHKH
TexHuueckoe  MPENIOKECHHUE,
TexHuueckoMy 3aJIaHUIO.

He cootBercTBytomue TpeOOBaHUSIM TEXHUUECKOTO 3aJaHus, He
paccMaTpuBaThCS M HE TOMYCKAKOTCS K OLIEHKaM KOMMEPYECKON YacTH.

Ha COOTBETCTBHC

OyIoyT  OIICHHBATHCS

oyayT

Kommepueckasi onenka

[ToGenureneM mpU3HAETCS YYACTHUK KOHKYpCa, Yb€ MPENJIOKEHHE MPU3HAHO
COOTBETCTBYIOIUM TEXHUUYECKUM TPEOOBAHUAM U MPEIOKUBLIMNA HAUMEHBIIYIO
IIeHy Ha TpeOyeMblii 00beM U CPOKU MOCTAaBKU YCIIYTH, C IPUHSATHEM YCIOBHHA
KOHTpakTa (nmprioxeHue Ned).

Chapter IV.
4. Qualification of Participants

4.1.  All participants shall include the documents specified in p. 2.8 in their
Bids. If a Participant does not provide information that is essential for assessing
their qualifications or does not provide timely explanations or additional
requested information or justification for the information provided, such
Participant may be excluded from the Competition.

4.2.  The participant whose banks are registered in offshore zones, shall not
be allowed to participate in the competition.

Chapter V
5. Evaluation criterion

5.1. The Bid Proposals shall be evaluated by the Competition Commission
based on technical part of the Bid Proposal, as well as the proposed Bid price,
and taking into account the proposed terms, volume, and quality of the Product
to be delivered.

5.2. Atthis, only those Bid Proposals shall be evaluated which are recognized
as meeting the requirements of the Competition Documentation.

5.3. Bid proposals which are found not meeting the requirements of the
Competition Documentation may be rejected by the Competition Commission.

Technical evaluation criteria

Technical proposals will be evaluated for compliance with the Technical
Specification.

Technical proposals not meeting the requirements of the Technical specification
will not be reviewed and will not be admitted to evaluation of the commercial
part.

Commercial evaluation

Competition Participant whose proposal is recognized as meeting the technical
requirements and which offered the lowest price for the required Service volume
and delivery time, and accepting the terms of the Contract shall be recognized
the winner of the Competition (Attachment 4).



VI. I'naBa
6. 3akaYHnTeIbHbIC MOJI0KeHUSA

6.1. 3aka3uuk 3aKiar04aeT KOHTpakT c¢ nobenurtenem KoHkypca u mocine ero
NOJIUCAHUS BCE MPEALIECTBYIOIINE IEPErOBOPHI U MEPENUCKA 10 HEMY TEPSIOT
CUITY.

6.2. PemeHuss KOHKYpCHOH KOMHCCHUHU YKa3bIBalOTCS B COOTBETCTBYIOLIMX
IIPOTOKOJIAX €€ 3aceAaHui.

VII. I'maBa
7. IIpoeKT KOHTpaKTa

7.1. K Hacrosimedt KoOHKypcHOM JOKyMEHTalUMM MpUIaraercsi MpOoeKT
Konrtpakra, KOTOpbIi noanumyT 3aka34uk U NOOEIMBIIMNA YYaCTHHUK.

7.2. Tlo ucTe4YeHMIO CPOKAa TMOJAYUM KOHKYPCHBIX NpelIOKeHUil, Bce
KOMMEHTapHH K NpoekTy KoHTpakTa He JONMyCKalTCs M He NIPMHUMAIOTCH.
[ToGenuBumii YyactHuk 00s3aH mnoanucatb KoHTpakT, odopMileHHBIH Ha
OCHOBaHUU UH(POPMAIUH, IPETOCTABICHHON YUYaCTHUKOM B €r0 MPEI0KEHUH.

Chapter VI
6. Final provision
6.1. The Client shall enter into the Contract with the winner of the
Competition, and after its execution all previous negotiations and

correspondence on the Contract shall become invalid.
6.2.  Decisions of the Competition Commission shall be set out in respective
minutes of its meetings.

Chapter VII
7. Draft Contract

7.1.  This Competition Documentation is accompanied by a draft Contract
which will be signed by the Client and the winning Participant.

7.2.  After bid closing date, no comments to the draft Contract shall be
allowed or accepted. The winning Bidder shall sign the Contract based on
information provided by the Bidder in its proposal.



Ipunno:xenne Nel k Attachment 1 to the Competition Documentation
KonkypcHoii 1oOKyMeHTAIMH

O0mue cBeIeHMsI. General information.
HanmeHoBaHHe IOPUINYECKOTO JIUIIA Name of legal entity
OpraHu3annoHHO-IIpaBoBas Gpopma Organizational and legal form
HOpuanyeckuii (OYTOBBII) aapec Legal (postal) address
dakTUYECKOE MECTOHAXO0XK]I. Actual location
Tenedon Phone
dakc Contact
e-mail E-mail
KonTakt Fax
MecTto perucTpaiuu Place of registration
I'ox perucrpanuu year of registration
baHKOBCKHE PEKBU3UTHI Bank details
dopma COOCTBEHHOCTH (c Form of Clientship (state,
rocyJlapCTBEHHasI, YacTHas, C TOC. private, with state participation)
ydacTiem) Number and date of

Homep u mara ceprudukara 00 certificate of accreditation
aKKpeaUTaIlun TIN

NHH OKED

OKDB /1

J10CTOBEPHOCTH BCEX TIPE/ICTABIEHHBIX NAHHBIX TOATBEPKIAEM, U COOOIIAEM O  \Ne confirm credibility of all the data submitted and inform you of our consent

COIIACHH y4aCTBOBATh B KOHKYPCE «3aKyIka aHTHBHPYCHOTO POTPAMMHOT0 4 participate in the competition for “Antivirus software supply” in accordance
o0ecIeYeHHnsI» B COOTBETCTBUHU C Tpe6OBaHI/ISIMI/I KOHKprHOI/I JAOKYMCHTAIUH. with reqUirementS of the Competition Documentation.

HaunmenoBanue Yuactaruka Konkypca

Anpec Name of the Competition Participant
Address
PykoBoaurenn ®.1.0.
M.IL Director Full Name

(seal)



KBainpukannoHHble cBeeHHUs.

Information of Qualification

1. CBeneHuss 0 JOKYMEHTax [alOIIMX IPaBO Ha OCYIIECTBICHHWE BHIOB 1. Information about documents which give the right to perform activities
JEATEIBHOCTH, (JIULICH3HS). (licensing).

HaszBanue Ne Ob6nactb Cpok Document Document Expiration

Jlata Bbi1aun " Scope Issue date

JOKYMEHTa | IOKYMEHTa | IPHUMEHCHUS JICUCTBHS name number date
2. K yuactauky KoHKypca mpeabsBISIOTCS CIEAYIONHE KBaTH()UKAIIMOHHBIE 2. The following qualification requirements to the Competition participant,
TpeOOBaHus1, KOTOPbIC OH 00sI3aH MOATBEPAUTh HEOOXOIUMBIMH JTOKYMEHTAMH: which they must confirm with necessary documents:
3. CBHIETENILCTBO O PETUCTPAIIMH FOPHIMYECKOTO JIHIIA;
4, [1IpaBOMOYHOCTH JIHIIA, YIOJHOMOYCHHOTO Ha 3aK/IIOYCHHE KOHTpaKTa 3. Certificate of registration of the legal entity;
(MpHKa3 WK pElIeHUE O HA3HAYCHUU JTUPEKTOPA, Y CTaB WU JIOBEPEHHOCTH); 4, Competence of the person authorized to enter into the Contract (order or
5. Ceenenus o Tekymux wid tuianupyembix B 2021 r. mpomemypax — decision of Director appointment, Charter or power of attorney);

JMKBUAALMY/OaHKPOTCTBA/pEOPraHU3aMsaX YUYacTHUKA (CIMSHUU, pa3lelieHUH,
OPUCOEANHEHUH U T.[1.).

6. CBeznieHus: 00 OTCYTCTBUM YYacCTHHKA 3aJI0JDKEHHOCTH TI0 yIIJIaTe HAJOroB
U Ipyrux o0s13aTeNbHbIX Iu1aTtexeil. (CrpaBka HaJOroBON MHCIEKIUN);

5. Information about current or planned
liquidation/bankruptcy/reorganization procedures of the Participant in 2021
(merger, division, consolidation, etc.).

6. Information about absence of tax arrears and other mandatory payments
due by the Participant. (Certificate from tax inspectorate).



IIpuinoxenune
AOKYMEHTALlUH

Ne2 k KonkypcHoi

Attachment 2 to the Competition Documentation

AHTHBHPYCHOE MPOrpaMMHoe o0ecnedyeHue — KOJIM4ecTBO 1 KOMILJIEKT
Ha 400 moan3oBaTtedeii (Tunm - ANVRS) (mpoajienne Tekymeii JJuneH3uu
Kaspersky Endpoint Security aJst padounx cTaHuuii u GpaitI0BbIX
cepBepoB 151 400 koMnbIOTEPOB Ha 12 MecsileB)

3aka3zuuk: OOO «Uzbekistan GTLy», yn. ®aprona wynu , gom 7b, 100060,
r. Tamkenr, Pecnybnmka VY30ekumcran, ten.: +99871 2024080, dakc:
+99871 2024051.

HaumenoBanue oobekrta: opuc OOO «Uzbekistan GTL» yn. ®aprona
wynu, om 7B, 100060, r. Tamkent, Peciy0nuka Y30ekucran.

OcHoBanue s 3aKkynku ToBapoB: IlocranoBinenue Ilpesuaenra
Pecniy6nuku Y36ekuctan Ne I[1I1-2706 ot 29.12.2016 r. a5ia npou3BoaCTBa B
PecnyGnuke Y30ekncTaH CHHTETHYECKOTO JKUJIKOTO TOTIMBA U3 OUUIIIEHHOTO
MeraHa lllypranckoro ['XK ocyiiecTBisercst CTpOUTENBCTBO 3aBOJIA.

Ienr npuoOpereHusi TOBApOB: B LEIAX IPOBENCHUSA JaJbHEHIIEH
MOJIEpHU3ALMU MHPOPMAIIMOHHO-KOMMYTAI[MOHHBIX TEXHOJIOTHM, a TaKxke
MPEAOTBPALEHUS 3apPAKEHUS KOMIIBIOTEPHOM TEXHMKU I10JIb30BaTEIEH
ocyuiecTBisieTcs 3akynka AutusupycHoro I10.

Hcrounuku punancupoBanusi: CoOCTBEHHBIE CpeICTBA 3aKa3uuKa W/WIH
KPEIUTHBIE CPEJCTBA B PaMKaX WHBECTULIMOHHOIO IpoekTa «IIponsBoacTeo
CUHTETHYECKOTO JKUJIKOTO TOIUIMBAa Ha 0a3e OYMINEHHOTO MeTaHa
[ypranckoro I'XK».

Onucanue ToBapa U ero TexHMYeCKUe XapaKTepPUCTUKU: AHTUBUPYCHOE
nporpammuoe obecriedenre Ha 400 monp3oBartenel Ha 1 Tof - 1 KOMIUIEKT;

Jlata oxoHuaHust Tekymiei muuensun Kaspersky Endpoint Security ms
pabouunx cTaHiui u dainoBsix cepepos - 29.08.2021 5:00

Jlunensus nomkHa JeiicTBOBaTh POBHO 12 MecsleB ¢ JaTbl OKOHYAHUS
tekymen ymnensun Kaspersky Endpoint Security mnst paGounx craniuii u
(haltIOBBIX CEPBEPOB.

TECHNICAL SPECIFICATION
for supply of antivirus software for ensure the security of computer
users in Tashkent and at construction site GTL Uzbekistan in the
Kashkadarya region of the Republic of Uzbekistan.

Client: Uzbekistan GTL LLC, 100060, the Republic of Uzbekistan, Tashkent,
Yashnabad district, Fargona Yuli str., 7 b.; Tel: +99871 202 40 80, Fax:
+99871 202 40 51.

Site name: Plant of Uzbekistan GTL LLC (Republic of Uzbekistan,
Kashkadarya Region, Guzar district).

Basis for supply: Decree of the President of the Republic of Uzbekistan dd.
29.12.2016 No. PP-2706 “On additional measures for implementation of
“Production of synthetic liquid fuel based on purified methane of Shurtan Gas
Chemical Complex” Investment Project.

Purpose of supply: In order to prevent infection of users' computer
equipment, anti-virus software is being purchased.

Sources of financing: Own funds of the Client and /or credit funds within the
framework of the investment project “Production of synthetic liquid fuel based
on purified methane of the Shurtan Gas Chemical Complex™.

Description technical characteristics of the Service: One set of AVP for
400 users — 1 set.

The expiry date of the current license for Kaspersky Endpoint Security for
Workstations and File Servers is 08/29/2021 5:00

The license must be valid for exactly 12 months from the expiration date of
the current license for Kaspersky Endpoint Security for Workstations and File
Servers.




[Ipou3BoguTens [NOMKEH HMMETh CBOIO 3apErMCTPUPOBAHHYIO MapKy U
npucytctBoBath Ha pbeiHKe WT He Menee 10 ser g0 marsl mojadyu
MIPEAJIOKEHUSL.

Y4acTHUK JOHKEH MPEAOCTaBUTh KOIUIO CBHJIETEIBCTBA O PETHUCTPALIMH
KOMITQHHH.

Y4acTHUK JOJDKEH OBITh IPABOMOYHBIM 3aKJIFOYaTh KOHTPAKThl M HHBIC
XO3SMCTBCHHEIC COTJIAIICHHS B COOTBETICTBHH C 3aKOHOAATCIHCTBOM
Pecry6nuku Y306ekucran.

VY4acTHUK [OJDKEH MPEAOCTaBUTh MUCHBMO OT IMPOU3BOJIUTENS O HaTU4He
napTHEPCTBA, a TAKXKE O TIpaBe MPOJIaBaTh IaHHBIN BUJT 000PYI0BaHUS.
Y4acTHUK JOJKEH MPEAOCTaBUTh MUCbMO O Hanmuuue CepBUC LIEHTpa Ha
nocTaBiisieMoe 000pyoBaHKe Ha TeppuTopuu Pecriybnuku Y30ekucraH.

Y4YacTHUK HE MOJDKEH HAXOAUTHCA B CTAIUU PEOPTaHMU3AINH, JTUKBUIAINH
uu OaHKPOTCTBA, a TAKXKE B COCTOSTHUU Cy1€0HOT0 pa3OnpaTesibCTBa.
Y4YacTHUK  JIOJDKEH  HMMETh  [EepPCOHAal,  CIHOCOOHBIH  obOecrneduThb
KBUTH(DUIIUPOBAHHYIO TIOIIEPIKKY TIOCTABISIEMOT0 000Dy IOBAHHSI.

Texnuueckass mnoagepxkka: Hammuume odunumansHoro Be® — caiita
MIPOU3BOJUTENS. C COOTBETCTBYIOIIEH JOKYMEHTALMEN W IIPOrpaMMHBIM
o0ecrieueHneM, JOCTYIHBIM JIJIsl KPYIJIOCYTOYHOTO M OecTpensiTCTBEHHOIO
CKaYMBaHUS.

YcaoBus nocraBku: B anekTpoHHol dopme.

IlepenaBaemas BMecTe ¢ TOBAPOM JOKYMEHTAIUA:

HeoOxonumble cepTudukarthl KadecTBa (COOTBETCTBHUS), cepTU(UKAT
MIPOUCXOXKACHHUS, a TAK)KE HHBbIE TOKYMEHTBI HEOOXOIUMbIE ISl TPOBEACHUS
JTaTbHEHIIIEH TaMOKEHHOM OYHCTKH;

Henbl Ha [IpoayKIMIO YKA3BIBAKOTCH:

JUTsl MTHOCTPAaHHBIX y4acTHUKOB: B [lommapax CIIIA Ha ycloBUSX MOCTaBKH
CIP r. Tamkent, TamoXeHHBIH TepMHUHAI (COIJIACHO TPeOOBAHUAM
Nukorepme 2010 roga); s OTE€UECTBEHHBIX YYaCTHUKOB: B HAllMOHAJILHOM
BaIOTE Ha ycnoBusax nocrasku DDP r. Tawmkent, yn. @aprona ynu , noM 7b
(cormacuo TpeboBanusm Mukorepmc 2010 roma);

Cpok nocraBku ToBapa: 10 15 KaneHAapHbIX JHEH.

The manufacturer must have its registered brand and be present on the IT
market for at least 10 years prior to the date of submission of the proposal.

The participant must provide a copy of the company registration certificate.

The participant must be authorized to conclude Contracts and other business
agreements in accordance with the legislation of the Republic of Uzbekistan.

The participant must provide a letter from the manufacturer about the
partnership, as well as the right to sell this type of equipment.

The participant must provide a letter about the availability of the Service
Center for the supplied equipment in the territory of the Republic of
Uzbekistan.

The participant should not be in the stage of reorganization, liquidation or
bankruptcy, as well as in a state of litigation.

The participant must have personnel capable of providing qualified support
for the equipment supplied.

Technical support: Availability of the official website of the manufacturer
with the relevant documentation and software available for 24/7 and hassle-
free download.

Terms of delivery: sending by email.

Documentation handed over with the Service:

Required certificates of quality (conformity), certificate of origin, as well as
other documents required for further customs clearance;

Product prices: indicated for foreign participants - in US dollars on delivery
terms CIP Tashkent, Customs terminal (according to the requirements of
Incoterms 2010), for domestic participants: in national currency on delivery
terms DDP Tashkent, st. Fargona yuli, house 7B (according to the
requirements of Incoterms 2010);

Delivery period: no more than 15 calendar days from date of prepayment




Attachment #1 to Specification
\ Ipuioxenne Nel k
TeXHPI‘{eCKOMy 3aJaHUK0

AHTHBHPYCHOE IPOrpPaMMHOe o0ecreyeHne — KOJIMYecTBO 1 KOMILIEKT HA
400 noan3oBaredei (tun - ANVRS) (mpoajienune Tekymei JuneH3uu
Kaspersky Endpoint Security nys padounx cranuuii u paiyioBbIX
cepBepoB 11 400 komnbIOTEPOB Ha 12 MecseB)

OO0mue TpedoBaHus
AHTHUBUPYCHBIE CPEICTBA TOJKHBI BKIIFOYATh:

IporpaMMHBIC CPCIACTBaA aHTHBHPYCHOﬁ 3alllUThI  JIA pa60‘II/IX CTaHI_II/Iﬁ
Windows;

MPOrpaMMHBIE CpPEJCTBA AHTUBUPYCHOM 3amuThl Ui (HalIOBBIX CEpPBEPOB
Windows;

MPOrpaMMHBIE CpPEJCTBA AHTUBUPYCHOM 3amuThl IS (DalIOBBIX CEPBEPOB
Linux;

NporpaMMHBIC CpCACTBA LEHTPAJTIU30BAHHOIO YIIPABJICHUSA, MOHUTOPUHIA U
OOHOBJICHUS;

00HOBIIsIEMBIE Oa3bl AAHHBIX CUTHATYP BPCAOHOCHBIX IIPOTrpaMM U aTaK;
OKCILTYaTalHuOHHYIO JOKYMCHTAIIUIO HAa PYCCKOM A3BIKE.

ITporpammMHBbIif MHTEpdENc BCeX aHTUBUPYCHBIX CPEICTB, BKIJIIOYAs CpPeACTBa
YIpaBJIE€HUS, T0JKEH ObITh HA PYCCKOM M aHTJIMMCKOM SI3BIKE.

Bce AHTUBUPYCHBIC CPCIACTBA, BKIIOYAdA CpPCACTBA YIIPABJIICHUA, OOJDKHBI
o0jazaTh KOHTEKCTHOM CIPaBOYHOM CHCTEMON Ha PYCCKOM M aHIVIMHCKOM
S3BIKC.

TpeGoBanuss K NpOrpaMMHBIM CpPeACTBAM AHTHBHMPYCHOW 3alUTHI JJIs
padouux cranuuii Windows

[IporpaMMHBbIe CpeICTBAa aHTUBUPYCHOM 3aLIUTHI TOJKHBI (YHKIIMOHUPOBATH HA
KOMIIBIOTCPAX, pa60Ta10me noxa ynpapJICHUCM OHepaHHOHHOﬁ CHUCTEMBI OJIA
pabounX CTaHITUH CIIETYIONTUX BEPCHIA:

Windows 7 Home / Professional / Enterprise (32 / 64-pa3psiinas);

Windows 8 Professional / Enterprise (32 / 64-pa3psiinas);

Windows 8.1 Professional / Enterprise (32 / 64-pa3psianas);

Windows 10 Home / Pro / Education / Enterprise (32 / 64-pa3psinHas).

Antivirus software - 1 set for 400 users (type - ANVRS) (renewal of
the current license for Kaspersky Endpoint Security for
workstations and file servers for 400 computers for 12 months)

General requirements

Antivirus tools should include:

anti-virus protection software for Windows workstations;

anti-virus protection software for Windows file servers;

anti-virus protection software for Linux file servers;

centralized management, monitoring and updating software;

updatable databases of malware and attack signatures;

operational documentation in Russian.

The software interface of all anti-virus tools, including management tools,
must be in Russian and English.

All anti-virus tools, including controls, must have a context-sensitive help
system in Russian and English.

Requirements for antivirus protection software for Windows
workstations

Anti-virus protection software must function on computers running an
operating system for workstations of the following versions:

Windows Small Business Server 2008 Standard / Premium (64-
paspsiiHasi);

Windows Small Business Server 2011 Essentials / Standard (64-
paspsiHas);

Windows MultiPoint Server 2011 (64-pa3psianas);

Windows Server 2008 Standard / Enterprise Service Pack 2 (64-

paspsiiHasi);




[TporpamMMHBI€ CpeICTBAa AaHTUBUPYCHOM 3aIIUTHI TOJDKHBI (QYHKIIHOHUPOBATh HA
KOMIIBIOTECpAX, pa6OTaIOH_[I/IX moa ynpaBJICHUEM OHepaHHOHHOfI CHUCTEMbI IJIsA
(bailioBBIX CEPBEPOB CIEAYIONINX BEPCHIL:

Windows Small Business Server 2008 Standard / Premium (64-pa3psinnas);
Windows Small Business Server 2011 Essentials / Standard (64-pa3psianasi);
Windows MultiPoint Server 2011 (64-pa3psanas);

Windows Server 2008 Standard / Enterprise Service Pack 2 (64-pa3psinHas);
Windows Server 2008 R2 Foundation / Standard / Enterprise Service Pack 1 (64-
paspsiaHas);

Windows Server 2012 Foundation / Essentials / Standard (64-pa3psianas);
Windows Server 2012 R2 Foundation / Essentials / Standard (64-pa3psiaHas);
Windows Server 2016 (64-pa3psnas);

Windows Server 2019 (64-pa3psianas).

DOYHKIUOHAJIbHbIE BO3MOKHOCTH AHTHBHPYCHOW 3alUTHI Ui Padovux
cranuuii Windows.

AHTUBHUPYCHOTO CKAHUPOBAHUS B PEKUME PEATHHOTO BPEMEHHU U 110 3aIPOCy U3
KOHTEKCTHOI'O MEHIO 00BHEKTA;

AQHTUBHUPYCHOTO CKAaHUPOBAHUS IO PACTIMCAHUIO;

AHTUBHUPYCHOE CKAaHUPOBAHUE MOJKIIFOUYAEMbIX YCTPOMUCTB;

ABPUCTUYECKOTO aHAJIM3aTOpa, MO3BOJISIIOIIETO paclo3HaBaTh U OJIOKMPOBATH
paHee HEM3BECTHBIE BPEIOHOCHBIE TPOTPAMMBI;

HEUTpAIM3alUH ICUCTBUI aKTUBHOTO 3apakKeHUS;

aHaJIM3a MOBEACHUS MPUIIOKEHUS U IPOU3BOIUMBIX UM JACHCTBUN B CUCTEME IS
BBISIBIIGHUSI W €r0  BpPEJOHOCHOW  aKTUBHOCTHU M OOHapyXeHUs
HECaHKIIMOHUPOBAHHBIX JIEUCTBUII;

aHaiM3a OOpaImeHuii K OOmMM Tankam W QaiaMm aJjis BBISBJICHUS TTOIBITOK
U poBaHUs 3alUIAEMbIX PECYPCOB JOCTYITHBIX MO CETH;

OJIOKMpOBKAa JIEUCTBHI BPEIOHOCHBIX TPOTPaMM, KOTOpPHIE HCIOJIB3YIOT
yS3BUMOCTH B TPOrPaMMHOM OOECIIEYeHMH B TOM YHUCIE 3alluTa MaMsITH
CHUCTEMHBIX MPOIIECCOB;

OTKaT JEHCTBHI BPEIOHOCHOTO MPOTPAMMHOIO OOECHeUeHHUs NpU JICUYCHUH, B
TOM YHCJI€, BOCCTAHOBJIEHHE 3amU(PPOBAHHBIX, BPETOHOCHBIMU MPOTPAMMAaMH,
¢aiinos;

OTpaHUYEHUS] TPUBHUIETUN (3aMUCh B pPEecTp, AOCTYN K (aiimam, mankam u
IPYTUM TIpolieccaMm, oOpalieHHe K IUIAaHUPOBINMKY 3a1ad, JOCTYyH K
yCTpOiCTBaM, W3MEHEHHE TMpaB Ha OOBEKTHI W T.O.) AN TIPOIECCOB U
MPUIOKEHUW,  JWHAMHUYECKH  OOHOBJISIEMBIE  HACTpAaWBAeMbI€  CITMCKHU
MIPUJIOKEHUN C OPE/ICTICHUEM YPOBHS TIOBEPUS;

Windows Server 2008 R2 Foundation / Standard / Enterprise Service Pack
1 (64-pa3psanas);

Windows Server 2012 Foundation / Essentials / Standard (64-pa3psianas);
Windows Server 2012 R2 Foundation / Essentials / Standard (64-
paspsiaHas);

Windows Server 2016 (64-pa3psiinas);

Windows Server 2019 (64-pa3psianas).

Antivirus protection functionality for Windows workstations.
anti-virus scanning in real time and on demand from the context menu of
the object;

scheduled anti-virus scanning;

anti-virus scanning of connected devices;

a heuristic analyzer that allows you to recognize and block previously
unknown malicious programs;

neutralizing the actions of active infection;

analyzing the behavior of the application and the actions it performs in
the system to detect its malicious activity and detect unauthorized actions;
analysis of calls to shared folders and files to identify attempts to encrypt
protected resources available over the network;

blocking the actions of malicious programs that exploit vulnerabilities in
software, including protecting the memory of system processes;

rollback of actions of malicious software during treatment, including
recovery of files encrypted by malware;

restrictions on privileges (writing to the registry, access to files, folders
and other processes, accessing the task scheduler, access to devices,
changing rights to objects, etc.) for processes and applications,
dynamically updated custom lists of applications with a definition of the
trust level;

cloud protection against new threats, which allows an application to
access the manufacturer's resources in real time to obtain a verdict on a
program or file being launched;




00JIa4yHOH 3aIIMTBl OT HOBBIX YI'PO3, IO3BOJIAIONIAS NMPUIOKEHUIO B PEKUME
peaIbHOTO BPEMEHU 00pallathbcs K pecypcam MpPOU3BOAUTENS, AJS TOTyYeHUS
BEPJIMKTA I10 3aIlyCKaeMOU IporpaMMe Hiu Qaiiiy;

AHTUBHUPYCHOM TIPOBEPKHU M JieueHHs ¢aiiinoB B apxuBax (popmatoB RAR, ARJ,
ZIP, CAB, LHA, JAR, ICE;

3alIUTHl 3JEKTPOHHOM IOYTHl OT BPEJAOHOCHBIX NPOrpPaMM C HPOBEPKOU
BXOJISIILIETO U UCXOsIIero Tpaduka Ha criemyronmx nporokoiax: IMAP, SMTP,
POP3, MAPI, NNTP;

¢GuIbTpa TMOYTOBBIX BIOXEHHH C BO3MOXKHOCTHIO NEPEUMEHOBAHHS WM
yAaleHus 3aJJaHHBIX TUIIOB (ailioB;

NpOBEPKY Tpaduka, MOCTYMAIONIET0O HAa KOMIBIOTEP IIOJIB30BaTENsl  T10
nporokonam HTTP, FTP, B ToM uyuciie ¢ MOMOIIBI0 3BPUCTHYECKOTO aHAINA3a, C
BO3MOYKHOCTBIO HACTPOMKH JOBEPEHHBIX PECYpPCOB M pabOTOW B pEeXHUME
OJIOKUPOBKH MU CTATUCTUKU;

OJIOKMPOBKY OaHHEpPOB M BCIUIBIBAIOIIMX OKOH Ha 3arpyxaembix Web-
CTpaHMIIAX;

pacrio3HaBaHus U OJOKMPOBKY (DUIIMHTOBBIX U HEOE30TaCHBIX CaliTOB;
BCTPOEHHOI'0 CETEBOI'0 SKpPaHA, MO3BOJSIOLIETO CO3/1aBATh CETEBbIC MAKETHbHIC
IIpaBUjIa U CETEBBIC IIpaBUia I IPOrPAMM, ¢ BO3MOKHOCTBIO KaTerOpHU3aluu
CETEBbIX CETMEHTOB;

3alUTYy OT CETEBBIX aTaK C MCIOJIb30BAaHUEM CHCTEMbl OOHApyXEeHUS U
npenoTBpaiieHus Bropskenuii (IDS/IPS) u nmpaBunaMu ceTeBoi akTUBHOCTH IS
Hau0OoJsee MOMyJSIPHBIX NPUIOKEHUH Npu padoTe B BBIYUCIUTEIBHBIX CETIX
00010 THIA, BKIItOYasi 0ECIIPOBOHEIE;

KOHTPOJIb CETEBBIX COCIWHEHHH, YCTAHABIMBAEMBIX C IIOMOIIBIO CETEBBIX
MOCTOB, C BO3MOXHOCTbIO OJIOKUPOBKH OJTHOBPEMEHHOI yCTaHOBKHM HECKOJIBKUX
CETEBBIX COCIMHCHHIA,

CO3J1aHusl CIIEHUATIBHBIX MTPABUJI, 3aMPEIAIONINX UK Pa3pelIaloNINX YCTaHOBKY
W/WAM 3allyCK TMpOorpaMM JJisi BCEX WM K€ Ui OIpeAeJeHHBIX TPy
nonb3oBareneit (Active Directory WM JOKaTbHBIX TMOJIb30BAaTEICH/TPyIIN),
KOMITOHEHT JIOJKEH KOHTPOJIHPOBAThH MPHIIOKEHUS KaK MO MYTH HAaXOXKACHUS
MPOrpaMMBbl, METaJaHHBIM, CepTU(UKATY WIM €ro OTIEeYaTKy, KOHTPOILHOU
cymme MDS5 wnmmm SHA256, Ttak m 1no 3apaHee 3aJaHHBIM KaTerOpHUSAM
MIPUIIOKEHUH, MPEeAO0CTaBIIAEMbIM MIPOU3BOJUTEIEM MIPOrPaMMHOI0
o0ecrieyeHrsi, KOMIIOHEHT JO0JDKEH padoTaTh B peXHME YEpPHOTro MM Oenoro
CIIHCKA, a TAaKXKe B pexxuMe cOopa CTAaTUCTUKU WU OJIOKUPOBKH;

KOHTPOJISI pa0OTHI IOJB30BATEINS C BHEIIHUMHU YCTPOHCTBAMH BBOAA/BBIBOA TIO
TUITy yCTPOWCTBAa W/WIIM HCIIOJNIB3YEMOIl HIMHE, C BO3MOXKHOCTBIO CO3JaHUS
CIIMCKA JIOBEPEHHBIX YCTPOWCTB MO MX HACHTU(PHUKATOPY U BO3MOXKHOCTHIO

anti-virus scanning and disinfection of files in archives in RAR, ARJ, ZIP,
CAB, LHA, JAR, ICE formats;

protection of e-mail from malware with scanning of incoming and
outgoing traffic on the following protocols: IMAP, SMTP, POP3, MAPI,
NNTP;

filter of mail attachments with the ability to rename or delete specified file
types;

scanning of traffic arriving to the user's computer via HTTP, FTP
protocols, including using heuristic analysis, with the ability to configure
trusted resources and work in blocking or statistics mode;

blocking banners and pop-ups on loaded web pages;

recognition and blocking of phishing and unsafe sites;

built-in firewall that allows you to create network packet rules and
network rules for programs, with the ability to categorize network
segments;

protection against network attacks using the intrusion detection and
prevention system (IDS / IPS) and network activity rules for the most
popular applications when working in computer networks of any type,
including wireless;

control of network connections established using network bridges, with
the ability to block the simultaneous establishment of multiple network
connections;

creating special rules that prohibit or allow the installation and / or launch
of programs for all or for certain groups of users (Active Directory or local
users / groups), the component must control the applications as in the path
of finding the program, metadata, certificate or its fingerprint, checksum
MD5 or SHA256, and according to predefined categories of applications
provided by the software manufacturer, the component must operate in
black or white list mode, as well as in statistics collection or blocking
mode;

control of the user's work with external input / output devices by device
type and / or used bus, with the ability to create a list of trusted devices
by their identifier and the ability to grant privileges for using external
devices to certain users from Active Directory;

records in the event log about recording and / or deleting files on
removable drives;

control of the user's work with the Internet, including the inclusion of an
explicit prohibition or permission of access to resources of certain
content, a category previously created and dynamically updated by the




MPEAOCTABIICHUS] TPUBUIIETHN JUIsI HUCIOJIb30BAaHUS BHEUIHUX YCTPOMCTB
orpezeNieHHbIM ToJib30BaTelsiM u3 Active Directorys;

3alMCU B KYpHAT COOBITHI O 3amucH W/WiIH yAaleHUuW (aillioB HA CHEMHBIX
JUCKAX;

KOHTPOJISI pa0OTHI MOJIB30BATENsS C CeThi0 MHTEpHET, B TOM YHCIie BKIIOUCHUE
SIBHOTO 3allpeTa WJIHM pa3pelieHuss J0CTyla K pecypcam OIpeAeIeHHOro
COJIEpKaHus, KaTeropuy 3apaHee CO3AaHHOW W JAWHAMHYECKA OOHOBISEMOU
MIPOU3BOIUTENIEM, a TaKXKe TUIa HHbopMauu (ayauo, BUIEO U Ap.), MO3BOJIATh
BBOJIUTh BPEMEHHbBIE MHTEPBAJIBI KOHTPOJIS, a TAaKKe Ha3HA4YaThb €ro TOJBKO
oIpezieNIeHHbIM ToJib30BaTensiM u3 Active Directory;

3anuThl OT atak tumna BadUSB;

3aIlyCK CHelHaIbHON 3a7auu JIJIsl OOHAPY>KEHUs YS3BUMOCTEH B MPUIIOKEHUSX,
YCTaHOBJICHHBIX Ha KOMIIBIOTEPE, C BO3MOKHOCTBIO IIPEIOCTABICHUS OTYETA 110
OOHAPYKEHHBIM YSI3BUMOCTSIM.

MOJTHOJJMCKOBOE MH(POBAHUE C CO3/IaHUEM CIIEIUATBHOTO 3arpy30YHOT0 areHTa
U nojiaepxkKoit TexHonoruu Single Sign On;

BOCCTaHOBJICHHS 3aIIM()POBAHHOTO COAEPIKUMOTO B CIy4ae cOOEB 3arpy304HOTO
arerta wiu (daitno OC, nogaepkka UEFI-cucrewm;
nojAJepKKa  IByX(akTopHOW  ayTeHTH(UKaALUU
mmdpoBaHuy;

mudpoBanue (ailyioB ¢ BO3MOXHOCTHIO THOKOTO YKa3zaHWsl IIHPPYEeMOro
KOHTEHTa (M0 MECTOMOJOKEHUIO, M0 PACIIMPEHHI0, M0 Cco3JarlieMy ¢ain
MIPUJIOKEHUIO);

HaIMYMEe MEXaHW3MOB OTPaHUYEHHUS JOCTymHa K 3amudpoBaHHBIM (QaiiiaM co
CTOPOHBI BBIODAHHBIX TMPUJIOKEHUM, a TakKe HaJIU4he TEXHOJIOTHH,
MO3BOJISIIONIEH pacm@poBbIBaTh (ailibl B HE 3alUMIICHHOTO MEPUMETpa C
MTOMOLUIBIO MTAPOJIS;

mudpoBaHue MTAHHBIX HAa CHEMHBIX HOCHTENSX C BO3MOXKHOCTHIO 3aJaHHUS
pexxuMa paboThl, MO3BOJISAIONIEr0 MUGPOBaTh U paciinpoBbIBaTh (Pailibl 3a
npeAeiaMi CEeTU OpraHu3aluu;

3aUTHl  OT YAAJIEHHOTO HECAaHKIIMOHUPOBAHHOTO YIMPABICHUS CEPBUCOM
MPUJIOKEHUS, a TAKKE 3alllUTa JOCTyIa K TapaMeTpaM MPUIOKEHHUS C TOMOIIbIO
napojisi, TMO3BOJsSIONIas K30eXkaTh OTKIIOYEHHUS 3allMThl CO  CTOPOHBI
BPEIOHOCHBIX MPOTPaMM, 3JTOYMBIIUICHHUKOB WU HEKBATH(PHUIIMPOBAHHBIX
MOJb30BaTEICH;

YCTAaHOBKM TOJIbKO BBIOPAHHBIX KOMIIOHEHTOB IPOTPAMMHOIO CpeACTBa
AHTUBUPYCHOU 3aLIUTHI;

LEHTPAIM30BaHHOE YIIPABICHUE BCEMH BBIIICYKAa3aHHBIMH KOMIIOHEHTaMHU C
MOMOIIIbIO €AMHOM CUCTEMBI YIIPABJICHHUS;

npu IMOJJTHOJMCKOBOM

manufacturer, as well as the type of information (audio, video, etc.), allow
the introduction of control time intervals, as well as assign it only to
specific users from Active Directory;

protection against attacks such as BadUSB;

launching a special task to detect vulnerabilities in applications installed
on the computer, with the ability to provide a report on the detected
vulnerabilities.

full disk encryption with the creation of a special boot agent and support
for Single Sign On technology;

recovery of encrypted content in case of failures of the boot agent or OS
files, support for UEFI systems;

support for two-factor authentication with full disk encryption;

file encryption with the ability to flexibly indicate the encrypted content
(by location, by extension, by the application that creates the file);

the availability of mechanisms to restrict access to encrypted files from
the selected applications, as well as the availability of technology that
allows decrypting files in an unprotected perimeter using a password,;
encryption of data on removable media with the ability to set an operating
mode that allows you to encrypt and decrypt files outside the
organization's network;

protection against unauthorized remote control of the application service,
as well as protection of access to application parameters using a password,
which allows you to avoid disabling protection from malware, intruders
or unqualified users;

installation of only selected components of the anti-virus protection
software;

centralized management of all the above components using a single
control system;

launching tasks on a schedule and / or immediately after loading the
operating system;

flexible management of the use of computer resources to ensure a
comfortable work for users when scanning the file space;

accelerating the scanning process by skipping objects whose state has not
changed since the last scan;

the ability to check the integrity of the anti-virus program;

the ability to add exclusions from the anti-virus scan by the file hash
amount, name / directory mask, or by the presence of a trusted digital
signature on the file;




3allyCcK 3ajay 10 paclyCaHWIO W/WIM cpa3y MOocje 3arpy3Kd ONeparioHHON
CUCTEMBI;

ru0Koe yIpaBJjeHHE UCTIOIb30BAHUEM PECYPCOB KOMITbIOTEpA JUIs 0OeCIIeueHUs
KOM(OpPTHOI paboThl MOJb30BaTENed IMPH BBINOJIHEHUHU CKAHUPOBAHUS
(ailoBoro NpoCcTpaHcTBa;

YCKOpEHHE Mpolecca CKaHUPOBAHMS 3a CUET MPOMYyCKa OOBEKTOB, COCTOSHUE
KOTOPBIX CO BPEMEHH IPOIION IPOBEPKU HE H3MEHUIIOCH;

BO3MOKHOCTb ITPOBEPKU 1IEJIOCTHOCTH aHTUBUPYCHOMW MTPOTrpaMMBl;
BO3MOKHOCTh JJOOABIICHHUS] MCKIIOUYEHUH M3 aHTHUBUPYCHOM MPOBEPKU IO Xl
cymMme (haii, Macke UMEHU/TMPEKTOPUH WK TI0 HATHYUIO Y (ailiia JoBepeHHOM
1M (POBOM TIOJIITUCH;

HaJM4Ke y aHTUBHPYCAa 3aIIMILEHHOI0 XpPaHUIIUIIA U1 yIAJIEHHBIX 3apaKE€HHBIX
¢aiinoB, ¢ BO3SMOKHOCTBIO X BOCCTaHOBIICHHS,

HaJIMYWe 3alIUIIEHHOT0 XpaHUJININa JJI1 OTYETOB O paboTe aHTUBHUPYCA;
BO3MOXXHOCTh ~BKJIIOYEHHMS] U BBIKIIOYEHUS TIpaduyeckoro uHTrepdeiica
aHTHBUPYCA, a TAK)Ke HAJIMYKME MPOILIEHHOW Bepcuu rpaduieckoro uurepdeiica,
C MUHUMAJIbHBIM HAOOPOM BO3MOXKHOCTEH;

BO3MOXXHOCTh (popMHpOBaHUS 1a0JI0HA TOBEECHUS TPOTrPAMM U OJIOKUPOBKH UX
NENUCTBUM, TP OTKJIOHEHUM OT II1a0JOHA MOBENEHUs (aJanTUBHBIA KOHTPOJb
aHOMAaJINi );

Bo3MoxkHOCTh HHTerparmu ¢ Windows Defender Security Center;

Hanmuuue noaaepkku Antimalware Scan Interface (AMSI);

nanmaue noaepsxkku Windows Subsystem for Linux (WSL);

BO3MOXXHOCTb DAaclpeiesieHusl IpaB JOCTyNa K KOPIOPaTHBHBIM pecypcam
(MTP) B pamMkax KOHTpPOJISI YCTPOMCTB.

TpeGoBanuss K NPOrpaMMHBIM CPeJACTBAM AHTHBHPYCHOH 3alMTHI JIsl
¢paiinoBbix cepsepoB Windows

[IporpaMMHBIe cpeAcTBa AHTUBHPYCHON 3alUTHl AJisi (DaljIOBBIX CEPBEPOB
Windows momxHBI (DYHKIIMOHHPOBATH HAa KOMIIBIOTEpPAX, PabOTAIOIMMUX IO
yIpaBIeHUEM ONEPAMOHHBIX CUCTEM CIEAYIOIINX BEPCUH:

32-pa3psIHBIX ONepaIoHHbIX cucteM Microsoft Windows

Windows Server® 2003 Standard / Enterprise / Datacenter ¢ mnakeTrom
obnosienuit SP2 wiu BeIIIIE;

Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ makerom
oOHoBIIeHU SP2 Wiy BhIIIIE;

Windows Server 2008 Standard / Enterprise / Datacenter ¢ makeTom 0OHOBIICHHI
SP1 unu BeIIIIE;

the anti-virus has a protected storage for deleted infected files, with the
possibility of their recovery;

availability of a protected storage for reports on the anti-virus operation;
the ability to turn on and off the antivirus graphical interface, as well as
the presence of a forgiven version of the graphical interface, with a
minimum set of features;

the ability to form a pattern of program behavior and block their actions
in case of deviation from the pattern of behavior (adaptive control of
anomalies);

the ability to integrate with Windows Defender Security Center;
availability of support for Antimalware Scan Interface (AMSI);
availability of support for Windows Subsystem for Linux (WSL);

the ability to distribute access rights to corporate resources (MTP) as part
of device control.

Antivirus software requirements for Windows file servers

Antivirus protection software for Windows file servers must be functional
on computers running the following operating systems:

the ability to integrate with Windows Defender Security Center;
availability of support for Antimalware Scan Interface (AMSI);
availability of support for Windows Subsystem for Linux (WSL);

the ability to distribute access rights to corporate resources (MTP) as part
of device control.

Antivirus software requirements for Windows file servers

Antivirus protection software for Windows file servers must be functional
on computers running the following operating systems:




Windows Server 2008 Core / Standard / Enterprise / Datacenter ¢ makerom
oouosiennii SP1 ninu BrIie.

64-pa3psiiHbIX onepaloHHbIX cuctem Microsoft Windows

Windows Server 2003 Standard / Enterprise / Datacenter ¢ makerom 0OHOBIICHHI
SP?2 unu BeIIE;

Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ makerom
obHoBieHni SP2 wiu BILIE,

Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ makerom
o6unosiennii SP1 wiu BeILIE,;

Windows Server 2008 Standard / Enterprise / Datacenter ¢ makeTom 0OHOBIICHHI
SP1 unu BeILE;

Microsoft Small Business Server 2008 Standard / Premium;

Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter ¢
nmakeToM o0OHoBieHUA SP1 wiu BeILIE;

Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ makerom
oOHoBieHni1 SP1 v BelIIE;

Windows Hyper-V Server 2008 R2 ¢ nakerom o6HoBieHuit SP1 win Bble;
Microsoft Small Business Server 2011 Essentials / Standard;

Microsoft Windows MultiPoint™ Server 2011 Standard / Premium;

Windows Server 2012 Foundation / Essentials / Standard / Datacenter;
Windows Server 2012 Core Foundation / Essentials / Standard / Datacenter;
Microsoft Windows MultiPoint Server 2012 Standard / Premium;

Windows Storage Server 2012;

Windows Hyper-V Server 2012;

Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;
Windows Server 2012 R2 Core Foundation / Essentials / Standard / Datacenter;
Windows Storage Server 2012 R2;

Windows Hyper-V Server 2012 R2;

Windows Server 2016 Essentials / Standard / Datacenter;

Windows Server 2016 MultiPoint;

Windows Server 2016 Core Standard / Datacenter;

Microsoft Windows MultiPoint Server 2016;

Windows Storage Server 2016;

Windows Hyper-V Server 2016;

Windows Server 2019 Essentials / Standard / Datacenter;

Windows Server 2019 Core;

Windows Storage Server 2019;

Windows Hyper-V Server 2019.

32-bit Microsoft Windows operating systems

Windows Server® 2003 Standard / Enterprise / Datacenter SP2 or higher
Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2 or
higher

Windows Server 2008 Standard / Enterprise / Datacenter SP1 or higher
Windows Server 2008 Core / Standard / Enterprise / Datacenter SP1 or
higher.

64-bit Microsoft Windows operating systemsWindows Server 2003
Standard / Enterprise / Datacenter ¢ makerom oOHoOBieHHMU SP2 win
BBIIIIC,

Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ nmakerom
oOHoBieHN1 SP2 wiu BhIIIE;

Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ makerom
oOHoBieHuii SP1 wiu BeIIE;

Windows Server 2008 Standard / Enterprise / Datacenter ¢ makerom
oOHoBieHuii SP1 wiu BeIIE;

Microsoft Small Business Server 2008 Standard / Premium;

Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter
¢ naketom oOHoBIieHnit SP1 vy BeILIIE;

Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ maketom
obuosiennii SP1 mnu BeILIE,;

Windows Hyper-V Server 2008 R2 ¢ maketom obHoBineHuit SP1 wm
BBIIIIE,

Microsoft Small Business Server 2011 Essentials / Standard;

Microsoft Windows MultiPoint™ Server 2011 Standard / Premium;
Windows Server 2012 Foundation / Essentials / Standard / Datacenter;
Windows Server 2012 Core Foundation / Essentials / Standard /
Datacenter;

Microsoft Windows MultiPoint Server 2012 Standard / Premium;
Windows Storage Server 2012;

Windows Hyper-V Server 2012;

Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;
Windows Server 2012 R2 Core Foundation / Essentials / Standard /
Datacenter;

Windows Storage Server 2012 R2;

Windows Hyper-V Server 2012 R2;

Windows Server 2016 Essentials / Standard / Datacenter;

Windows Server 2016 MultiPoint;

Windows Server 2016 Core Standard / Datacenter;




DyHKIMOHAIbHbIE BO3MOKHOCTH AHTUBHPYCHOM 3aIMTHI 1Js (pailyioBBIX
cepBepoB Windows

AHTUBHUPYCHOE CKAaHMPOBAaHUE B PEXKHMME PEATbHOTO BPEMEHHU H IO 3allpocy Ha
cepBepax, BBIOJHAIOMIMX pa3Hble (PYHKIUHM: CEpBEPOB TEPMUHAIIOB, MPHUHT-
CEpBEPOB, CEPBEPOB TMPHJIOKEHUA M KOHTPOJJIEPOB JOMEHOB, (HalIOBBIX
CEpBEPOB;

AHTUBHUPYCHOE CKaHUPOBAHME 10 KOMAaHJIE TOJIb30BATeNsl WIIH aIMHUHHUCTPATOPa
U 110 PaclHCaHuIo;

3aIllyCK 3ajad 10 PaclUCaHWIO W/WIKA cpa3y MOCie 3arpy3Kd ONeparmoHHON
CHCTEMBI;

oOlayHas 3aliMTa OT HOBBIX YTIPO3, MO3BOJIIONIAS MPUIIOKECHHUIO B PEXKHUME
peasbHOro BpeMEeHH 00paIlaThCs K CIelUalbHbIM CaiiTaM MPOU3BOIUTENS, IS
MOJTyYeHHS BEPJIMKTA T10 3aITyCKaeMO# IporpaMMe Witk (aiiiy;

aHTHUBUpPYCHasl MPOBEpKa U JiedeHue QaiinoB B apxuBax ¢opmaroB RAR, ARJ,
ZIP, CAB,

3aiuTa (aiios, albTepHATUBHBIX MTOTOKOB (aitnoBeix cucteM (NTFS-streams),
3arpy3049HOH 3aIHCH, 3aTPY30YHBIX CEKTOPOB JIOKATBHBIX H ChEMHBIX JINCKOB;
HENpepbIBHOE OTCIICKUBAHUE MOMBITOK BBIMOJHEHHS Ha 3all[UIAaEMOM cepBepe
ckpuntoB VBScript u JScript, co3nannbix no rexHonorusm Microsoft Windows
Script Technologies (unmu Active Scripting), mpoBepka MPOrpaMMHOTO Koja
CKPHIITOB M aBTOMATHYECKH 3alpelICHUE BBHIIIOJHEHUE TE€X M3 HUX, KOTOPHIE
MPU3HAIOTCS ONMACHBIMH. AHaiIM3 oOpalleHuil Kk o0muM nankaMm U Qainam amis
BBISIBIICHUS TIOMTBITOK MIM(POBAHUS 3alIMIIAEMbIX PECYPCOB JIOCTYITHBIX 110 CETH;
BO3MOKHOCTh NPOBEPKHU KoHTeitHepoB Microsoft Windows;

3alIMTa OT CETEBBIX aTaK C WCIOJIb30BAaHHEM CHCTEMBI OOHAapyKeHUs |
npenoTBpaiieHus Bropskenuid (IDS/IPS) u npaBunamu ceTeBoi akTHBHOCTH TSI
HanOoJiee MOMYJSAPHBIX MPHUIOKEHUNA NMPH paboTe B BBIYUCIUTEIBHBIX CETAX
000T0 TUTIA, BKITIOYast 0€CIIPOBOIHBIC;

sanmmars HTTP u HTTPS Tpaduk oT BupycoB M (uIIMHra, C HMPOBEPKOM
CCBUIOK 0a3aM BpEIOHOCHBIX Be0-apecoB M BO3MOYKHOCTBIO IPOBEPKHU
BAJIMIHOCTH CEepTH(HKATOB BeO-cepBepoB, MmepexBaT Tpaduka JOJDKEH

Microsoft Windows MultiPoint Server 2016;

Windows Storage Server 2016;

Windows Hyper-V Server 2016;

Windows Server 2019 Essentials / Standard / Datacenter;

Windows Server 2019 Core;

Windows Storage Server 2019;

Windows Hyper-V Server 2019.

Antivirus protection functionality for Windows file servers

anti-virus scanning in real time and on demand on servers performing
different functions: terminal servers, print servers, application servers and
domain controllers, file servers;

anti-virus scanning at the command of the user or administrator and
according to the schedule;

launching tasks on a schedule and / or immediately after loading the
operating system;

cloud protection against new threats, which allows an application to
access the manufacturer's special websites in real time to obtain a verdict
on the program or file being launched;

anti-virus scanning and disinfection of files in archives in RAR, ARJ, ZIP,
CAB formats;

protection of files, alternative streams of file systems (NTFS-streams),
boot record, boot sectors of local and removable drives;

continuous monitoring of attempts to execute VBScript and JScript scripts
created using Microsoft Windows Script Technologies (or Active
Scripting) on the protected server, checking the script code and
automatically blocking the execution of those that are deemed dangerous.
Analysis of calls to shared folders and files to identify attempts to encrypt
protected resources available over the network;

the ability to scan Microsoft Windows containers;

protection against network attacks using an intrusion detection and
prevention system (IDS / IPS) and network activity rules for the most
popular applications when working in computer networks of any type,
including wireless;

protect HTTP and HTTPS traffic from viruses and phishing, with
checking links to databases of malicious web addresses and the ability to
check the validity of certificates of web servers, interception of traffic
should be carried out using the interception driver or by means of its
redirection;




OCYIIECTBIISATHCS C MOMOIIBIO JIpaiiBepa mepexBaTa MM K€ C MOMOIIBIO €ro
MepeHarpaBiICHUS;

HAJINYHE KOMIIOHEHTA, JAI0IeT0 BO3MOXHOCTD CO3/IaHUs CIICIIMaIbHbIX IPaBHII,
3aMpelianiiuX WK pa3pelialoliuX YCTAHOBKY W/WIIM 3alyCK Iporpamm Jyis
BCEX WJIM K€ JUIsSl OTPEIETICHHBIX TPy moJb3oBarenei (Active Directory wimu
JIOKQJIbHBIX I0JIb30BATEJICH/TPYIII);

KOMIIOHEHT CO3[aHHUsi CIEHUAIBHBIX NPAaBWI JIOJDKEH KOHTPOJIMPOBATH
MPUIOXKEHUS M0 MYTH HAXO0XJACHUS MPOTrpaMMbl, METalaHHBIM, CePTHPHUKATY
WIM €ro OTIEYaTKy, KOHTposiabHOU cymme MDS nnun SHA256;

KOMIIOHEHT CO3[IaHUSl CHEIUAIbHBIX MpaBUI JODKEH paboTaTb B pEXHUME
YepHOro MM OENoro CIHCKa, a TakKe B peKUME cOOpa CTaTUCTHKH WU
OJIOKUPOBKH, JIOJDKEH HMETh BO3MOXKHOCTH CO3/IaHUSI CIIMCKA JTOBEPEHHBIX
MaKeTOB OOHOBJICHU, KOTOPBIE MOTYT U3MEHSTH U 3aITyCKaTh BIIOYKEHHBIE B HIX
(aiinsr;

OCYIIECTBIICHHE KOHTPOJII pabOThI MOJIB30BATENS C BHEIITHIUMH YCTPOWCTBAMHU
BBOJIa/BBIBOJIa, C BO3MOYKHOCTBIO CO3JaHUS CIIUCKA JIOBEPEHHBIX YCTPONCTB U
BO3MOKHOCTBIO TPEIOCTABICHUSI TMPUBWICTHIA JJISI WCIOJIB30BAHUS BHEITHHX
YCTPOMCTB OMpEIEICHHBIM MMOIb30BaTeNsIM u3 Active Directory;
OCYIIECTBIICHHE KOHTPOJISI paboTHI C ceThio IHTEepHET, B TOM YHuCIie BKIIOYEHUE
SBHOTO 3allpeTa WM pa3pelieHust JO0CTyla K pecypcaMm OIpeaeIeHHOTO
coJiepKaHus, KaTerOpHH 3apaHee CO3JaHHOW W JUHAMUYECKH OOHOBIISIEMOI
IIPOU3BOIUTEIIEM;

WHGOPMHUPOBAHNE aIMIHHUCTPATOPA O TIOAKIIOUYEHUH BHEITHUX YCTPOICTB;
MEXaHU3MBI 3aIIUTHI OT FKCIUTYaTHPOBAHUS yS3BUMOCTEH B MaMATH MPOLIECCOB C
MTOMOIIIBIO0 TEXHUK CHIKEHHS PHCKOB;

YCKOpEHHUsl Tpoliecca CKaHUPOBAHMS 3a CYET MPOIycKa OOBEKTOB, COCTOSHUE
KOTOPBIX CO BPEMEHH TPOILION MPOBEPKH HE H3MEHUIIOCH;

poBepKa COOCTBEHHBIX MOJYJIe Ha BO3MOXHOE HAPYLICHHWE MX IeIOCTHOCTH
TIOCPENICTBOM OTAEITHHOM 3a/1a4H;

HACTPOWKM MPOBEPKU KPUTHUECKUX OoOJacTell cepBepa B KauecTBE OTAEIbHON
3aJauu;

PEryJIUpPOBKU paclpesielieHus pecypcoB cepBepa MEXIY AaHTUBUPYCOM U
IPYTUMH  TIPHJIOKEHUSIMA B 3aBUCHMOCTH OT TPHOPUTETHOCTH  33jad:
BO3MOKHOCTh MPOJIOJKATh AHTUBUPYCHOE CKAaHUPOBAaHUE B (DOHOBOM PEKUME;
HAJINYME MHOXXECTBEHHBIX IMyTEeH YBEJOMJICHUS aJIMUHHCTPATOPOB O BAXKHBIX
MMPOM3OMICANINX COOBITUAX (ITOYTOBOE COOOIICHHE, 3BYKOBOE OTIOBEIICHHE,
BCIUTBIBAIOILIEE OKHO, 3aITUCh B KYPHAJ COOBITHI);

POJIEBOIl AOCTYI K MapameTrpaM MPHIIOKEHUS U CiIyK0e ¢ MOMOIIbIO CIIHUCKOB
paspelieHni, MO3BOJSIOMNN K30€KaTh OTKIIIOYEHHsS 3aIUThl CO CTOPOHBI

the presence of a component that makes it possible to create special rules
that prohibit or allow the installation and / or launch of programs for all
or for certain user groups (Active Directory or local users / groups);

the component for creating special rules must control applications by the
path of finding the program, metadata, certificate or its fingerprint, MD5
or SHA256 checksum;

the component for creating special rules must work in black or white list
mode, as well as in statistics collection or blocking mode, must be able to
create a list of trusted update packages that can modify and run the files
attached to them;

control of the user's work with external input / output devices, with the
ability to create a list of trusted devices and the ability to grant privileges
for using external devices to certain users from Active Directory;

control of work with the Internet, including the inclusion of an explicit
prohibition or permission of access to resources of certain content, a
category previously created and dynamically updated by the
manufacturer;

informing the administrator about connecting external devices;
mechanisms to protect against exploitation of vulnerabilities in process
memory using risk mitigation techniques;

speeding up the scanning process by skipping objects whose state has not
changed since the last scan;

checking your own modules for possible violation of their integrity by
means of a separate task;

configuring the scan of critical areas of the server as a separate task;
adjusting the distribution of server resources between the anti-virus and
other applications, depending on the priority of tasks: the ability to
continue anti-virus scanning in the background,

the presence of multiple ways of notifying administrators about important
events that have occurred (mail message, sound notification, pop-up
window, entry into the event log);

role-based access to application and service settings using permission
lists, which allows you to avoid disabling protection from malware,
intruders or unqualified users, as well as prohibiting or allowing antivirus
management;

the ability to integrate with SIEM systems;

availability of mechanisms for automatic generation of rules for
controlling devices and applications;

the ability to manually specify the number of anti-virus worker processes;




BPEIOHOCHBIX MPOTPaMM, 3JTOYMBIIUICHHUKOB WM HEKBATH(PHIIMPOBAHHBIX
[0JIb30BATEICH, a TaKKe 3alpellarollvil WM pa3pellarolivil yrnpaBieHue
AHTUBHUPYCOM;

BO3MOXHOCTb uHTerpanuu ¢ SIEM cucremamu;

HaJu4yhe MEXaHW3MOB AaBTOMATMYECKOW T€HEpally MpaBWI i KOHTPOJs
YCTPOMCTB M IPUIIOKEHUIA;

BO3MO’KHOCTh YKa3aHUsI KOJMYECTBA pa0OUUX MPOIECCOB AHTUBUPYCA BPYUHYIO;
BO3MOYXHOCTh OTKJIFOUUTH Tpaduueckuii uuTepdeiic;

HaJu4ue yJaJIeHHOU U JIOKAJIbHOM KOHCOJIU YIIPABIICHHUS;

yIIpaBJI€HUs IapaMeTpaMHu aHTUBUPYCA U3 KOMaHIHOU CTPOKU;
LEHTPAIN30BaHHOE YIIPABJICHUE BCEMH BBHIIICYKA3aHHBIMU KOMIIOHEHTaMHU C
MIOMOILIBIO €IMHOW CUCTEMBI YIIPABIICHNUS;

yIpaBJICHUE CETEBBIM HKPAHOM OIEPAIMOHHON CHUCTEMBI, C BO3MOXKHOCTHIO
BOCCTAaHOBJIEHUS UCXOJIHOTO COCTOSIHMSI IIPABUIL,

TpeGoBanuss K NMPOrpaMMHBIM CpPeACTBAM AHTHUBHUPYCHON 3alUMTBI JJIs
(daiinoBbix cepBepoB Linux

[IporpaMMHEBIe cpeACcTBa aHTUBHPYCHOM 3alIUTHI I pabounx craHmmid Linux
JOJKHBI (DYHKIIMOHUPOBATH HA KOMITbIOTEpaX, pabOTAIOUINX MO yIIPaBICHUEM
cienyomux 32-0UTHBIX OTEPAIIMOHHBIX CHUCTEM CIEAYIOIINX BEPCUIA:

Ubuntu 16.04 LTS;

Red Hat Enterprise Linux 6.7 u BbiIe;

Red Hat Enterprise Linux 7.2 u Bbiiie;

CentOS 6.7 u BHIIIIE;

Debian GNU / Linux 8.6 u BEIIIIE;

Debian GNU / Linux 9.4 u BhIIIIE;

Linux Mint 18.2 u BbIIIE;

Linux Mint 19 (mocnenusis Bepcus);

[IporpaMMHBIe cpeAcTBa aHTUBHPYCHOM 3alUTHI s pabounx craHumidi Linux
JOJDKHBI (DYHKIITMOHUPOBATH HA KOMITBIOTEPAX, PAOOTAOIINX MO YIIPaBICHUEM
CIIeyIOIMUX 64-OUTHBIX OMEPAIIMOHHBIX CHCTEM CIIEIYIOIINX BEPCHIA:

Ubuntu 16.04 LTS;

Ubuntu 18.04 LTS;

Red Hat Enterprise Linux 6.7 u Bbite;

Red Hat Enterprise Linux 7.2 u Bbiie;

CentOS 6.7 u BhIIIIE;

CentOS 7.2 u BrIIIIE;

Debian GNU / Linux 8.6 u BEIIIIE;

Debian GNU / Linux 9.4 u BEIIIIE;

OracleLinux 7.3 u BeI1E;

the ability to disable the graphical interface;

availability of a remote and local control console;

managing antivirus parameters from the command line;

centralized management of all the above components using a single
control system;

management of the operating system firewall, with the ability to restore
the original state of the rules;

Antivirus software requirements for Linux file servers

Antivirus protection software for Linux workstations must function on
computers running the following 32-bit operating systems of the
following versions:

Ubuntu 16.04 LTS

Red Hat Enterprise Linux 6.7 or later

Red Hat Enterprise Linux 7.2 or later

CentOS 6.7 and later;

Debian GNU / Linux 8.6 or later

Debian GNU / Linux 9.4 or later

Linux Mint 18.2 or later

Linux Mint 19 (latest version)

Antivirus protection software for Linux workstations must function on
computers running the following 64-bit operating systems of the
following versions:

Ubuntu 16.04 LTS

Ubuntu 18.04 LTS

Red Hat Enterprise Linux 6.7 or later

Red Hat Enterprise Linux 7.2 or later

CentOS 6.7 and later;

CentOS 7.2 and later;

Debian GNU / Linux 8.6 or later

Debian GNU / Linux 9.4 or later

OracleLinux 7.3 and later;




SUSE Linux Enterprise Server 15;
openSUSE 15;

Amazon Linux AMI;

Linux Mint 18.2 u BeIi1ue;

Linux Mint 19 (mocnenusis Bepcus);

@OyHKIHOHAJIbHBIE BO3MOKHOCTH AHTHBHMPYCHOM
cranuui Linux.

PE3UICHTHBIN aHTUBUPYCHBI MOHUTOPHUHT;
obylayHas 3alUThl OT HOBBIX YI'PO3, IMO3BOJISIONICH MPUIOKEHUIO B PEXUME
peaJIbHOTO BpPEMEHM 00palarhbCsi K CHELMAIbHBIM pecypcaM IpOU3BOJIUTENS,
JUIs TIOJYYEHUsl BEPJUKTA 0 3aIlyCKaeMoil mporpamme win ¢aitny;

poBepKa pecypcoB AocTymHbIX 10 SMB / NFS;

HBPUCTHYUECKUI aHAIN3aTOP, MO3BOIIONINI 6oee 3¢ (HEeKTUBHO paco3HaBaTh U
OJIOKMPOBATH paHEe HEM3BECTHHIE BPEIOHOCHBIE IIPOTPAMMBI;

aHTMBUPYCHOE CKaHMPOBAaHUE IO KOMaHJIE M0JIb30BATEN WIM aIMUHHACTPATOPA
1 110 PaCIHACAHHUIO;

AHTUBUPYCHasl poBepka (ailioB B apxuBax zip; .7z*; .7-z; .rar; .iso; .cab; .jar;
bz;.bz2;.thz;.thz2; .gz;.tgz; .arj.;

MpOBEpKa COOOIIIEHHUH IIEKTPOHHOM MOYTHI B TeKCTOBOM (opmate (Plain text);
HaJIMYMe MEXaHU3MOB ONTHMM3AlMU MPOBEPKU (aillioB (MCKIIOYEHMS,
JIOBEPEHHBIE IPOLECCHI, JIUMUT BPEMEHM IPOBEPKH, JHMMHUT pa3Mepa
npoBepsieMoro (aiina, MexaHU3M KEIIMpPOBaHUS UH(OpMAaIHSI O IPOBEPEHHBIX U
HE U3MEHEHHBIX M0CIIe TPOBEPKH (PaitioB);

3amuTa (ailioB B JIOKAIBHBIX JIUPEKTOPUSAX C CETEBBIM JOCTYNIOM IIO
npotokonaM SMB / NFS ot ynaneHHOro BpeJoOHOCHOTO HIH(PPOBAHHUS;
MOMEILEHUE MOJO3PUTENbHBIX U MOBPEXKACHHBIX 00bEKTOB HA KapaHTHH;
IpoBEepKa MOYTOBBIX 0a3 mpuioxeHnuir Microsoft Outlook

BO3MOXXHOCTb IlepexBaTa U NpoBepkH (ailioBbIxX onepaiuii Ha ypoBHe SAMBA;
YIPAaBIEHUE CETEBBIM JIKPAHOM OIIEPALIMOHHOW CHCTEMBI, C BO3MOXHOCTBIO
BOCCTAHOBJIEHUS UCXOJTHOTO COCTOSIHHSI IIPABUIL,

3allycK 3ajay IO pacluCaHuIO W/WIN cpa3y IOcCie 3arpy3Kd OlepanuoHHON
CUCTEMBI;

BO3MOKHOCTb 9KCIIOPTUPOBATH U COXpaHATh oT4eThl B popmatax HTML u CSV;
ru0koe ympaBjieHHe ucnoib3oBaHueM pecypcoB [IK s obecnedeHus
KOM(OPTHOM pabOThl MOJIb30BaTEeNIe MpPU  BBIIOJIHEHUH CKaHUPOBAHUS
(ailoBOro MpOCTPAHCTBA,;

3allMThI OJIdA paﬁotmx

SUSE Linux Enterprise Server 15
openSUSE 15;

Amazon Linux AMI

Linux Mint 18.2 or later

Linux Mint 19 (latest version)

Antivirus protection functionality for Linux workstations.

resident anti-virus monitoring;

cloud protection against new threats, which allows an application to
access the manufacturer's special resources in real time to obtain a verdict
on a program or file being launched;

checking resources available via SMB / NFS;

a heuristic analyzer that allows you to more effectively recognize and
block previously unknown malicious programs;

anti-virus scanning at the command of the user or administrator and
according to the schedule;

anti-virus scanning of files in zip archives; .7z *; .7-z; .rar; .iso; .cab; .jar;
bz; .bz2; .tbz; .tbz2; .gz; .tgz; .arj

checking e-mail messages in plain text format;

availability of mechanisms for optimizing file scanning (exceptions,
trusted processes, time limit for scanning, size limit for the file being
scanned, caching mechanism for information about files that have been
checked and not changed after scanning);

protection of files in local directories with network access via SMB / NFS
protocols from remote malicious encryption;

quarantine of suspicious and damaged objects;

scanning mail databases of Microsoft Outlook applications

the ability to intercept and check file operations at the SAMBA level,
management of the operating system firewall, with the ability to restore
the original state of the rules;

launching tasks on a schedule and / or immediately after loading the
operating system;

the ability to export and save reports in HTML and CSV formats;
flexible management of the use of PC resources to ensure a comfortable
work for users when scanning the file space;




COXpaHEHHE KOIUU 3apaXKCHHOTO OOBEKTa B PE3EPBHOM XPAHWIHILE IEPE
JICYEHWEM M yJaJeHHEeM B ILENSX BO3MOXHOI'O BOCCTAHOBJIEHHS OOBEKTa IO
TpeOOBAHUIO, €CIIH OH MPEICTABISACT HH(OPMAIIMOHHYIO [IEHHOCTD;
BO3MOXXHOCTh YTIPaBJICHUSI Yepe3 MOJIb30BaTEIbCKUI rpaduueckuii nuHTepdeiic
6e3 root mpas;

LEHTPATN30BaHHOE YIIPABICHUE BCEMHU BbIIICYKa3aHHBIMU KOMIIOHEHTAMH C
IIOMOIIIBIO CI[PIHOﬁ CUCTCMBbI YIIPABJICHUA.
TpeOoBanusi K  NPOrpaMMHBLIM  CpeaCTBaM
ynpaBJieHHsl, MOHUTOPUHIAa U 0OHOBJIEHHS
[IporpaMMHbIe cpencTBa UEHTPAIM30BAHHOIO YIPABICHUS, MOHUTOPUHIa H
OOHOBJICHHS TOJDKHBI (DYHKIIMOHMPOBATh HAa KOMITBIOTEpaX, PabOTAIOMIMX O
yIpaBiICHUEM ONEPALMOHHBIX CUCTEM CIICAYIOIINX BEPCHI:

Microsoft Windows 7 32-paspsinnas / 64-pa3psiaHas;

Microsoft Windows 8 32 pa3psianas / 64-pa3psiinas;

Microsoft Windows 8;1 32-paspsianas / 64-pa3psiiHasi;

Microsoft Windows 10 32-paspsianas / 64-pa3psaHasi;

Windows Server 2008, 2008 R2 32-pa3psianas / 64-pa3psiaHas;

Windows Server 2012, 2012 R2 64-pa3psiaHasi;

Windows Server 2016 64-pa3psiaHas.

[IporpaMMHBIe cpencTBa IEHTPATM30BAHHOTO YIMPABICHHS, MOHHTOPUHTA H
OOHOBJIEHUS JOJDKHBI TOAJACPKUBATE YCTAHOBKY Ha CIICAYIOIINUX BUPTYAJIbHBIX
iatgopmax:

VMware vSphere 5.5, 6;

VMware Workstation 12.x Pro;

Microsoft Hyper-V Server 2008, 2008 R2, 2008 R2 SP1, 2012, 2012 R2;
Microsoft Virtual PC 2007 (6.0.156.0);
Citrix XenServer 6.2, 6.5, 7;

Parallels Desktop 11 mist Mac;

Oracle VM VirtualBox 4.0.4-70112
ornepanuonHbie cucrembr Windows).
HpOFpaMMHBIe Cpe€acTBa LHEHTPAIM30BAHHOI'O YIIPABJICHUA, MOHUTOPUHIA U
0OHOBJIEHHA JOJKHBI (yHKIMOHUpoBaTh ¢ CYB/] cnenyromux BepcHii:
Microsoft SQL Server 2008 Express 32-pa3psiaHas;

Microsoft SQL 2008 R2 Express 64-pa3psianas;

Microsoft SQL 2012 Express, 2014 Express 64-pa3psianas;

Microsoft SQL Server 2008 (Bce penakmum) 32-pa3psiaHas / 64-pa3psiaHasi;
Microsoft SQL Server 2008 R2 (Bce pemakiun) 64-pa3psiiHas;

Microsoft SQL Server 2008 R2 Service Pack 2 64-pa3psianas;

Microsoft SQL Server 2012 (Bce penakiiuun) 64-pas3psiaHas;

HCHTPAJU30BAHHOI0

(moaep)KMBAIOTCS  TOCTEBBIC

saving a copy of an infected object in the backup storage before
disinfection and deletion for the purpose of possible restoration of the
object on demand, if it is of information value;

the ability to manage through the user graphical interface without root
rights;

centralized management of all of the above components using a single
control system.

Centralized Management, Monitoring, and Updating Software
Requirements

Centralized management, monitoring and updating software must be
functional on computers running the following operating systems:
Microsoft Windows 7 32-bit / 64-bit.

Microsoft Windows 8 32-bit / 64-bit.

Microsoft Windows 8; 1 32-bit / 64-bit.

Microsoft Windows 10 32-bit / 64-bit.

Windows Server 2008, 2008 R2 32-bit / 64-bit.

Windows Server 2012, 2012 R2 64-bit.

Windows Server 2016 64-bit

Centralized management, monitoring, and update software must support
installation on the following virtual platforms:

VMware vSphere 5.5, 6;

VVMware Workstation 12.x Pro;

Microsoft Hyper-V Server 2008, 2008 R2, 2008 R2 SP1, 2012, 2012 R2;
Microsoft Virtual PC 2007 (6.0.156.0);

Citrix XenServer 6.2, 6.5, 7;

Parallels Desktop 11 for Mac;

Oracle VM VirtualBox 4.0.4-70112 (Windows guest operating systems
are supported).

Centralized management, monitoring and updating software must operate
with the following versions of the DBMS:

Microsoft SQL Server 2008 Express 32-bit.

Microsoft SQL 2008 R2 Express 64-bit.

Microsoft SQL 2012 Express, 2014 Express 64-bit.

Microsoft SQL Server 2008 (all editions) 32-bit / 64-bit.

Microsoft SQL Server 2008 R2 (all editions) 64-Dbit.

Microsoft SQL Server 2008 R2 Service Pack 2 64-bit.

Microsoft SQL Server 2012 (all editions) 64-bit.

Microsoft SQL Server 2014 (all editions) 64-bit.

Microsoft SQL Server 2016 (all editions) 64-bit.




Microsoft SQL Server 2014 (Bce penaxiuu) 64-paspsiHas;

Microsoft SQL Server 2016 (Bce penakmuu) 64-pa3psiaHasi;

Microsoft SQL Server 2017 (s Windows) 64-pa3psiiHas;

Microsoft Azure SQL Database;

MySQL 5.5 32-paspsimnas / 64-pazpspanas (He NONIEPKUBAIOTCS BEPCHH
MySQL 5.5.1, 5.5.2, 5.5.3, 5.5.4, 5.5.5);

MySQL Enterprise 5.5 32-pa3psinnas / 64-paspsianas;

MySQL 5.6 32-paspsanas / 64-pa3psiaHas;

MySQL Enterprise 5.6 32-pa3psinnas / 64-paspsianas;

MySQL 5.7 32-paspsanas / 64-pa3psiaHas;

MySQL Enterprise 5.7 32-pa3psianast / 64-paspsiaHasi.

OyHKIMOHATbHBIE BO3MOKHOCTH YIIPABJICHUS JIJIs1 BCEX 3AIIHUIAEMBIX PECYPCOB.
YCTaHOBKA CHCTEMbI YNPABJICHUS AHTUBUPYCHOM 3alIUTBI W3 E€AWHOTO
IUCTpUOYTHUBA;

BBIOOp YCTAHOBKM B 3aBUCHMOCTH OT KOJIMYECTBA 3aIIUIIAEMBIX Y3JIOB;
BO3MOXXHOCTh 4TeHUs uH(opmanmu u3 Active Directory, ¢ 1enbi0 MOTy4eHUs
JTAHHBIX 00 YYETHBIX 3aMUCSIX KOMITBIOTEPOB U TOJIb30BaTeNC B OpraHu3alny;
BO3MOXXHOCTh TOMCKAa W OOHapy>KeHUsS KOMIbIOTepoB B ceTu mo [P-agpecy,
MMEHH XOCTa, UMEHH JOMEHA, MacKe MOJICETH;

aBTOMaTHYECKOE pacrpesiesIeHHe YUETHBIX 3alucell KOMIBIOTEPOB 0 IpyIiam
yIpaBJICHUs, B ClIydae TOSBICHUS HOBBIX KOMIIBIOTEPOB B ceTH; BO3MOKHOCTH
HACTPOWKHM MpaBUII NepeHoca 1o ip-aapecy, tuny OC, Haxoxaenuto B OU AD;
[IEHTPAJIN30BaHHbIE YCTAHOBKA, 0OHOBJICHHE U YAAJICHHE MPOTPAMMHBIX CPEJICTB
aHTUBUPYCHOU 3amuThl; L{eHTpanu3oBaHHas HACTpOiika, aIMUHUCTPUPOBAHUE,
MIPOCMOTP OTYETOB U CTATUCTUYECKON MH(OpMAIIUU 110 UX paboTe;
LEHTPAJIN30BaHHOE yJlaleHue (pyyHOe M aBTOMAaTHYECKOE) HECOBMECTHMBIX
MIPUJIOKEHUN CPEICTBAMU IIEHTPA YIIPaBIICHUS,

COXpaHEHHE UCTOPUU M3MEHEHUH MOJIMTHK U 33]a4, BO3MOXKHOCTb BBIITOJIHUTH
OTKAaT K TPEABIYIIINM BEPCHSIM;

HAIMYUE PA3IUYHBIX METOJOB YCTAHOBKH AHTUBUPYCHBIX areHTOB: JUIS
ynanenHoi ycranoBku - RPC, GPO, cpeactBamu crucTeMBblI yIpaBlIeHUS, IS
JIOKAJIbHOM YCTaHOBKU — BO3MOKHOCTh CO3/1aTh aBTOHOMHBIH MaKeT YCTaHOBKH;
BO3MOYKHOCTh YKa3aHHUS B TIOJIUTUKAX OE30MMAaCHOCTH CIIEIHATBHBIX TPHUTTEPOB,
KOTOpBIE NIEPEOTIPENIENAIOT HACTPOHKN aHTUBUPYCHOTO PELICHUS B 3aBUCUMOCTH
oT Y3, moJ KOTOpO# MOJIb30BaTENb BOIIET B CHCTEMY, TEKYILIEro ip-ajapeca, a
TakXke OT Toro, B kakoM OU HaxoguTcs KOMIIBIOTEp WM B KaKOW TpyIIie
6e3onacHocTy; JlomkHa OBITH pearTn30BaHa BO3MOKHOCTD IMOJIEPIKKU UEPAPXUU
TaKHX TPUITEPOB;

Microsoft SQL Server 2017 (for Windows) 64-bit.

Microsoft Azure SQL Database

MySQL 5.5 32-bit/ 64-bit (MySQL 5.5.1,5.5.2,5.5.3,5.5.4, 5.5.5 are not
supported);

MySQL Enterprise 5.5 32-bit / 64-bit.

MySQL 5.6 32-bit / 64-bit.

MySQL Enterprise 5.6 32-bit / 64-bit.

MySQL 5.7 32-bit / 64-bit.

MySQL Enterprise 5.7 32-bit / 64-bit.

Management functionality for all protected resources.

installation of an anti-virus protection management system from a single
distribution kit;

choice of installation depending on the number of protected nodes;

the ability to read information from Active Directory in order to obtain
information about the accounts of computers and users in the
organization;

the ability to search and discover computers on the network by IP address,
host name, domain name, subnet mask;

automatic distribution of computer accounts into management groups in
the event of new computers appearing on the network; Ability to
customize transfer rules by ip-address, OS type, location in OU AD;
centralized installation, updating and removal of anti-virus protection
software; Centralized configuration, administration, viewing reports and
statistical information on their work;

centralized removal (manual and automatic) of incompatible applications
using the control center;

saving the history of changes to policies and tasks, the ability to roll back
to previous versions;

availability of various methods for installing anti-virus agents: for remote
installation - RPC, GPO, using the management system, for local
installation - the ability to create a stand-alone installation package;

the ability to specify special triggers in security policies that override the
settings of the antivirus solution depending on the UZ under which the
user is logged in, the current ip-address, as well as on which OU the
computer is located or in which security group; The ability to maintain a
hierarchy of such triggers should be implemented,

automated search and closing of vulnerabilities in installed applications
and the operating system on users' computers;




aBTOMATU3HPOBAHHBIA TMOUCK M 3aKPBITHE YSI3BUMOCTEW B YCTaHOBJIEHHBIX
MPUJIOKEHHUAX U ONEPALMOHHON CUCTEME HAa KOMIIBIOTEPAX MOJIb30BATENEH;
TECTUPOBAHUE 3arpyKeHHbIX 00HOBICHUN cpencTBamu 110 meHTpan30BaHHOTO
yIpaBJiI€HUsl NEpesl PacnHpoCTpaHEHUEM Ha KIMEHTCKHE MAalIUHBI; JTOCTaBKa
OOHOBJICHHI HA pabOUYne MecTa MOJB30BaTENCH cpa3y MOCIE UX MOTYYCHHS,
pacrno3HaBaHHE€ B CETH BHUPTYaJbHBIX MAIIMH W pacrpezesneHue OanaHca
Harpy3Kd 3allyCKaeMblX 3a/lad MEXJy HHMMH B CiIy4yae, €CJIM 3TH MalllUHbI
HaXOJATCS Ha OHOM (U3UYECKOM CEPBEPE;
MIOCTPOEHUE MHOTOYPOBHEBOM CHUCTEMBI
HaCTpOMKM poJiell aAMUHUCTPATOPOB U  OINEpPaTOpOB,
MPEAO0CTABIIEMON OTYETHOCTU Ha KaXKJIOM YPOBHE;
HaJM4ue MpeAHACTPOCHHBIX POJIeH MOIb30BATENEH CPEACTB LEHTPATU30BAHHOIO
yIIpaBJICHUS;

JOJKHA OBITh peanu3oBaHa BO3MOXKHOCTH CO37aBaTh CHEHATU3UPOBAHHbBIC
POJI ¢ KOHKPETHO YKa3aHHBIM HAaOOPOM MOJTHOMOYHUHN JJIS TPUBS3KH K YIETHBIM
3aluCsM MOJIb30BaTENEH;

CO3/laHUE HMEpApPXUU CEPBEPOB AIMUHUCTPUPOBAHUS NMPOU3BOJIHLHOTO YPOBHS U
BO3MOKHOCTh LIEHTPAJIM30BAHHOTO YIPABJICHHUS BCEM MepapXuell C BEPXHEro
YPOBHS;

noAJep>KKa MyJIbTUapeHIHOCTH (multi-tenancy) 1uist cepBepoB yrpaBiIeHHS;
OOHOBJIEHHWE TIPOTPAMMHBIX CpPEJCTB W aHTUBUPYCHBIX 0a3 M3 pa3HBIX
HMCTOYHMKOB, Kak MO KaHajaM CBS3M, TaK M HA MAIUIMHHBIX HOCHUTEIAX
nH(popMaLnu;

JOCTYyn K OONa4HbIM cepBepaM Mpou3BoAuUTeNsl aHTuBHUpYcHOro [IO uepes
CEpBEP yIpaBICHUS;

ABTOMATUYECKOE PACTIPOCTPAHEHUE JIUIIEH3UU HA KJIMEHTCKHE KOMIIBIOTEPHI;
WHBEHTapu3aius yctaHoBiieHHOTo [IO m o0opymoBaHHMsi Ha KOMITBIOTEpAx
MOJIb30BaTENEH;

BO3MOXHOCTh MOAKIIOYeHU 110 RDP unu mraTHeIMU CpeACcTBaAMHU M3 KOHCOJHU
YIPABJICHHUS;

MOJI30BATENIO JOHKEH BBIBOAUTHLCS 3alpoC Ha pasperieHue IUCTAHIIMOHHOTO
MOAKITIOYEHUS;

HaJu4he MeXaHW3Ma OTOBEIICHHS O COOBITUSX B pabOTe YCTaHOBJIEHHBIX
MPUIOKEHU AHTUBUPYCHOW 3alUTBI U HACTPOWKHU PACCHUIKM MOYTOBBIX
YBEIOMJICHUH O HUX;

HaJu4re HHCTPYMEHTOB paboThl ¢ oopazamu OC: Co3nanue oopasa neneoid OC
Ha OCHOBe (PU3MYECKOW WM BUPTYyalIbHOW MAaIIWHBI, YCTAaHOBKA O0pas3a Ha
BBIOpPAaHHBIC AJIMUHUCTPATOPOM KOMIIBIOTEPHI, B TOM YHCJE Ha "TOj0e kKene30"
(bare metal);

VOpPaBIEHUST C BO3MOXXHOCTBIO
a Takke Gdopm

testing downloaded updates by means of centralized management
software before distribution to client machines; delivery of updates to
users' workplaces immediately after they are received;

recognition of virtual machines in the network and distribution of the load
balance of running tasks between them if these machines are located on
the same physical server;

building a multi-level management system with the ability to customize
the roles of administrators and operators, as well as forms of reporting at
each level;

the presence of pre-configured user roles for centralized management
tools;

the ability to create specialized roles with a specifically specified set of
permissions for binding to user accounts must be implemented,

creation of a hierarchy of administration servers of an arbitrary level and
the ability to centrally manage the entire hierarchy from the top level,
multi-tenancy support for management servers;

updating software and anti-virus databases from different sources, both
through communication channels and on computer storage media;

access to the cloud servers of the anti-virus software manufacturer
through the management server;

automatic distribution of licenses to client computers;

inventory of installed software and equipment on users' computers;

the ability to connect via RDP or standard tools from the management
console;

the user should be prompted to allow the remote connection;

availability of a mechanism for notifying about events in the operation of
installed anti-virus protection applications and setting up the distribution
of mail notifications about them;

availability of tools for working with OS images: Creating an image of
the target OS based on a physical or virtual machine, installing the image
on computers selected by the administrator, including bare metal;

it must be possible to add driver sets to a previously created image;

the ability to run scripts or install additional software in automatic mode
after installing the OS;

the ability to import an operating system image from distributions (WIM)
availability of a license control system for third-party software with the
ability to notify the administrator about a violation of the use of a license
or a license exceeded




JOJDKHA OBITH OOecriedeHa BO3MOXKHOCTH JOOABICHHS HAOOPOB JIpaiiBEpOB B
paHee co3aHHBIA 00pas;

BO3MOKHOCTh 3aITlyCKaTh CKPHUIITHI WIM yCTaHABIMBaTh JonoaHutenasHoe [10 B
aBTOMATHUYECKOM pexume rnociie ycranoBku OC;
BO3MOYKHOCTh ~ MMIIOPTHPOBAaTh  00pa3  OINEparMOHHON
muctpuoyTuBoB (WIM)

HAJIMYHE CHCTEMBI KOHTPOJIA JUIEeH3MH cTopoHHEero IIO ¢ BO3MOXKHOCTBIO
OTOBEUICHUs] aJMMHHUCTPATOpPa O HAPYIICHUHU IOJIb30BAHMS JIMIIEH3UEH WIN
MIPEBBIIICHUH CPOKA ACUCTBHS JTUIICH3UU;

aBTOMAaTUYECKOE  CO3/IJaHWE yCTAaHOBOUHBIX [AKETOB Ui  CTOPOHHUX
npwioxkennid (Adobe Reader, Mozilla Firefox, 7-zip u np) u aBTOMaTu4eckas
LEHTPATN30BaHHAas YCTAHOBKA 3TUX MAKETOB MPUJIOKEHUN HA KOMIIBIOTEPHI
GbyHKIMS yrpaBiieHHUs MOOWJIBHBIMH yCTpOWCTBaMH 4depe3 cepBep Exchange
ActiveSync;

(byHKUMA yrpaBiieHHs] MOOWIIBHBIME yCTporcTBaMu yepe3 cepep i0OS MDM;
BO3MOXXHOCTh OTIIpaBKku SMS-0moBenieHui 0 3aJaHHbIX COOBITHSIX;
[EHTPAIM30BaHHAs yCTAaHOBKA NPUJIOKECHUH Ha YIpaBlisieMble MOOHMIIbHBIC
YCTPOUCTBA;

[EHTPAIM30BaHHAsl YCTAaHOBKAa CEPTH(HKATOB Ha yIpaBisieMble MOOMIBHBIC
YCTPOMCTBA;

noJiIep)kKa (QPYHKIIMOHAIBHOCTH YIPaBJIeHUs MH()POBaHUEM JAHHBIX;

CUCTCMBI u3

BO3MOXKHOCTh ~ YKa3aHMs JIOOOTO KOMIIBIOTEpPAa OpPraHM3alUU  IEHTPOM
peTpaHCIsIMY OOHOBJIEHMM JJIi CHM)KEHUS CETEBOM HAarpy3KM Ha CHCTEMY
YIIPABJICHUS;

BO3MOXXHOCTh ~ yKa3aHMsd JiI0OOTO KOMIIBIOTEpa OpraHM3alld  IIEHTPOM

NEPECHUIKU COOBITHI aHTUBUPYCHBIX areHTOB, BBIOPAHHON I'PYMITBI KIMEHTCKUX
KOMITBIOTEPOB, CEPBEPY LEHTPAIMU30BAHHOTO YNPABICHUS [UIsl CHUKEHUS
CETEBOI Harpy3KH Ha CUCTEMY YIIPABIICHUS;

MOCTPOECHHE I'paUUECKUX OTUYETOB KaK MO COOBITHSIM aHTUBUPYCHOM 3allMTHI,
TaK U [0 JaHHBIM MHBEHTApU3alluH1, JIULIEH3UPOBAHUS U T;

HaJIMYue MPeJHACTPOCHHBIX CTAaHAAPTHBIX OTYETOB O paboTe CUCTEMBI;

HKCHOPT OTUYETOB B aiinsl popmaroB PDF u XML;

LEHTPAJN30BaHHOE yMpaBieHHEe OOBEKTaMU PE3EpPBHBIX XPAHWIHI H
KAapaHTHHOB II0 BCEM pECypcaM CETH, Ha KOTOPBIX YCTAHOBJIEHO aHTUBUPYCHOE
porpaMMHoOe oOecrieueHue;

CO3/laHM€ BHYTPEHHUX YYETHBIX 3aluceil Juis ayTeHTH(UKALUU Ha cepBepe
YIPaBJICHUS;

CO3/IaHHE PE3EPBHOM KOMHUHU CUCTEMBI YIIPABJICHUS BCTPOCHHBIMHU CPEICTBAMU
CHCTEMBI YIIPaBJICHHUS;

automatic creation of installation packages for third-party applications
(Adobe Reader, Mozilla Firefox, 7-zip, etc.) and automatic centralized
installation of these application packages on computers

Mobile device management via Exchange ActiveSync server;

funktsiya upravleniya mobil'nymi ustroystvami cherez server iOS MDM,;
vozmozhnost' otpravki SMS-opoveshcheniy o zadannykh sobytiyakh;
tsentralizovannaya ustanovka prilozheniy na upravlyayemyye mobil'nyye
ustroystva; tsentralizovannaya ustanovka sertifikatov na upravlyayemyye
mobil'nyye ustroystva; podderzhka funktsional'nosti upravleniya
shifrovaniyem dannykh; vozmozhnost' ukazaniya lyubogo komp'yutera
organizatsii tsentrom retranslyatsii obnovleniy dlya snizheniya setevoy
nagruzki na sistemu upravleniya; vozmozhnost' ukazaniya lyubogo
komp'yutera organizatsii tsentrom peresylki sobytiy antivirusnykh
agentov, vybrannoy gruppy Kkliyentskikh komp'yuterov, serveru
tsentralizovannogo upravleniya dlya snizheniya setevoy nagruzki na
sistemu upravleniya; postroyeniye graficheskikh otchetov kak po
sobytiyam antivirusnoy zashchity, tak i po dannym inventarizatsii,
litsenzirovaniya i td; nalichiye prednastroyennykh standartnykh otchetov
0 rabote sistemy; eksport otchetov v fayly formatov PDF i XML;
tsentralizovannoye upravleniye ob"yektami rezervnykh khranilishch i
karantinov po vsem resursam seti, na kotorykh ustanovleno antivirusnoye
programmnoye obespecheniye; sozdaniye vnutrennikh uchetnykh zapisey
dlya autentifikatsii na servere upravleniya; sozdaniye rezervnoy kopii
sistemy upravleniya vstroyennymi sredstvami sistemy upravleniya,;
podderzhka Windows Failover Clustering; podderzhka integratsii s
Windows servisom Certificate Authority;

the function of managing mobile devices via the iOS MDM server; the
ability to send SMS notifications about specified events; centralized
installation of applications on managed mobile devices; centralized
installation of certificates on managed mobile devices; support for data
encryption management functionality; the ability to specify any computer
in the organization as the center for relaying updates to reduce the network
load on the control system; the ability to specify any computer in the
organization as an anti-virus agent event forwarding center, a selected
group of client computers, to a centralized management server to reduce
the network load on the management system; creation of graphical reports
both on anti-virus protection events and on inventory, licensing data, etc.
availability of pre-configured standard reports on system operation;
export of reports to PDF and XML files; centralized management of




noanepxka Windows Failover Clustering;

noaaepskka uarerpanuu ¢ Windows cepsucom Certificate Authority;

HaJINYKE BEO-KOHCOJIM yNPaBIICHUS MPUIIOKEHHEM;

HaJIMYUE [TOPTajia cCaMo0OCTy )KUBaHHS OJIb30BaTENCH;

mopTajll  caMOOOCIy)KMBaHUS ~ JOJDKEH  O0ecrieunBaTh  BO3MOXKHOCTh
HOJIKJIIOYECHHUS TIOJIb30BATENe C LENbl0: YCTAaHOBKM areHTa YINpaBJICHUS Ha
MOOMIJIBHOE YCTPOWCTBO, MPOCMOTP MOOMIIBHBIX YCTPOMCTB, OTIpPaBKa KOMAaH]
OJIOKMPOBKH, IIOMCKA YCTPOWCTBA W YIAJCHUS JaHHBIX Ha MOOMIBHOM
YCTPOMCTBE MOJIb30BATEIIS;

HAJIMYUE CUCTEMBI KOHTPOJISI BOSHUKHOBEHUS BUPYCHBIX JITUIEMHUIA;
BO3MOXKHOCTH MHTeTrpanuu ¢ SIEM cucremamu u nepeaaya coObITUil B popmare
syslog niu CEF\ LEEF.

BO3MOXKHOCTh YCTaHOBKHU B 00J1a4HO# nHppacTpykType Microsoft Azure;
BO3MOXKHOCTB HHTerparuu mo OpenAPI

TpeboBanust K OOHOBIICHHIO AHTUBUPYCHBIX 0a3
OOHOBJIsIEMBbIE  aHTHBHPYCHBIE 0a3bl  JaHHBIX  JIOJDKHBI
peann3aIuio caeaymuX (yHKIHOHATEHBIX BOZMOKHOCTEH:
periiaMeHTHOe OOHOBJICHHME AaHTHBUPYCHBIX 0a3 He pexe 24 pa3 B TeueHHE
KaJICHJapHBIX CYyTOK;

MHOKECTBEHHOCTh ITyTe OOHOBIIEHMSI, B TOM YHCIIE — [0 KaHajlaM CBS3M U Ha
OTYYKIa€MBIX JIEKTPOHHBIX HOCHTEISIX HH(pOpMAIHH;

MIPOBEPKY LIETOCTHOCTH U MOUIMHHOCTH OOHOBJIEHUH CpeICTBAMHU HJIEKTPOHHON
1M (pOoBOH MOMUCH.

o0ecrieunBaTh

TpedoBaHus K IKCIUIyATALMOHHON JOKYMEHTALNH

OKcIuTyaTalluOHHAsl JOKyMEHTalMsl [ BCEX IPOrpaMMHBIX IPOJYKTOB
AHTUBUPYCHOW 3alUTHI, BKJIIOYas CPEACTBA YIpPABIICHUS, JTOJKHA BKIIOYAThH
JOKYMEHTbI,  IHOJATOTOBJIEHHBIE B  COOTBETCTBHM C  TpeOOBaHUAMHU
roCy/IapCTBEHHBIX CTaH/IapTOB, Ha PYCCKOM SI3bIKE, B TOM 4Hciie «PyKkoBOJCTBO
MOJIb30BaTeNs (aAMUHUCTPATOPA)».

JlokyMeHTamus, MOcTaBisieMass C aHTUBHUPYCHBIMH CPEACTBaMH, JOJKHA
JETAJIbHO ONMCHIBATh IPOLIECC YCTAaHOBKM, HACTPOMKM M DKCIUTyaTaluH
COOTBETCTBYIOILIETO CPEICTBA AaHTUBUPYCHOM 3alLIUTHI.

TpebGoBaHUs K TEXHHYECKOU MOICPIKKE

Texuuueckas moaaepKKa aHTUBUPYCHOTO MTPOrPaMMHOTO 00eCTieyeHHs JOIDKHA
IIPEJOCTABIIATECS HA PYCCKOM MM Y30€KCKOM SI3bIKaX CEpTHU(PHUIMPOBAHHBIMU

backup and quarantine objects for all network resources on which anti-
virus software is installed; creation of internal accounts for authentication
on the management server; creation of a backup copy of the control
system built-in control system means; Windows Failover Clustering
support; support for Windows integration with the Certificate Authority
service

availability of a web-based application management console;

availability of a user self-service portal;

The self-service portal must provide the ability to connect users to: Install
a management agent on a mobile device, view mobile devices, send
blocking commands, search for a device, and delete data on a user's
mobile device;

availability of a control system for the occurrence of virus outbreaks;

the ability to integrate with SIEM systems and transfer events in syslog
or CEF \ LEEF format.

the ability to install in the cloud infrastructure of Microsoft Azure;

the ability to integrate via OpenAPI

Requirements for updating anti-virus databases

The updated anti-virus databases must ensure the implementation of the
following functionality:

routine updating of anti-virus databases at least 24 times during a calendar
day;

a plurality of ways of updating, including through communication
channels and on alienated electronic media;

checking the integrity and authenticity of updates by means of an
electronic digital signature.

Requirements for operational documentation

Operational documentation for all anti-virus protection software products,
including management tools, must include documents prepared in
accordance with the requirements of state standards in Russian, including
the "User's (Administrator's) Guide™.

The documentation supplied with antivirus tools should describe in detail
the process of installing, configuring, and operating the corresponding
antivirus protection tool.

Technical support requirements

Technical support for anti-virus software should be provided in Russian
or Uzbek languages by certified specialists of the manufacturer of anti-
virus protection products and its partners by phone, e-mail and via the
Internet.




CHEIUATUCTAaMU TMPOU3BOJUTENS CPEJACTB AHTUBUPYCHOW 3allUTBI U  €ro
MapTHEPOB 110 TenedoHy, 3IEKTPOHHOM nouTe U yepe3 VHTepHerT.

Texuuueckas moaaepKKa aHTHBUPYCHOTO MTPOrPaMMHOTO 00eCTieyeHHs JODKHA
nmetb Web-caiiT nmpousBoautens AITO, KOTOpbIN T0KEH OBITh HA PYCCKOM HJIH
y30€KCKOM $I3BIKaX, UMETh CIEIHMATIbHBIN pa3/iel, MOCBAIEHHBINA TEXHUYECKOM
noanepxke AITO, nmononHsemyro 6a3zy 3HaHUH, a TaKke (HOPyM MoJIb30BaTeNeh
[IPOTrPaMMHBIX MPOJTYKTOB.

Technical support for antivirus software should have a website for the
manufacturer of the APO, which should be in Russian or Uzbek, have a
special section dedicated to the technical support of the APO, an updated
knowledge base, as well as a forum for users of software products.




IIpniaoxenne Ne3 k KoHKkypcHOM JOKyMeHTalluu
HA ©UPMEHHOM BJIAHKE

HEHOBOE INPEJJJIO’)KEHUE
HA 3aKyNKY aHTUBHPYCHOI'0 POrPAMMHOI0 o0ecreyeHus

Hara: (6nucamos 0amy nooauu KOHKYPCHO20 NPeONONCEHUSL).

KOMY: 3akynoyHoii KOMUCCHH.

Mpl, HUKETIOAMUCABIINECS, 3asBIISIEM, YTO U3YUYHIIU KOHKYPCHYIO
JOKYMEHTAIMIO B II€JIOM M 03HAKOMHJIIUCH C XapaKTePOM TPeOyeMbIX
YCIIyT.

[IpoananusupoBaB Bce TpeOOBAaHUSA, KOHKYPCHOM JOKYMEHTalUH U
MPOEKTa KOHTPAKTA MpejiaraeM CleayroIIne yCIoBus:

- ycaoBusi omiaarbl: — 15% mnpenomataB tedenue 10 mHel ¢ nmarhl
nonnucanus Konrpakra,

ocraBInaecs yactb 85% 1o (akty nocraBku B TeueHUU 14 pabouux aHeH;
- YCJIOBHSI MOCTABKM: - ITyTEM OTIIPaBKH 110 email

- CPOKM NOCTaBKHM — He Oojee 15 kaneHIZapHBIX IHEH ¢ JaThl
NPEIOTUIATHI;

O6mas cymma mno KoHTpakTy ¢ yderoM JOCTaBKH COCTaBJISIET
(vkazamov 006WYI0O CyMMYy KOHKYPCHO2O NPeONONCeHUs.
yugpamu u nponucvlo, a makxice 6aNOMy niameddca) M yKazaHa B
npuiiaraeMoil Tabnuile IeH, KOTOpasl SBISETCS YacThl0 HACTOSIIETO
KOHKYPCHOTO TIPE/IJIOKECHHUSI.

MBI corntacHbl IPUIEPKUBATHCS MOJOKEHUN HACTOSILIETO MPEIIIOKEHUS B
teuenne 90 qHel, HauMHas C JaThl, YCTAHOBJICHHOM KakK JE€Hb OKOHYaHHUS
npuema KoHKypcHBIX mnpeioxkeHuil. 1o KoHKypcHOe MpeasioKeHue
Oyzer octaBaThCs ISl HaC 0O0S3aTEbHBIM M MOXKET OBITH NMPHUHSATO B
10001 MOMEHT JI0 UCTEUEHUsI yKa3aHHOTO MEePUO/Ia.

Hara: « _ » 2021r.

®.1.0. 1 noaAnuch pyKOBOJAUTENS WU YIIOJTHOMOYEHHOTO JIUIa
Mecto neyatu

Attachment #3 to the Competition Documentation

COMPANY BLANK
PRICE OFFER
for the supply of antivirus software

Date: (date of submission of the tender).

TO: Procurement Commission.

We undersigned, declare that we have studied the competition
documentation generally and have become acquainted with the scope of
required services.

Having analyzed all requirements of competition documentation and the
draft Contract, we offer the following conditions:

- payment conditions: - 15% prepayment from the date of signing the
Contract, the remaining - 85% upon delivery within 14 business days;

- delivery conditions: by email.;

- delivery time - no more than 15 calendar days from the prepayment date;

The total amount under the Contract, taking into account delivery, is
(indicate the total tender amount in figures and words,
as well as the payment currency) and is indicated in the attached price table,
which is part of this tender.

We agree to adhere to the provisions of this proposal for 90 days, starting
from the date set as the deadline for accepting Bids. This Bid will remain
binding on us and may be accepted at any time before the expiration of this
period.

Date: " " 2021

FULL NAME. and signature of the manager or authorized person
Print place



HA ©UPMEHHOM BJIAHKE

COMPANY LETTERHEAD

a.

Mecto neuatn

2021r.

@®.1.0. 1 noanuch pyKOBOJUTENS UM YIOJHOMOYEHHOTI'O JIULIA

TABJIMIIA HEH PRICE TABLE
HaumenoBanue | Ex. Kon- | Ilena 3a Cymma ¢ Ne | Description Unit. | Q-ty Unit price
U3M. BO EIUHHULLY YYETOM 1.
KOJINYECTB

Signature of authorized person & FULL NAME

seal

Date: « » 2021r.




IIpunoxenne Ne 4 k KoHkypcHOI JOKyMeHTalIUH

CONTRACT Ne UZGTL-CON-
for supply of antivirus program

KOHTPAKT NeUZGTL-CON-
Ha MOCTaBKYy aHTHBUpYcHOro 10

Tashkent 2021 | r. TamkeHT 2021
“ ” (hereinafter | « ”, (manee -
referred to as the “Supplier”), represented by | «[loctaBmuk»), B  jawHIE ,

, acting on the basis of Charter, | neiictBytoriero  Ha ~ OCHOBaHMM  YcCTaBa,
stated as a bid winner based on Protocol of | npusnannoe  mobGeaurenem  Komkypca  Ha

Competition Committee # PR dtd "

on the other part, and

«Uzbekistan GTL» Limited Liability Company
(hereinafter referred to as the “Client”),
represented by o

ocHoBanuu IIporokona KonkypcHon komuccuu Ne

oT 2021 1., ¢ omHOM
CTOpPOHBI, U
000 «Uzbekistan GTL» (nanee - «3akazumk»),
B JIAIE

acting on the basis of Charter, on the one part, Clien
and Supplier are hereinafter referred to as a “Party”
individually and as the “Parties” collectively, have
concluded this contract on antivirus program
supply (hereinafter referred to as the “Contract”) as
follows:

JICHCTBYIOILIETO HA OCHOBAaHMWM YCTaBa, ¢ APYrou
CTOPOHBI, COBMECTHO HMEHYeMble «CTOPOHBI», a
no  otraenbHocTH  «CTOpoHa»,  3aKIIOYMIA
HACTOSIIUI Kontpakr Ha II0CTaBKYy
antuBupycHoro IIO (manee - «KoHTpakT») O
HIKECIICIYIOIIEM:

1. THE SUBJECT OF THE CONTRACT

1.1. The Supplier shall supply antivirus program
(further the Goods) to the Client, as set out in the
Attachment No. 1 hereto, and the Client shall accept
and pay for the Goods in accordance with the terms
and conditions set forth herein.

1.2. Description, quantity, unit price, customs code
(Code HS custom’s) of the Goods shall be shown in
Attachment No.1 hereto.

1. NPEAMET KOHTPAKTA

1.1. ITocTraBuMK 00s3yeTCsl MOCTABUTh 3aKa3UUKY
antuBupycHoe 10 (nanee - ToBapsl), ykazaHHbIE B
OpuiIokKeHuu K Hacrosmemy Kosrtpakty, a
3aka34yuK 00s13yeTcs NPUHATH U OIJIATUTh TOoBaphbl
B COOTBETCTBMM C YCJIOBMSIMM, U3JIOKEHHBIMU B
Hacrosiem KoHTpakre.

1.2. HammenoBaHue, KOJWYECTBO, II€HA 3a
eqununy Tosapa, xonq TH BDOJl yka3anel B
MIPUJIOKEHNH K HacTosAeMy KoHTpakTy.

2. CONTRACT PRICE

2.1. The Contract Price is USD ( )
without Customs payments and VAT.

(Client in accordance with the Resolution of
President of the Republic of Uzbekistan dated
December 29, 2016 No. PP-2706 and the Resolution
of Cabinet of Ministers of the Republic of Uzbekistan
dated 06.10.2017 No0.803 is exempted from Customs
payments (except customs clearance fees) in
accordance with the Resolution of the President of
the Republic of Uzbekistan dated July 16, 2018 No.
PP-3857 is exempted from VAT).

2. HEHA KOHTPAKTA

2.1. llena Konurtpakra coctaBmseT ( )
Honnapos CIIIA 6e3 TaMOXXEHHBIX IIATEeXeH |
HAC.

(3akazuuk 6 coomeemcmeuu ¢ NOCMAHOGLECHUEM
Ilpesuoenma  Pecnyonuxu  Y3bexucman  om
29.12.2016 2. Ne IIII-2706 u nocmanorenuem
Kabunema Munucmpoe Pecnybauxu Y30exucman
om 06.10.2017 2. Ne 803 oceoboxcoen om yniamul
MAMOJCEHHbIX — naamedcell  (3a  UCKTIOYEHUeM
coopoe  3a  mamodceHHoe — oghopmuenue) 6
coomeemcmeuu ¢ nocmanosienuem Illpezuoenma
Pecnyonuxu Y36exucman om 16.07.20182. Ne I111-
3857 oceoboocoen om ynapamor H/[C.)




2.2.  The prices of the Goods are fixed and will not
change due to any increase or decrease in the cost of
materials, wage rates, or other changes in cost-
bridge articles affecting their price.

2.2. llennl Ha ToBapsl ABIIAIOTCA
(buKCUpOBaHHBIMH, HE OYyAYT MEHSATHCS B CBSI3U C
JT00BIM yBETMUEHUEM WIIM CHKEHUEM CTOMMOCTH
Ma-

TEpUaAJIOB, CTAaBOK OIUIATHl TPyJda, HIU APYTUX
WU3MEHEHUH B CTOMMOCTHBIX CTaThsX, BIIHSIOIIMX
HA X IIEHY.

3. PAYMENT TERMS

3.1. The Client pays 100% of the cost of the Goods
within 10 calendar days from the date of delivery and
signing by the Parties of the Acceptance Certificate
of the entire Goods under the Agreement, as well as
the receipt by the Client of the appropriate invoice
issued by the Supplier.

3.2. The date when Client’s payment obligations is
deemed as performed is the date when the payment
is transferred from the Client’s bank account to the
Supplier’s bank account. If the payment date falls
on weekends or holidays, then payment is made on
the next working day following the weekend or
holidays.

3.3. All commissions and other banking charges

3. YCJIOBUA OIIJIATHI

3.1. Omnara ToBapa OCYIIECTBISETCS IyTEM
MePEUUCIICHNS 3aKa3UYUKOM JICHEKHBIX CPE/ICTB Ha
pacuetHsbiii cuer IloctaBuuka B pazmepe 100%
ctoumoctu ToBapa B Teuenue 10 (necarn) nuen co
THs TocTaBKu ToBapa Ha ckian 3aka3zduka |
noanucanuss CTtopoHamMu AKTa MPUEMKH BCETrO
ToBapa u okazanus yciyr mo Konrpakry.

3.2. JlaToii BBIIIOJHEHHS 00S3aTENIbCTB 10 OILIATE
CUMTAeTCsl JaTa, KOTJa IUIaTeX OCYIIECTBICH C
0AaHKOBCKOIO cYeTa 3akKa3yhka Ha OaHKOBCKHI
cuetT IlocraBmumka. Ecim gara miaTexxa BbIIagacT
Ha BBIXOJIHBIC WJIM TMPAa3JIHUYHBIC THU, TO OIUIaTa
MPOU3BOAUTCS B OJvKaWmuidi pabouuid JI€Hb,
CIIEIYIOINNA 32 BBIXOJHBIMU WA MPa3IHUYHBIMU
ITHSIMH.

3.3. baHkoBckue W JApyrue pacxoisl B CBS3U C

relate to the performance of this Contract within the | ucnonnennem  macrosmero  Konrpakra Ha
territory of the Republic of Uzbekistan shall be TEPPUTOPHU PecryOnuku V30ekucran
borne by the Client, all bank charges in the country | omnaumBarorcs 3akasdumkom, a 3a mpeaeIaMu
of Supplier, in relation to the payment of contract PecryOnuku V36ekucran OILJIAYMBAIOTCS
price will be borne by Supplier. [TocTaBIUKOM.

4. OBLIGATIONS OF THE SUPPLIER 4. OBSI3BAHHOCTHU IMOCTABIIUKA
4.1.To ship to the Client the Goods that comply with | 4.1. ITocTaBuTh 3aka3uuKy ToBapsl,

the terms of this Contract with regard to quality, | cooTBeTcTBYOIIIHE YCIIOBHSIM HACTOSIIIETO

completeness, assortment and delivery time, | Konrpakra B OTHOIICHUU Ka4yecTBa,

including the conditions of clause 8.1 of this
Contract.

4.2. Transfer to the Customer simultaneously with
the transfer of the Goods the documents related to
them (certificates of origin and conformity, hygiene
certificates - if the Goods are subject to mandatory
hygienic  certification, the  manufacturer’s
instructions for the use of the Goods, the Acceptance
Certificate, invoice, etc.) required when using the
Goods for their intended purpose and to pay for the
delivered Goods. Violation of the deadline for the
provision of the documents specified in this clause
shall be equated to a violation of the delivery time of
the Goods.

4.3. To ensure the presence of its representative at
the acceptance by the Customer of the Goods.

KOMIUIEKTHOCTH, aCCOPTUMEHTA M CPOKA IIOCTABKH,
B TOM 4YHCJE YCIOBHMSM INyHKTa 8.1 Hacrosiero
Konrpakra.

4.2. Tlepenath 3aka3uuKy OJHOBPEMEHHO C
nepenadeid  TOBapoOB  OTHOCSIIMECS K  HHUM
JOKYMEHTBbI (cepTU(UKAThl TMPOUCXOXKICHUS U
COOTBETCTBHUS, UHCTPYKLUU W3TOTOBHTEIIS
ToBapoB mo uX B3KcllyaTauuu, AKT Npuema-
nepefadn, cuer-hakTypa W T.M.), HEOOXOIUMBIE
P UCMOJIb30BaHUU TOBApOB MO WX HA3HAYECHUIO
W U OIJIaThl  TOCTaBJIEHHbIX  TOBapoB.
Hapymienune cpoka npeaocTaBieHus yKa3aHHBIX B
HACTOSIIEM ITyHKTE JOKYMEHTOB IPUPABHUBAETCA
K HapyIIEeHUIO CpoKa rmocTaBku ToBapos.

4.3. O0ecrieyurs
MIPEJICTAaBUTEIIS
ToBapos.

CBOEro
3aKa3umuKoM

IIPUCYTCTBHE

IIpU  TPHUEMKE




4.4. In the case of the transfer of incomplete,
defective Goods, the Supplier shall, at the Client’s
choice:

4.4.1. proportionately reduce the prices of the Goods
specified in the appendix to the Contract;

4.4.2. within 10 days from the moment the Client
makes a claim, at his own expense to complete
(supply) the Goods or replace low-quality (damaged)
Goods.

4.5. Failure to submit the documents referred to in
clause 4.2. may defer payment to the Supplier's
account without any liability of the Client.

4.6. The Supplier shall: (a) properly deliver the
Goods in accordance with the requirements of the
Client and the country of destination; (b) not require
payment for the delivery of the Goods, unless
otherwise indicated in this Contract.

44.B cimydyae mepefaud  HEKOMIUIEKTHBIX,
HekavecTBeHHBIX ToBapoB IlocTaBiiuk 00s3aH 10
BbIOOpY 3aKa3uuKa:

4.4.1. copazMepHO YMEHBIIUTH I1I€HBI TOBapoOB,
yKa3aHHbIE B MpUIOXKeHnH K KoHTpakTy;

442.8 teuenue 10 (mecarm) pgHEH co AHS
BBICTaBJICHUS 3aKa3UMKOM IIPETEH3UHU 3a CBOM CUET
JIOYKOMIUIEKTOBaTh (AorocTaBuTh) ToBapsl 1100
3aMEHUTh  HEKAYeCTBEHHBbIE  (TIOBPEXK/ICHHBIC)
ToBapsl.

4.5. He npencraBieHre JOKyMEHTOB, YKa3aHHbBIX B
nyHkTe 4.2. MOXET OTCPOYUTH IUIATEX Ha CHET
[MocraBmuka 0e3 KakoW-TMOO OTBETCTBEHHOCTH
3aka3uuka.

4.6. TlocraBmuk o0s3yercs: (a) HaAJICKAIIUM
o0Opa3oMm goctaBuTh ToBapbl B COOTBETCTBHH C
TpeOOBaHUSMU 3aKa3uuKa, U CTPaHbl HA3HAYCHHUS,
(b) He TpeboBaTh omIaThl 3a goctaBky ToBapos,
€clii He YyKa3aHo o0OpaTHOE€ B HACTOSILEM
KonTtpakre.

5. THE TERMS OF SUPPLY

5.1. The Goods should be new and produced no later
than May 2021.
5.2. Goods will be delivered on terms:

5.2.1. the delivery of whole volume of Goods
provided for by this Contract shall be completed
within 60 working days from the date of signing the
Contract;

5.2.2. The Supplier undertakes to transfer the Right
to the Software within 15 days from the date of
signing this Agreement by providing the User with a
License Certificate on paper and in electronic form,
as well as Key Files in electronic form

to the email address of the User specified in section
17 of this Agreement.

5.2.3. 5 (five) business days before the date of
delivery of the Goods, the Supplier shall provide the
Client with a preliminary notice of the delivery time
and send the Client copies of the documents listed in
clause 4.2 by e-mail or fax.

5.3. The Supplier is responsible for the accuracy of
execution of the documents.

5.4. The Supplier may deliver the Goods in advance.
5.5. Delivered Goods must be marked in accordance
with the regulatory and technical documents
established for this type of product.

5. YCJIOBUSA TIOCTABKHA

5.1. ToBapel  NOJDKHBI ~ OBITH ~ HOBBIMH U
npou3BeieHHbIMU He no3aHee Mas 2021 rona.

5.2. Tosapsl mnoctaBmsitorcss IlocTaBmmkom Ha
CIIEYIOIINUX YCIOBHSIX:

5.2.1. nocraBka  Bcero  obwema  ToBapos,
IpeIyCMOTpeHHOro  HactosmuMm  KoHTpakTom,
JMoJDKHA  ObITh  3aBepiieHa B TeueHue 60
(mectpecar) pabouux JHEW CO JHS MOJIMHACAHUS
Hacrosero Konrpakra;

5.2.2. llocraBmuk  00s3yeTcs  mepenarb
[Ipao nHa IIO B Teuenue 15 nHeW cC JaTel
noanucanuss  Hacrtosawmero Jloroopa myTeM
npenocrasieHus [lonp3oBarento JIMeH3MOHHOTO
Ceptuukara Ha OyMa)XHOM HOCHUTENE U B
3JIEKTPOHHOM BHJE, a Takxke DaillioB KIIOYEH B
IIEKTPOHHOM BHJIE
Ha yKa3aHHbIH B pazaene 17 Hacrosuiero JloroBopa
2NEeKTpoHHBIN aapec [lonp3oBaTens.
5.2.3.3a 5 (aTh) paboumx THEH IO AATHI IOCTABKU
ToBapoB IlocTaBmMK [OJKEH MNPEAOCTaBUTH
3aka3yuKy MpelBapUTEIbHOE YBEIOMIIEHHE O
CPOKE JIOCTaBKM M OTIPAaBUTh 3aKa3uuKy KOINU
JOKYMEHTOB, TIEPEYUCICHHBIX B IyHKTe 4.2
MIOCPENICTBOM 3JIEKTPOHHOM MOYTHI WM (hakca.
5.3. TlocTaBmuK SIBISIETCSI OTBETCTBEHHBIM 3a
MPABUIBLHOCTH OOPMIICHHS TOKYMEHTOB.

5.4. TlocTaBmMK BOpaBe JOCPOYHO TIOCTABUTH
ToBapsl.

9.5. TlocraBnsiembie ToBapbl JOMKHBI OBITH
IIPOMapKHUPOBAHBI B COOTBETCTBUU C




5.6. The goods must be delivered in boxes of the
manufacturer, ensuring the safety of the Goods from
damage during its loading, transportation and
storage. The container in which the Goods were
delivered shall not be returned to the Supplier.

5.7. Transportation, storage, labeling of the Goods
must be carried out in accordance with GOST 23216-
78.

YCTQHOBJICHHBIMHM JUIi JIaHHOTO BHJa TOBapa
HOPMAaTUBHO-TEXHUYECKUMH JOKYMEHTaMHU.

5.6. ToBapbl JOKHBI TOCTABISETCS B Tape 3aBOa-
WM3TOTOBUTES (Tpou3BOAMTENA),
o0ecrieynBaroOIEell COXpaHHOCTH ToBapoB OT
HOpPYH IIPU €ro MOrpy3Ke, NIEPEeBO3KE U XPAHECHUU.
Tapa, B KkoTOpo# ObUTM TmOCTaBiIcHB ToOBapHI,
[TocTaBuinky He BO3BpaIIaeTCs.

5.7. TpaHcnopTupOoBKa, XpaHEHHE, MapKHpPOBKa
ToBapa 10 KHBI IPOU3BOAUTHCS] B COOTBETCTBUH C
I'OCTowm 23216-78.

6. ACCEPTANCE OF THE GOODS
6.1. The Goods are considered as delivered by the
Supplier and accepted by the Client:
based on the quantity — according to the supporting
documents;
based on the quality — according to the quality
certificate issued by the Supplier.
6.2. The Client is obliged to inspect all Goods upon
their acceptance in the presence of the Supplier’s
representative. the event of any damage to the
Goods, the Supplier undertakes to eliminate them
within a reasonable time at its own expense.

6.3. Acceptance of the Goods is carried out by
signing of acceptance and delivery certificate by the
both Parties.

6.4. If during taking delivery of the Goods it is
detected that any Goods do not conform with the
Contract or accompanying documents, Client draw
up a reclamation stating such lack of conformity. The
Client shall have the right to reject such Goods, not
to pay for them and not to sign the Goods Acceptance
Report (completely or only in respect of the non-
conforming Goods) until the Supplier rectifies all
lack of conformity.

6. IPUEMKA TOBAPOB

6.1. ToBapbl  cuuTalOTCS  JOCTaBICHHBIMU
[TocTaBIMKOM U MPUHATHIM 3aKa3UUKOM:
M0  KOJUYECTBY - B  COOTBETCTBUH C

CONPOBOAUTENBHBIMH IOKYMEHTAMU;

M0 KaueCTBY — B COOTBETCTBHUHU C cepTU(UKATaMU
KAa4eCTBA UX IIPOU3BOAUTEIICH.

6.2. Ilpu npuemke ToBapoB 3akazuuk 00s3aH B
MPUCYTCTBUH MIPEACTaBUTEIS [TocraBuiuka
ocMoTpeTh Bce ToBapel. B ciyuyae oOHapykeHUs
Kakux-nmu0o moBpexaeHuit Tosapos, [locraBiiuk
00s13yeTcsl B pa3yMHBII CPOK yCTPaHUTh UX 33 CBOU
CUeT.

6.3. Ilpuemka ToBapoB OCYIIECTBISETCS IMyTEM
nojanucanus CtopoHaMu AKTa mpreMa-nepeiadu.
6.4. Ilpu oOHapyxeHUH B XOA€ MPUEMKHU
HecooTBeTCTBUsL ToBapoB ycioBusiM KoHTpakra
WIM CONPOBOJUTEIBHBIM JOKYMEHTaM 3aKa3uuk
COCTaBJISIET PEKJIAMALIMOHHBIA aKT C yKa3aHUEM
BCEX HECOOTBETCTBUI U HEJOCTATKOB, U BIIPABE HE
MOAMMUCKHIBAThL AKT TpueMa-niepenadun ToBapoB U
HE NMpuUHUMAaTh ToBapbl (KaK IMOJHOCTHIO, TaK U
TOJIBKO B 4aCTHU HECOOTBETCTBYIOUIMX ToBapos), a
TaKkke HE OIulauuBaTh ToBapbl A0 IOJHOIO
ycTpanenus [locTaBOiMkoM BCeX HECOOTBETCTBUM
Y HEJJOCTATKOB.

7. FORCE MAJEURE EVENT

7.1. Any delay or failure of either party to perform
its obligations shall be excused if it is the result of an
event or occurrence beyond the reasonable control of
the party and without its fault or negligence,
including without limitations, acts of God, actions by
any government authority (whether valid or invalid),
fires, floods, windstorms, explosions, riots, natural
disasters, wars, sabotage; provided that written
notice of such delay (including the anticipated
duration of the delay) shall be issued by the affected
party to the other party as soon as possible after the
event or occurrence (but in any event no later than 10
days thereafter). During the period of such delay or

7. ®OPC-MAXKOPHBIE
OBCTOATEJBCTBA

7.1. JTIroGast 3ajep:kKa WM HEBBIIOJHEHNE KaKOM-
700 U3 CTOPOH CBOUX 0053aTEHCTB IOJDKHO OBITh
OIpaB/IaHO, €CIIM OHO SIBJISETCS PEe3yJbTaTOM
KaKoro-am00 cOOBITUS WIIM SIBJICHUS, BOSHUKIIIETO
HE3aBUCHUMO OT BOJM CTOPOH, HE IO BHHE WU
HEOCTOPOXXHOCTH CTOPOH, BKJIIOYas, HO HE
OTPaHUYMBASCh, CTUXHUIHBIE OEICTBUS, NEHCTBUS
aF000TO  TOCYHapCTBEHHOTO  opraHa  (Kak
IIpaBOMEpHbIE, TaK M HENpPaBOMEpPHBIE), MOXKap,
HABOJHEHWE, YyparaH, B3pBIBBL, OECIOPSIKH,
NPUPOJHBIE KaTacTpo(bl, BOEHHBIE JEHCTBUA,
aKTBI caboTaka, PU yCIOBHH, YTO TTOCTPAIABIIAS
CTOpPOHAa HANpPAaBUT JIPYrOll CTOPOHE MHCbMEHHOE




failure to perform obligations by the Supplier, the
Client, at its own discretion, can purchase the Goods
from other sources and reduce the volume of the
Goods supplied by the Supplier according to the by
such quantities, without liability to Supplier, or have
Supplier provide the Goods from other sources in
quantities and at times requested by Client, and at the
price set forth in this Contract. If the delay lasts more
than 30 days, Client may immediately terminate this
Contract without liability.

7.2. The Supplier shall not be held responsible for
failure or delay in delivery of the entire lot or a
portion of the goods under this Contract in
consequence of any Force Majeure incidents.

7.3. When, due to the change of law of the Parties,
the Supplier fails to deliver the Goods on time or the
Client cannot take delivery of the Goods on time, the
Supplier shall not take any responsibility and shall
not compensate any loss of the Client. The Parties
shall solve the matter of delivery through negotiation
in good faith.

YBEAOMJIEHHME O TaKOM 3ajepike (BKJIrOYas
MpeArnoaracMblii  TIEPUOJ TaKOW 3aJepP)KKH) B
MaKCHUMaJbHO  BO3MOXXHBIE  CpPOKM  IIOCIIE
BO3HUKHOBEHHUSI TAKOT'O COOBITUSI UJIU SIBJICHUS (HO
B JoOoM cityyae He mo3gHee 10 (mecartu) nneit
MOCJIe TAKOro COOBITHS Wi siBJeHMs ). B Teuenue
CpOKa TakKOW 3aJE€pKKU WM HEUCIOJHEHHUS
[ToctraBminkoM cBOMX 00s3aTeNbCTB 3aKa3yuK, MO
CBOEMY YCMOTPEHHUIO, MOXET MpHOOpeTaTh
ToBapet y gapyrux IloctaBmmkoB, a Takxke
yMEHbIINTh 00beM ToBapoB, MOCTaBIsEMbIX
[ToctaBuiukom, Opy HSTOM OH HE Hecer
OTBETCTBEHHOCTH 3a 3T0 nepea IlocraBumkom, win
nopyuuts IlocTaBuiyky npuoOpecT U MOCTaBUTh
Tosapsl y agpyrux I1ocTaBIIMKOB B COOTBETCTBUH C
KOJIMYECTBOM U COTJIACHO CPOKaM, OIpPEIEICHHbIX
3aKa3yuMKoM, a TaKXe I10 II€HE, yCTaHOBJIEHHOMN
HactosauM Kontpaktom. Ecnu obcrosiTenbcTBa
HENPEOJ0IMMON CUJIbI ITPOJOKAIOTCS CcBbIle 30
(Tpuamatu)  gHeW, TO  3aKka3uMK  BIpaBe
HE3aMEUINTENbHO  PAcTOPTrHYTh  HACTOSILUMN
Kontpakr, mpu »3ToM oOH He Oyaer HecTH
OTBETCTBEHHOCTH nepes [locTaBmukoM, B CBSA3H C
ITUM.

7.2. TlocTaBIIMK HE HECET OTBETCTBEHHOCTH 3a
cOOl WM 3aJep>KKy JOCTaBKU BCEH MapTUU WIU

gacTH TOBapa 10 HacrosimeMy KoHTpakTy
BCJIEJICTBHE JIFOOBIX (hopc-MaKOPHBIX
00CTOSATCILCTB.

7.3. Ecnmu B CBSI3U c M3MEHEHUEM

3akoHojaTenscTBa CtopoH IlocTaBimuk He MOXKET
noctaButh ToBap BOBpemMs WM 3aka3yuk He
MOXET IpPUHATH TIOCTaBKy ToBapa BOBpeMs,
[TocTaBmIMK HE HECET HUKAKOM OTBETCTBEHHOCTHU U
HE Bo3Mem@aeT YObITKM 3aka3zuuka. CTOpOHBI
JI0OPOCOBECTHO PELIAIOT BOIPOC JOCTABKU IIyTEM
IIEPErOBOPOB.

8. WARRANTY

8.1. The Goods provided for by this Contract will be:
- made of appropriate and high-quality materials,
taking into account quality standards and other
requirements for their manufacture;

- comply with the quality and completeness of the
documentation of their manufacturer, as well as the
annex to the Agreement;

- be in a commercially suitable condition and not
have any defects.

- tested in accordance with the standards, as well as
the technical documentation of the manufacturer,
which must be confirmed by relevant documents;
8.2. At the time of transfer to the Customer:

8. TAPAHTUU ITIOCTABLIUKA

8.1. [lpenycmotpeHHble HacToSIUM KOHTpakTOM
ToBaps! OynyT:

- U3rOTOBJICHBI M3 HAJIEXKAIINX U Ka4YECTBEHHBIX
MaTepUaloB, ¢ Y4eTOM CTaHAAPTOB KayecTBa U
MHBIX TpeOOBaHMM K UX U3TOTOBIJICHHUIO;

- COOTBETCTBOBATH 110 KAYECTBY U KOMILIEKTHOCTH
JOKYMEHTAallMl MX MW3TOTOBUTENS, a TaKxKe
npuiokeHnto k Konrpaxry;

- HAXOAWTBCA B KOMMEPUYECKHM IPUTOJHOM
COCTOSIHUU M HE UMETh HUKAKHX J1e()EeKTOB.

- UCHBITAHBI B COOTBETCTBHM CO CTAaHAAPTAMH, A
TaKkKe TEXHUYECKON JOKyMEHTaluen
MIPOU3BOJIUTES, UTO JIOJKHO OBITH TIOJITBEPKIECHO
COOTBETCTBYIOUIMMU JOKYMEHTAMU;




- with respect to the Goods and materials used for its
manufacture, there are no debts on payment of
customs payments, taxes and other obligatory
payments, fees, etc.;

- The goods are not under arrest or pledged and are
free from the rights of third parties.

8.3. The Supplier guarantees that the Goods supplied
are not counterfeit. Counterfeit Goods - material
carriers (goods, material and technical resources,
etc.):

- in which the result of intellectual activity or a
means of individualization of the copyright holder
and the manufacture, distribution, use, as well as
import, transportation or storage are expressed,
which leads to a violation of the exclusive right to
such a result or to such a means;

- on which, and (or) their labels, packaging illegally
placed a trademark (service mark) or illegally used
the appellation of origin of the Goods, products or a
designation similar to them to the extent of
confusion.

8.4. The Supplier is aware of the Client’s intended
use and guarantees that all Goods set forth herein and
have been selected, designed, manufactured or
assembled by Supplier are suitable and fit for use
according to the particular purposes stated by the
Client.

8.5. The warranty period shall be 12 months from the
date of delivery of the Goods and the date of signing
Acceptance report.

8.6. The Client has the right to return the Goods to
the Supplier during the warranty period, in the event
of a defect or non-compliance of the Goods with the
quality stipulated by the certificate of conformity,
having notified the Supplier in writing about this.

8.7. The Supplier is obliged to replace defective or
defective Goods that do not comply with this
Contract within 15 days from the date the Customer
makes a claim.

8.2. Ha MoMeHT nepeiaun 3aKa3zyuKy:
- B OTHOIICHWU TOBapoB M HMCIIOJIB30BAHHBIX IS

€Tr0 HU3IrOTOBJICHUA MATCPUAIIOB OTCYTCTBYIOT
3a10JIDKCHHOCTHU 1o yiiaTe TaMO>KCHHBIX
HH&TG)KCFI, HAJIOTOB M MHBIX 0053aTEIbHBIX

Iu1aTexel, cOOpoB U T.11.;

- ToBapsl HEe HaxOIATCS MOJA apecToM OO B
3aj10re U CBOOOJHBI OT MpaB TPETHUX JIUII.

8.3. [TocTaBImIMK TapaHTUPYET, YTO MOCTABIIsIEMbIC
ToBapel He  ABIAIOTCS  KOHTPAa(AKTHBIMH.
Kontpadakrtusiii  ToBap —  MaTepuasibHBIC
HOCUTENU (TOBapbl, MaTEPUAIBbHO-TEXHUYECKHE
pecypchl U T.11.):

- B KOTOPBIX BBIpaXKEH pe3ynbTaT
HMHTEIUICKTYaIbHOM JEATEIbHOCTH WJIH CPEICTBO
WHAMBUIyaIU3alUN npaBoobiagarens u
H3TOTOBJICHHE, pacrpocTpaHeHue,

UCIIONIb30BaHUE, a TAKXKE UMIIOPT, IEPEBO3KA HIIU
XpaHEHUE, KOTOPHIX TPUBOAWT K HAPYIICHUIO
UCKJIIOYUTENFHOTO TpaBa Ha TaKOW pe3yabTaT WU
Ha TaKoe CPEJICTBO;

- Ha KOTOPBIX, U (MJIM) UX ITHUKETKAX, YIaKOBKaxX
HE3aKOHHO pa3MEIIeHbl TOBApPHBIM 3HaK (3HAK
oOciyXUBaHUs) JUOO HE3aKOHHO HCIIOIb30BAHbBI
HAUMCHOBAHHUS MECT MPOUCXOXACHUS ToBapa,
OPOAYKIMH WM CXOJHOE€ C HUMH JI0 CTElEHU
cMernieHus 0003HauYeHHE.

8.4. IlocTaBmMK  TpW3HAET, YTO
Ha3HAYCHUH HCIIOJIb30BAHUS
3aka34yMKkoM, M TapaHTUPYET,
MPEAyCMOTPEHHBIM  HacTosimuM  KOHTpakToMm,
KOTOpbIe OBbLT OTOOpaHbI, CKOHCTPYHPOBAHBI,
W3TOTOBIICHBI WK coOpanbl [locTaBmmkoM B
COOTBETCTBUU C HAa3HAUEHHUEM HCIIOJIb30BAHMUS,
YKa3aHHBIM 3aKa34MKOM, TMOIXOMST W TPUTOJHBI
JUIS  WCTIONb30BAaHMSI B KOHKPETHBIX  LEJSX,
OTIpEIETICHHBIX 3aKa34MKOM.

8.5. N'apanTuitblii  mepuon  cocrabiser 12
(1BeHamIaTh) MeECSAIEB CO JHS IOJMIHCAHUS
3aka3zunkoM AKTa npuema-nepeaadu ToBapos.
8.6. 3aka3zunk  BmpaBe  BEpHYTb  ToOBapbl
[TocTaBminky B TeUeHHE TapaHTUITHOTO MTEPHO/a, B
cirydae oOHapy>KeHHsI Opaka HJIM HECOOTBETCTBUS
ToBapos KauecTRy, MPEeyCMOTPEHHOMY
cepTudUKATOM COOTBETCTBHS, WM OpaKOBaHHBIC
ToBaper wu3BectTuB 00 9Ttom IlocraBmiuka
MMACbMEHHOW MPETEH3HEM.

8.7. ITocTaBmmk 00s13aH 3aMEHUTh
HEKAaYeCTBCHHBIC WJIM OpakoBaHHBIe ToBapwl, HE
COOTBETCTBYIOIIME HacTosmemMy KoHTpakTy, B
tedyeHue 15 (maTtHammatu) AHEH cO  THS
BBICTABJICHUSI 3aKa3YMKOM MPETEH3UU.

3HaeT O
Tosapos
yto ToBapsl,

9. LIABILITY

9. OTBETCTBEHHOCTDb




9.1. For failure to fulfill or improper performance of
obligations under this Contract, the Parties shall be
liable in accordance with the current legislation of
the Republic of Uzbekistan, unless otherwise
provided by this Agreement.

9.2. The Client is entitled to require from the
Supplier to pay a penalty in the amount of 0.2% of
the cost of non-supplied Goods (zero-point five
percent) for delay in delivery of the Goods for each
day of delay unless the delivery is failed due to the
fault of the Client. At the same time the total amount
of penalty shall not exceed 20 % (twenty percent) of
total cost of the Contract. The Client can deduct the
penalty amount from the payment due by the Client
to Supplier for the delivered Goods.

9.3. For violation of the delivery time of the Goods,
the Customer has the right to require the Supplier to
pay a penalty in the form of a penalty in the amount
of 0.5% (zero-point five percent) of the cost of the
goods not delivered for each day of delay, except
when this was due to the fault of the Customer.
Moreover, the total amount of the penalty shall not
exceed 50% (fifty percent) of the total amount of the
Contract. The Customer may withhold the amount of
the penalty from the payment due by the Customer
for the Goods delivered by the Supplier.

9.4. For the supply of low-quality Goods or Goods
that do not comply with the appendix to this
Contract, the Supplier pays the Client a fee of 20%
(twenty percent) of their value.

9.5. Penalties and fines specified in clauses 9.2, 9.3
of this Agreement shall be paid by one Party on the
basis of a reasoned written claim of the other Party.

9.6. Payment by the Parties of penalties and / or fines
provided for by this Contract does not relieve the
Parties from the performance of duties and other
conditions provided for by this Agreement.

9.7. The Supplier shall respond in respect of the
claim relate to the Contract, if any, in writing and no
later than 5 (five) working days from the day of
receiving a claim notice, unless earlier response is
required due to production needs. If the Supplier fails
to respond on the claim in such a period from the date
of receiving the claim, it shall be deemed that the
Supplier agrees to satisfy the claim of the Client in
full.

9.1.3a HeucroJHeHWE WJIM HEHaIeKallee
UCTIOJHEHUE  O0053aTeNbCTB IO  HACTOSIIEMY
Kontpakty, CTOpOHBI HECYT OTBETCTBEHHOCTH B
COOTBETCTBUU C JeWCTBYIOIUM
3aKoHOJaTeNbCcTBOM PecnyOnuku  Y30ekucran,
€CJIi HMHOE HE MPEeAYyCMOTPEHO HACTOSILUM
KonTpaktom.

9.2.3a mHapymeHue cpoka ormiaTtel ToBapos,
IlocraBmuk BopaBe NmoTpeOoBaTh OT 3aka3uuka
OILIaTUTh HEYCTOMKY B Buje neHu B pazmepe 0,2%
(HOJIb LIETIBIX ABA JAECATHIX MPOLEHTOB) OT CyMMBbI
3aJI0JDKEHHOCTU 3a KaXKAbIH JEHb NPOCPOUYKH, 3a
UCKIIIOUEHHEM CIIy4aeB,

Korja 3to npousounuio 1o sune [locrasmuka. 1lpu
9TOM 00m@as cymMMa HEYCTOMKM He JI0JDKHA
npesbiath 20% (J1BagaTh MPOLEHTOB) OT CYMMBI
HEYIUTAYeHHBIX B CPOK IJIaTEXEH.

9.3. 3a mHapymieHue cpoka MOCTaBKH TOBapoB,
3aka3uuk BrpaBe norpedosars oT IlocTaBuiuka
OIJIATUTH HEYCTOMKY B BUe meHu B pazmepe 0,5%
(HOJp LENBIX NATh JAECATBIX HPOLEHTOB) OT
CTOMMOCTH HE ITOCTaBJICHHBIX TOBAapOB 3a KaXKIbIi
JIeHb IIPOCPOYKH, 332 UCKIIIOYEHUEM CIIy4aeB, KOria
9TO NPOM30LLIO MO BHUHE 3aka3uuka. [Ipu stom
o011as cyMMa HEyCTOMKHM HE JOJDKHA MPEBbBIIIATh
50% (nsaThAECAT NPOLIEHTOB) OT LieHbl KoHTpakTa.
3aKa3uuK MOXKET yJepXkaTb CyMMYy HEYCTONKHU U3
IiaTexa, IMOMJIEKAIEro K OIIaTeé CO CTOPOHBI
3aka3unka 3a nocraBieHHble [locTaBmmkom
ToBapsl.

9.4. 3a mocTtaBKy HekauecTBEHHBIX TOBapoB WU
ToBapoB, HE COOTBETCTBYIOIIMX IMPHIIOKEHHIO K
Hacrosimemy Kontpakry, [loctaBmuk yrnauusaer
3akazuuky mrpad B pasmepe 20 % (nBanuarthb
IPOILIEHTOB) OT UX CTOUMOCTH.

9.5. Ilenn n mTpad, ykazaHHsle B myHKTax 9.2, 9.3
u 9.4 mnacrosmero KoHTpakra, yIulauuBaroTcs
o/1HO# CTOpOHOI Ha OCHOBAaHWU MOTUBHPOBaHHOMN
NUCbMEHHOU NpeTeH3uu Apyroi CTOPOHBI.

9.6. Ynmata CropoHamMu TeHH W/WIH MTPadoB,
HpPeayCMOTPEHHBIX HacTosAMM KoHTpakTOoM, He
ocBoOoxkmaer  CTOpOHBI ~ OT  HCIOJHEHHUS
o0s13aHHOCTEH u JIpyTrux YCIIOBUH,
MPEyCMOTPEHHBIX HacTOSAIMM KoHTpakTOM.
9.7.0Omna CropoHa JOMKHA OTBETUTh HAa
npereH3uto  aApyroi  CTOPOHBI, KacarollyrCs
ucnoiHenus: Konrpakra, B nucbMeHHOU (hopMme He
no3niHee S (matu) pabounx JTHEH CO THS Oy ICHHS
MPETEeH3UH, €CIM TOJIBKO OoJiee paHHUI OTBET He
TpeOyercss B CBS3M C  IPOU3BOJICTBEHHOM
Heo0XxoauMocThI0. Eciiu B yka3zaHHBIH CpOK niepBast
CropoHa He OTBEYaeT Ha MPETEH3UI0, TO BTOpas
CropoHna cuMTaeTcs JaBIIei coryiacue




9.8. The Supplier pays off expenses that documental
proved by the Client associated with the failure to
submit to the Client or providing him with
incorrectly executed documents specified in this
Contract.

9.9. The Supplier is not liable for damage to the
Customer resulting from the operation of the Goods
in violation of the conditions of the manufacturer’s
instructions.

9.10. If the Supplier does not submit the documents
stated herein or submits the documents executed
improperly, the Supplier shall bear the full
responsibility for the expenses appeared in result of
such execution, including without limitations, the
expenses for Goods storage in temporary
warehouses, and damage inflicted to the Goods in
this connection.

YIOBJICTBOPUTH MpeTeH3ui0 mepBoii CTOPOHBI B
MIOJIHOM 00BbEME.

9.8. [locTaBmMk  moramiaer  JOKYMEHTaJIbHO
MOATBEPK/ICHHBIE 3aTpaThl 3aKa3unKa, CBSI3aHHbIE
c HEIPEACTABICHUEM 3aKa3zyuKy WU
pe0CTaBICHUEM emy HENPaBUIBHO
OQOPMIICHHBIX  JIOKYMEHTOB, YKa3aHHBIX B
Hactosuem Konrpakre.

9.9. [TocTaBmMK HE HECET OTBETCTBEHHOCTH 3a
yiepd 3aka3uMka, BO3HHUKIIMA  BCIEACTBUE
JKCITyaTanuu ToBapoB ¢ HApPYMIEHUEM YCIOBHIA
UHCTPYKLUU UX U3TOTOBUTEISL.

9.10. Ecmm IloctaBmK HE MPEIOCTABISET
JIOKYMEHTBI, YKa3aHHbIe B HacTosleM KoHTpakre,
WM TPEAOCTABISIET HEMPABIIBHO O(opMIIEHHBIC
JIOKYMEHTBI, TO 3aTpaThl, BOSHUKAIOIINE, B CBS3H C
9THUM, BKJIFOYas, HO HE OTPaHUYHBASICH, PACXOAMHU
no XpaHeHHio ToBapoB Ha CKIaJe BPEMEHHOTO
XpaHEHUs, MPUYNHEHHBINA, B CBS3H C ITHM BpEI
ToBapy, B monHOM oObeMe OyneT HecTu
[TocTraBuuk.

10. CONFIDENTIALITY AND DATA
PROTECTION

10.1. For the purposes of this Contract, the
confidential information is any information which,
includes:

. content and the terms and conditions of the
transaction hereunder and any negotiations or
discussions relate to this Contract;

. all internal information, in whatever format
and irrespective of the medium in which it is
contained, acquired or produced by the Client in
connection with the Goods, including without
limitations, work schedules, security measures,
identities and contact details of the employees, plans,
budgets, Contracts, drawings, reports, specifications,
estimations and documents acquired or produced by
or in connection with the Goods;

. other internal technical, proprietary or other
business and operational information relate to the
Parties, whether such information is labelled or not,
or identified otherwise as private, proprietary or
confidential; and

. any internal information which has been
identified by the owner thereof as confidential, and
transferred by either Parties to the counterpart in the
course of the Contract implementation. This section
shall not apply to information which:

10 KOHOUJAEHLUAJILHOCTD U
3AIUTA JAHHBIX

10.1. ITox KonduneHnuansHoM nHMOpMALTUESH s
neneit Hacrosiiero Kontpakra monumaeTcs iro0as
uHGOPMAITHS, BKITIOYAIOIIAS:

. COJlep’)KaHUE€ U YCIOBHSL  CJEIIKH,
YIOMSHYTOW B pamKax Hactosiiiero Konrpakra, u
J00BIE NEPErOBOPHI WIIK 00CYXAECHHUS, CBSI3aHHBIE
¢ naHHbIM KoHTpakTowMm;

. BCSl BHYTPEHHSAS WH(pOpMANHsi, B JHOOOM
¢opmare © BHE 3aBUCUMOCTH OT HOCHUTEIs
uHpOpMaMK, B KOTOPOM OHA COJEPIKUTCH,
HOJTy4YeHa WU TPOU3BeeHa 3aKa3uMKOM B CBSI3H C
ToBapamu, Bxitouas 0e3 OrpaHHYEHUs, Tpapux
paboThl, CHUCTEMbl  OXpaHbl, JIMYHOCTH U
KOHTAaKTHbIE  JIaHHBbIE  pPAaOOTHHWKOB,  IIJIAHEI,
OIOJKETbI, COIJIAIICHUS, YEPTeXH, OTYETHI,
cnenu(UKamuy,  pacueThl, MW  JIOKyMEHTHI,
HOJY4YEeHHbIE MJIM TPOU3BEJCHHbIE B CBSI3U C
Tosapom;

. apyras BHYTPEHHS TEeXHUYECKas,
KOHpUACHIMANbHAS, CIy)KeOHas WM Mpoyvast
JIeNIoBas ¥ orepanvoHHas HHPOpMaLus, HMEroIas
orHomeHne K CTOpoHaM, BHE 3aBUCHMOCTH OT
TOT0, TOMEYEHA JIM Takas HHPOPMAalUs WIH UHBIM
crocoboM o0o03HaueHa Kak 4YacTHas, CIyXeOHas
WM KOH(pUIEHIMATIbHAS, WK HET; U

. mo0ast BHYTpeHHsIsI HH(opMaius, KoTopas
Obula  ompeneneHa ee  obOnajartenieM  Kak
KOH(pHUACHIMANIbHAS, TepeaaBaeMas 00 u3
Cropon apyroii CTopoHe B MpoIiecce pean3aluu




. is generally available to the public;

. is available or becomes available to either
Party on a non-confidential basis from a source other
than the other Party,

. is disclosed by the Party to a third party
without restriction;
. is developed by either Party without

application of any information furnished by the other
Party, or of any information furnished on a
confidential basis;

. is disclosed pursuant to the requirements of
the Uzbek law and the law of the Supplier’s country.
Confidential information can be contained in the
letters, reports, analytical materials, results of
surveys, schemes, charts, specifications and other
documents, both in material and electronic forms.

10.2. Unless otherwise specified by the Uzbek law or
the law of Supplier’s country, the Parties shall:

. not share, discuss the content, provide copies,
publish or disclose Confidential information in any
other form to third parties without the prior written
consent of the other Party. The written consent is not
required in the instances of disclosure to the state
authorities authorized to request such information
under the Uzbek law on the basis of the duly
executed request to provide such information, and to
judicial bodies and representatives of the relevant
Party for the purpose of defending and exercising
rights under the Contract (in all abovementioned
cases — without notifying the other Party);

. take all measures and use all legal means for
protecting Confidential information and avoiding its
unauthorized disclosure;

. use Confidential information only for the
purposes of this Contract implementation;

. not disclose to third parties the fact of the
transfer or obtaining of Confidential information.

Hactosmero KoHTpakra. JTOT pasgen  He
IpUMEHsEeTCA K HHPOpMaLUU, KOTopasi:

. SIBIISIETCS] OOIIEIOCTYITHOM;

. U3BECTHA WJIM CTaHOBUTCS HW3BECTHOH

onHo# CTopoHe Ha He KOH(UISHITNAIEHON OCHOBE
OT MHOTO UCTOYHUKA, Hexenu Apyras CTopoHa;

. packpbiBaeTcsi CTOPOHON TPEeThUM IUIIAM
0e3 orpaHuYCHUS;

. pazpabotana omuoit  CropoHoii  6e3
UCIIONIb30BAaHUSl  CBEJICHUH, IMPEIOCTaBICHHBIX
npyroit CTOpOHOH, WJIM CBEICHHM, HOCAIIUX
KOH(UICHIIMAIBLHBINA XapakTep;

. pacKphIBalOTCI B COOTBETCTBUU  C
TpeOOBaHUSIMU 3aKOHOJATeNbCTBA PecmyOnuku
VY30ekucraH WM 3aKOHOJATENIbCTBA  CTPAHBI
TTocTaBiuka.

KondunennuansHast uHpOpManus MOJKET
COJIEPKaThCs B MUChMaX, OTUETaX, aHATUTHIECKHIX
MaTepuanax, pe3yjabTaTax UCCICOBAHMM, CXeMaX,
rpadukax, cienupuKalusix u Jpyrux JOKyMeHTax,
OQOpPMIICHHBIX KaK Ha OyMaXHBIX, TaK W Ha
ANEKTPOHHBIX HOCUTEIISX.

10.2. Croponbl 00s3yIOTCS, €CIM HWHOE He
PeyCMOTPEHO 3aKOHOAATENbcTBOM PecmyOmnku
VY30ekucraH WIH 3aKOHOJATECIIbCTBOM  CTPAHBI

ITocTaBiuka:
. HE pasriamars, HE o0cyXaathb
colep)KaHue, HE TMPEeIOCTaBIISATh KOMHUH, He

yOJIMKOBATh M HE PaCKPHIBATh B KAKOK-JINOO HHOM
¢dopme TperbuMm JmnaM KoHuaeHIMaIbHYIO
uHpOpManuio 0e3 MoydeHHs TpeaBapUTEIHLHOTO
nucbMeHHoro cornacus apyroit Croponsl. Ilpu
9TOM IIOJIyYEHUE IHCBMEHHOIO COTJlacusl He
TpeOyeTcst B Cilydasx PacKpbITHs HH(pOpMaluu
rOCYJapCTBEHHBIM OpraHaM, YIOJIHOMOYEHHBIM
3ampalnuBaTh TaKyro UHpOpMaLIO B
COOTBETCTBUM C 3aKOHOJATeJIbcTBOM PecnyOinku
V36ekucTaH, Ha OCHOBAaHMM JOJDKHBIM 0Opa3oM
oopMIEHHOTO 3ampoca Ha IPENOCTaBICHUE
yKa3zaHHOM MH(pOpMaIMM, a Takxke CyaeOHbIM
opraHaM M IpEeACTABUTENSAM COOTBETCTBYIOIIEH
CropoHBI [uId Lienel 3alUThl U pealnu3aluy 1npas
o HactosmeMy KoHTpakTy (BO BcexX yKa3aHHBIX
ciryydasix — 6e3 yBeomieHus Apyroid CTOpoHsl);

. MpeIIPUHUMATD BCE MEPHI U UCII0JIb30BATh
BCE  3aKOHHBIE  CpPEACTBA IS 3allUTHI
Kondunennmanbroit uH(popManuu u
MIPENOTBPALLEHUSI €€  HECAaHKLIHMOHUPOBAHHOTO
PacKpbITHUS;

. HCII0JIb30BaTh KondunennuanbHyro

nHOpPMALIMIO TOJNBKO B LENAX HCIOIHEHUS
00s13aTeNbCTB 10 HacTosAueMy KoHTpakry;




10.3. The confidentiality obligations shall last for a
period of 10 (ten) years from the date of signing of
this Contract.

. HE pasriamarh TPEThbUM JHIaM (akTa
nepegaun Wik nonydeHuss KoHuaeHInampHOR
nH(pOpMaIHH.

10.3. OOs3atenbcTBa 1O HEpasTJIANICHHUIO
KondunennuansHoit uHGOpMauy JeHCTBYIOT B
teuenue 10 (mecATh) JeT C JaThl MOANMCAHUSA
Hacrosuero Konrpakra.

11. ANTI-CORRUPTION DISCLAIMER

11.1. The parties acknowledge and confirm that each
of them pursues a policy of zero tolerance for bribery
and corruption, which implies a complete prohibition
of corrupt practices and payments for assistance /
payments, the purpose of which is to simplify
formalities in connection with economic activity, to
ensure faster resolution of certain issues. The parties
are guided in their activities by the applicable
legislation and policies and procedures developed on
its basis aimed to fight bribery and commercial
bribery.

11.2. The parties guarantee that neither they nor their
employees will offer, provide, give consent to the
provision of any corruption payments (cash or
valuable gifts) to any persons (including, without
limitation, private individuals, = commercial
organizations and government officials persons), and
also will not seek to receive, accept or agree to accept
from any person, directly or indirectly, any
corruption payments (cash or valuable gifts).

11. AHTUKOPPYIIIMOHHAS OI'OBOPKA

11.1. CTopoHBI NPU3HAOT M TOJITBEPXKIAAIOT, YTO
KaKgas W3 HHUX MPOBOJUT TMOJUTHKY IOJHOM
HETEPIIMMOCTHU K B3SITOYHHUYECTBY M KOPPYIILIHH,
[IPEIOIarary o IIOJIHBIN 3amper
KOPPYMNIMOHHBIX IEHCTBUN U COBEPLICHUS BBITLIAT
3a COAEUCTBHUE/BBIILIAT, LENIbI0 KOTOPBIX SIBISETCS
ynpouieHue  QopmanpHOCTed B CBSI3U €
XO3SIICTBEHHOM  JESTENHbHOCThIO, olecredyeHue
Oosee OBICTPOrO pEIHICHUST TEeX WIM HHBIX
BONpPocoB. CTOPOHBI PYKOBOJCTBYIOTCSI B CBOEH
NEeSITeTbHOCTH MPUMEHUMBIM 3aKOHOIATEIECTBOM
U pa3paboTaHHBIMU HA €T0 OCHOBE MOJIUTUKAMH U
MpolelypaMH, HampaBJICHHBIMU Ha OOpbOy CO
B3STOYHHMYECTBOM U KOMMEPUECKHUM IMOAKYIIOM.
11.2. CTOpoHBI TapaHTHPYIOT, YTO HA OHH, HH UX
paboTHUKHK HEe OYIyT Mpeanarathb, MpeIoCTaBlIATh,
JlaBaTh WM JIaBaTh COTJIAacHE Ha MPEJIOCTABICHHE
KaKUX-T100 KOPPYHIIMOHHBIX BBIIIAT (JE€HEKHBIX
CPEICTB WM LEHHBIX NOJApKOB) JIIOOBIM JIMLIAM
(BkIIOYasi, MOMHMO TPOYEro, YACTHBIX JIMII,
KOMMEPUYECKHE OpPTraHU3allii U TOCYJapCTBEHHBIX
JOJKHOCTHBIX JIUIT), a TaKKe He OYIyT 100UBaThCs
MOJTyYeHHsI, TPUHUMATh WM  COTJaIaThCs
OPUHITH OT Kakoro-aubo nuia, npsSMo WK
KOCBEHHO, KaKHe-JIN0O KOPPYIIIMOHHBIEC BBHITUIATHI
(leHe)KHBIE CpeICTBA WJIM IIEHHBIE OJAPKH).

12. INDEMNIFICATION

12.1. If the Supplier damages the property of the
Client or third parties upon delivery of the Goods,
the Supplier shall indemnify and hold Client
harmless from and against any liability, claims,
demands or expenses (including attorney’s and other
professional fees) for damages to the property or
injuries (including death) to the Client, its employees
or any other person arising from or in connection
with Supplier’s performance of work or use of the
Client’s property, except for such liability, claim, or
demand arising out of the sole negligence of Client.

12. BOBMEHIEHHUE YIHIEPBA

12.1. Ecmu IlocraBmuk mpu nocraBke ToBapa
HAHOCHUT BPEeJl UMYIIECTBY 3aKa3uHKa WU TPEThHUX
mun, To [locTaBmMK TapaHTUpyeT 3aKa3duHuKy
BO3MEIIIeHHE yiiepba U ocBOOOXkIaeT 3akazuuka
OT KaKOM-JIM0OO OTBETCTBEHHOCTH B OTHOIICHHUH
JTI00BIX 0053aTeIbCTB, MCKOB, TpeOOBaHUUN WK
pacxooB (BKJIIOYas pacxoibl Ha  aJBoOKaTa
(fopucTOB) U WHBIE pPacXoibl Ha OIUIATy YCIyT
CIIEIMAJIUCTOB), BO3HHUKAIOIIUX B CBS3H C
HaHECEHHEM Bpeia UMYIIECTBY WU MPUINHEHUEM
TEJECHbIX MOBPEKICHUM  (BKJIIOYas CMEpPTh)
3aka34nKy, ero paboTHUKY WIH JIIOOOMY JIPYTroMy
JUITy B TIPOIIECCE WUJTU B CBSI3U C OCYIIIECTBICHUEM
[TocraBmukoM pabOT WIM  HCIOIH30BAHHEM
MMYIIECTBA 3aKa34MKa, 3a HCKIIOUEHHEM TaKUX
00513aTeNLCTB, MCKOB MM TPeOOBaHMI, KOTOPHIE




12.2. If there is a discrepancy in the documents upon
receipt of the Goods at the customs warehouse, all
expenses associated with response storage are paid
by the Supplier. At the same time, the Customer has
the right to recover funds by reducing the amount of
the cost of this Contract.

BO3HUKIIH UCKITIOUYUTEITHHO BCJIEJICTBHE
HEOCTOPOKHOCTH 3aKa3yuKa.

12.2. TIlpu oOHapyXeHHMH  HECOOTBETCTBHSI
JIOKyMEHTOB TpuM ToiydeHnn ToBapa Ha

TaMOKEHHOM CKJaJle, BCE pacXoibl, CBA3aHHbIE C
OTBET-XpaHeHueM, orutaunBaroTcs [locTaBmmkKoMm.
[Ipu 3TOM, 3aKa3uuK BOpaBE B3bICKATH JIEHEKHBIC
CpEICTBA MyTeM YMEHBIICHUS CYMMBbI CTOMMOCTH
Hacrosuero Konrpaxra.

13. NON-ASSIGNMENT

13.1. Supplier is not entitled to assign or delegate its
rights or obligations hereunder without Client’s prior
written consent.

13. OTPAHUYEHUSA 110 IEPEYCTYIIKE
ITPAB
13.1. IlocraBmmK HE BIpaBe IMEpPEyCTyNaTh WU
nepenaBaTh CBOM TIpaBa M 00s3aTENIbCTBA TIO
HacrosimeMy KoHTpakTy 0e3 mpeaBapUTEIbHOTO
MMUCbMEHHOTO COTJIacHs 3aKa3zuuKa.

14. TERMINATION

14.1 Client reserves the right to terminate all or any
part of this Contract, (and the Client has no any
liability against Supplier in this situation), if the
Supplier: (a) repudiates or breaches any term of this
Contract, including Supplier’s warranties; (b) fails to
perform services or deliver the Goods as specified by
the Client; (c) is incapable to provide all services in
appropriate or in time manner and fails to remedy
such non-performance or breach within 10 days (or
shorter period of time if commercially reasonable
under the circumstances) after receipt of written
notice from Client specifying such failure or breach.

14.2. In any case, the Client can terminate this
Contract upon issuing the notice at least 30 days
prior to such termination (and the Client has no any
liability against Supplier in this situation).

14. PACTOP KEHUE KOHTPAKTA

14.1. 3aka3uuk coxpaHseT 3a co0oi IpaBo
pacTopruyTh Hactosmuid KOHTpakT MHOTHOCTBIO
WIM B 4YacTh (IIpUYEM 3a ATO OH HE HECeT
orBeTcTBeHHOCTH mepen [locTaBmukom), ecinu
[TocTaBummk:  (a) OTKaXETCA BBINOJHATH WIIN
HapymuT Jro0oe ycioBue KoHTpakra, BKItOuas
rapantuu llocraBmmka; (b) okaxkercs He B
COCTOSIHUM TpEAOCTaBUTh ToBaphl, yKa3zaHHbBIC
3aka3uukoM; (C) OKaXeTcsi HE B COCTOSHUU
Ha/IJIeXKAIUM o0Opazom o0ecrneunBaTh
CBOEBPEMEHHOE U MOJHYIO NocTaBKy ToBapa, u He
YCTPAHUT TaKOE€ HEBHITIOJHEHUE UM HApYIICHUE B
teueHue 10 (necsatu) nuei (wim B 601€e KOPOTKUMA
CPOK, KOMMEPUYECKH OTIpaB/IaHHBIN B
CJIOXKUBIIIUXCS 00CTOSITEITLCTBAX) rocJie
MOJIy4eHUS  MHCbMEHHOTO  YBEAOMJIEHHMS  OT
3aka3z4yuka C yKa3aHueM KOHKPETHOTO
HEUCIIOJIHEHHOTO 00513aTeNIbCTBA WIIM HAPYLIEHHUSL.
14.2. B moboM ciydae, 3aka3uuK BIIpaBe
pacTopruyTh Hactodmuii KOHTpakT, HamnpaBuB
[locraBmuKy yBenoMmieHHE, KaK MUHUMYM, 3a 30
(TpuAanaTth) 1HEH 10 TAKOTO pacTOp>KeHUs (IpruueM
32 3TO OH HE HECET OTBETCTBEHHOCTH IIEpE]
[TocTraBuukom).

15. DISPUTE RESOLUTION, GOVERNING
LAW AND LANGUAGE

15.1. Validity and interpretation of this Contract and
the legal relations of the Parties hereto shall be
governed by and construed in accordance with the
law of the Republic of Uzbekistan.

15.2.  All documents, correspondence and
communications between the Client and the Supplier

15. PABPEHIEHHUE CIIOPOB,
NPUMEHMMOE ITPABO U A3bIK

15.1. J1elicTBUTENBHOCTD U TOJKOBaHUE
Hactosmero KoHTpakTa ¥ TPaBOOTHOIICHUS
CtopoH OyIyT peryMpoBaThCs M TOJKOBATHCS B
COOTBETCTBUM C 3aKOHOJATENbCTBOM PecmyOmmku
V306ekucraH.

15.2. Bce AOKYMEHTBI, TEepernucka U COOOMEHUS
Mexay 3aka3unkoM M [loCTaBIIMKOM B CBSI3U C




in connection with this Contract shall be written in
the English or Russian languages.

15.3. the Parties shall take measures to settle
disputes, claims or Contracts arising out of issues
envisaged by or in the connection with this Contract
through negotiations amicably and in good faith. If
the Parties cannot reach to the agreement within 30
(thirty) calendar days from the date of the failure of
negotiations, this dispute shall be referred to
Tashkent Local economic Ccourt.

HacrosiuiuM KOHTpakTOM, JOJKHBI COCTaBISATHCS
Ha aHTJIMIICKOM MJIU Ha PYCCKOM SI3BIKAX.

153. B ciyyae BO3HHMKHOBEHHS  CIIOPOB,
NMPETeH3U WM pa3HOIJIacuid 1O  BOIpPOCaM,
MpeAyCMOTPEHHBIM HacTosiuM KoHTpakToM uiun
B CBs3u ¢ HUM, CTOpPOHBI MPUMYT BCE MEpPHI K
pa3pelieHUI0 UX IyTeM IeperoBopoB. Ecnu
CTOpoHBI HE MOTYT IPUNTH K COTJIACHIO B TEUECHUE
30 (tpuauatu) JHEW CO AHS MPEKpAICHUS
MEPEroBOPOB, TO JAHHOE pa3HOIVIaCHE IOJHKHO
OBITh YpEryJIHupoOBaHO B TamkeHTcKkuM
MEXpalOHHOM YKOHOMUYECKOM CY/IE.

16. MISCELLANEOQOUS

16.1. This Contract shall become effective on the
date of its signing and registration and valid until full
fulfillment of the obligations by the Parties.

16.2. From the moment of signing this Agreement,
all preliminary written or oral proposals, statements
and understandings of the Parties become null and
void.

16.3. Changes, amendments to the Contract hereto
shall be entered as additional agreements, made in
writing, duly signed and stamped by the authorized
representatives of both Parties and registered by the
authorized bodies of the Republic of Uzbekistan.
16.4. The terms of its execution not specified in this
Agreement and the legal relations of the Parties are
regulated in accordance with the legislation of the
Republic of Uzbekistan.

16.5. This Contract is made in two copies in Russian
and English of equal legal force. In case of
contradiction between the versions in English and
Russian, the Russian version shall prevail.

16. IPOYHUE TOJIOKEHUA

16.1. Hactosmuit KoHTpakT BcTymaer B CHIy C
MOMEHTa €ro TOAMHCAHUS W JCUCTBYET 10
MOJIHOTO  BhIMOJHEHUss  CTOpOHAMH  CBOUX
00513aTEINILCTB.

16.2. C MoMeHTa IIOAIIMCAHUS HACTOAIIETO
KoHTpakTa TepsioT cuily BCe MpeIBapHUTEILHBIC
NUCbMEHHBIC  WJIM  YCTHBIE  INPEIJIOKEHUS,
3asBJIEHUS U JOTOBOpeHHOCTH CTOPOH.

16.3. U3MeHeHUS YU OOMOJHEHUS B HACTOSLIMHA
KoHTpakT BHOCSATCS B BHUJAC JONOJHHUTEIBHBIX
corjameHui, opopMIIEHHBIX B TUCEMEHHOM BHJIC,
MOJIMTMCAHHBIX M CKPEIUICHHBIX nedarsMu CTOpoH
U 3apPETUCTPUPOBAHHBIX B  YIOJTHOMOYEHHBIX
opranax PecnyOnuku Y30eKkucTaH.

16.4. Heyka3zannble B HacrosimieM KoHTpakTe
YCIIOBUSL €r0 HCIOJHEHUS W TIPABOOTHOIICHHUS
CTOpoH perymupyroTcss B  COOTBETCTBUU C
3aKOHO/IaTeNbCTBOM PecnyOnuku Y30ekucraH.
16.5. Hactosmuit KoHTpakT cocTaBlieH B JABYX
IK3EMIUIAIpaX Ha aHTJIMHCKOM M PYCCKOM SI3bIKaX,
KaXIBIH U3 KOTOPBIX UMEET OJIMHAKOBYIO CHUITY 10
OJIHOMY JK3eMIUBipy aisi Kaxmaou Crtoponsl. B
cllydae BO3HUKHOBEHHUS Ppa3HOTTACHH  MeXay
BepcusAsMH KOHTpakTa Ha aHITIMKACKOM M PYCCKOM
s3pIkaxX, Bepcusi KoHTpakTa Ha pPYyCCKOM S3bIKE
MMeEET MPEUMYIIECTBEHHYIO CHITY.

17. THE LEGAL ADDRESSES AND BANK
DETAILS OF THE PARTIES

CLIENT:

UZBEKISTAN GTL LLC
Address: 7-b, Fargona yuli str., Tashkent, Republic
of Uzbekistan
Bank Name: ASAKA BANK
Currency Bank account:
USD: 2021 4840 6048 1968 0001
USD: 2021 4840 4048 1968 0010
Guarantee for the Contract execution:

17. OPUAUYECKHUE AIPECA U
BAHKOBCKHWE PEKBU3UTBI CTOPOH:

3AKA3YMUK:

000 «UZBEKISTAN GTL»
Anpec: PecniyOnuka Y36ekucran, r. TalkeHrT,
yi. @aprona iynu, 1. 7-6
HanmenoBanne banka: ACAKA BAHK
BamroTHBIN 0aHKOBCKHM CUET:
USD: 2021 4840 6048 1968 0001
USD: 2021 4840 4048 1968 0010
JlJ1sl rapaHTHH UCTIOJIHEHUSI KOHTPAKTA:




USD: 2021 4840 5048 1968 0011
Bank Code: 00873

Tax ID: 207041936

SWIFT Code: ASBKUZ22

SUPPLIER:

(13

Client

2

Supplier

USD: 2021 4840 5048 1968 0011
Kox banka: 00873

MHH: 207041936

Kox SWIFT: ASBKUZ22

INOCTABIIHK:

[

3aka3uuk

2

ITocTaBiuk




Ipuio:xkenne Nel
K KOHTPAKTY Ha MOCTaBKY Ne

Ne Description / HanumeHnoBaHnue Unit / Ea. uzm. QuUantbyS S GIcepErptinte Total/
/ KoJi-Bo /Tlena 3a en. HUroro
ANITVIRUS Software for 400 users \ AHTUBHPYCHOE POrPaMMHOE
1 N Set./ K-T. 1
oOecnieuenne Ha 400 mmons3oBareieii Ha 1 rog.
TOTAL\HUTOI'O
Hoxmucu Cropon
Ot Hokynares: Ot IIponaBua:
Iloamuce Tloamuce
d.1.0. d.1.0.
M.IIL. I'enepanbHbIil IUPEKTOP M.IL. JomKHOCTB




