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I. I'1aBa
OBBABJEHHUE O NIPOBEJAEHNU KOHKYPCA

OO0  «Uzbekistan GTL» (3aka3umk) B pamKax

3aKyMKYy cepBepHoro oobopynosanus aist MCC.

peanu3anuu
MHBECTULMOHHOTO NpoeKTa «IIpou3BOACTBO CUHTETHYECKOTO JKUIKOTO TOILJIMBA
Ha Oaze oummeHHoro Mmerana lllypranckoro I'XK», oObsBIsSeT KOHKypc Ha

Konkypc mpoBomutcs mo aapecy: 100060, Pecrybnmuka Y30ekucras, T.

Tamkent, SAmmHabaackuii paiioH, 7b,

Procurement2@qtl.uz

yin. @aprona Wynu, 1.

KoHkypcHas 1okyMeHTanus 3arpykxeHa Ha
http://www.oltinyolgtl.com/russian/196/

KonTaktHOE uio 3akazuuka: ['J1aBHBIN crieHUaNKCT 10 3aKylKam
I'ymapos Tumyp. X.
(Ten. +998 71 202 40 36)

YyacTHUKH KOHKYpCa MpEeAOCTABJIAIOT CBOU ITPEAJIOKCHUA Ha PYCCKOM A3BIKC.

K paccMmoTpenuto OyayT NpUHATHI
KOHBEpTaX, OIEYaTaHHbIE YYaCTHUKAMHU
BBIILICYKA3aHHOMY aJIpecy B CpOK [0
«6» mas 2020 roga.

KOHKypca, IOCTyIUBIINE

BCKpBITI/Ie KOHBEPTOB C TMPECAIOKCHUAMU YUACTHHUKOB

e-mail:

KOHKYPCHBIE MpEIJIOKEHUS B
o
12-00 1o MecTHOMY BpEMEHHU

KOHKypca
cocroutcst B 16:00 mectHOrO BpemeHu «6» mas 2020 roza no BblIeyKa3aHHOMY

anpecy: Pecmyonuka Y30ekuctan, r. Tamkent 100060, AmHabanckuit paifoH, yi.

®aprona nyinu, 1. 7b.

Pa3bscHeHns 110 KOHKYPCHOM JOKYMEHTAIlMM MOTYT OBITh MPEI0CTAaBIECHbI

IIOCJIC O(I)I/II_II/IaJ'ILHOI‘O 3arpoca Ha (prMCHHOM OyraHke Y4aCTHUKaA

C

Chapter I.
ANNOUNCEMENT OF BID

As part of implementation of the “Production of synthetic liquid fuel on
the basis of purified methane of Shurtan GCC” Investment Project, ”Uzbekistan
GTL” LLC (Client) announces Bid for supply of servers for MCC.

The Bid will be held at the following address: the Republic of
Uzbekistan, Tashkent, 100060, Yashnabad district, Fargona Yuli str., 7b, E-
mail: Procurement2@aqtl.uz.

Bid documentation is uploaded to
http://www.oltinyolgtl.com/russian/196/

The Client’s contact person: Chief Procurement Specialist —
Gumarov Timur
(tel.+998 71 202 40 36)

The participants of the Bid shall provide their proposals in Russian.

Proposals in envelopes sealed by participants of the Bid, received at the
above address until 6 of May 2020 12:00 p.m., will be accepted for
consideration.

Opening of the envelopes with the participants’ proposals will be held
on 6 of May 2020 at 16:00 at the above address: the Republic of Uzbekistan,
Tashkent, 100060, Yashnabad district, Fargona Yuli str., 7b.

Clarification on the Bid documentation could be received after official
request submitted on the participant’s letterhead using postal or electronic
communication to e-mail address: Procurement2@gtl.uz _no later than 5 days

WCIIOJIb30BAHUEM CPEIICTB TOYTOBOM WIIM DJIEKTPOHHOW CBs3u mo anpecy: before the deadline of offer’s submission.
Procurement2@gtl.uz_ne mo3aHee 4eM 3a MATh AHEW 10 KpailHEeW naThl MOAaYu

MPEI0KEHUH.

Participants of the Bid have the right to take part in opening of proposals.
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Y4acTHUKH KOHKypCa, MMEIOT MPAaBO MPUHATH Y4aCTHE BO BCKPBITHUH
NPEIOKEHU. We request the participants to check their bid proposals for compliance
with the Client’s Bid documentation prior to submission.
IIpocum y4acTHHUKOB Iepel IOoAa4ed KOHKYPCHBIX IIPEIJIOKECHUU
IMPOBCPATH UX Ha IPECAMET COOTBCTCTBUA KOHKprHOfI JOKYMCHTallUH 3aka3uuka.



Il. 'naBa
NucTrpyknus YuyactHukam Konkypcea

1. OOumme cBeaeHud

OO0 «Uzbekistan GTL» (3aka3umk) B pamMKax pealu3anuu
MHBECTUIIMOHHOIO NpoeKkTa «IIpon3BOACTBO CUHTETUYECKOTO KUAKOTO TOIUIMBA
Ha Oaze oummeHHoro Mmerana lllypranckoro I'XK», oObsBIsSeT KOHKypc Ha
3aKyMKYy cepBepHoro oobopynoBanus aist MCC.

Konkypc npoBoautcs 1o anapecy: Pecriyonuka Y306ekucras, r. TamkeHT
100060, SAwmuabanckuit paiion, yia. ®aproma #ymm, nx. 7b, e-mail:
Procurement2@gtl.uz

KOHKVDCHaﬂ JOKYMCHTAIIMA 3arpy>XKC€Ha Ha
http://www.oltinyolgtl.com/russian/196/

KonTakTHOE n1110 3aKa34yMKa: IIaBHBIA criequanuct 1o 3akynkam ['ymapos T.X.
(ten. +998 71 202 40 36)

PaszbsicHeHHs IO KOHKYPCHOM TOKyMEHTAllud MOTYT OBITh MPEIOCTABICHbI
nocine oQuUIMaIbHOrO 3ampoca Ha (QUPMEHHOM OJlaHKe ydacTHUKAa C
UCTIONIb30BAaHUEM CPEJICTB TOYTOBOM WM DIEKTPOHHOM CBSI3M MO ajpecy:
Procurement2@gtl.uz_ne mo3aHee 4eM 3a MATh AHEH 10 KpaiHeW naThl MOAaYn
MIPETIOKECHU .

2. Topsinok nonauu KoHKYpCHBIX Npea10KeHuii

2.1. KonkypcHoe mpeanoxeHue, mojarorosieHHoe lloctaBuukom (nanee mo
TEKCTy YUYacTHUK KOHKYpCa), a TaKKe BCSI KOPPECIOHIACHIMS U TOKYMEHTAaLUs,
CBS3aHHASl C OTUM IPEUIOKEHHEM, NOJKHBI ObITH O0(OPMIICHBI HA PYCCKOM
fI3bIKe. YYACTHHK TOPrOB MOJKET IIPEACTABUTH CBOE MPEIJIOKEHHE HA IPYroM
SI3BIKE IIPU YCIIOBUHM NIPEOCTABIICHHUS IIPEUIOKEHNUS C 3aBEPEHHBIM IIEPEBOJIOM Ha
PYCCKHil £3BIK, B COOTBETCTBHM C TpeOOBaHUAMU NYHKTa 2.8 Hacrosmiei
KonkypcHoit noxymenrauuu. He mpemocraBiieHHMe mepeBoJa He SBJISETCS
MOBOJOM /Il JUCKBAIU(HKANMH YYAaCTHHKOB KOHKYypca.

Chapter 11
Instruction for the Bid Participants

1. General Provisions

As part of implementation of the “Production of synthetic liquid fuel on
the basis of purified methane of Shurtan GCC” investment project, Uzbekistan
GTL LLC (Client) announces Bid for supply of servers for MCC.

The Bid will be held at the the following address: the Republic of
Uzbekistan, Tashkent, 100060, Yashnabad district, Fargona Yuli str., 7b, E-
mail: Procurement2@gtl.uz

The Bid documentation is uploaded to
http://www.oltinyolgtl.com/russian/196/

The Client’s contact person: Chief Procurement Specialist — Timur Gumarov
(tel.+998 71 202 40 36)

Clarification on the Bid documentation could be received after official
request submitted on the participant’s letterhead using postal or electronic
communication to e-mail address: Procurement2@gtl.uz no later than 5 days
before the deadline of offer’s submission.

2. Procedure for submission of proposals

2.1. The bid proposal prepared by the Supplier (hereinafter referred to as the
Participant of the Bid), as well as all correspondence and documentation related
to this proposal, must be issued in Russian. The bid participant may submit
offer in another language, subject to the submission of a proposal with a
certified translation into Russian, in accordance with the requirements of Clause
2.8 of this Bid documentation. Failure to provide translation is not a reason
for disqualification of bidders.
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2.2. ena ToBapa nomkHa yKa3bIBaThCS B HAIMOHAJIBHOW BaoTe (071
pe3udenmos), ISl HHOCTPAaHHBIX KOMIAaHUM (0151 Hepe3udenmog) yKa3bIBaeTcs B
nomtapax CIHIA.

Ilpumeuanue: 3axazuux 6 coomeemcmeuu c¢ nocmanosnenuem Illpezudenma
Pecnyonuxu Yzoexucman om 29.12.2016 2. Ne IIII-2706 u nocmanosieHuem
Kabunema Munucmpos Pecnyonruxu Yszoexucman om 06.10.2017 2. Ne 803
0CB80002ICOeH OM YNIAMbl MAMONCEHHBIX niaamedicell (3a UCKIUeHuem coOopos 3a
mamooiceHHoe oopmaenue), 6 coomeemcmesuu ¢ nocmanosienuem Ilpezudenma
Pecnyonuxu  Vzoexucman om 16.07.20182. Ne [IIlI-3857 He sensemcs
naamenvwuxom HJ[C.

2.3. [Tocnennuii cpok mnomaun KoukypcHbIX mnpeanoxkenuit: go 12-00
mectHOoro Bpemenu «6» mas 2020 roga. K paccmorpenuto OymayT NpUHSTHI
KonkypcHble mpennokeHus, MOCTYNUBIIME A0 HCTEYCHHS CpPOKa, MO aJipecy:
Pecniy6nuka VY36ekucran, r. Tamkent 100060, SAmuabanckuii paiioH, yiI.
®aprona ynu, 1. 7b.

2.4. KonkypcHbple mpeioxkeHusi, nocTynuBmme mo moure mocie 12-00
MecTHOTO BpeMeHu «6» mas 2020 roga, TNPUHUMATHCS, BCKPBIBATHCA U
paccMaTpuBaThCs He OyIyT, HE3aBUCUMO OT MPUYMH orno3aaHus. [Ipennoxenus,
MOJTyYEeHHBIC TIOCTIC WCTEYCHHS KpaWHEro CcpokKa IOJadd IPEIOKCHHM
MOCPEACTBOM MOYTHI, HE BCKPBIBAIOTCSA, © MOTYT OBITh BO3BpAIIICHBI B TeUueHue 15
JHEW YMOJTHOMOUYEHHOMY TPEACTABUTEI0, 10 HWCTEUEHHIO YKa3aHHOTO CPOKa.
3aka34ylK HE HECET OTBETCTBEHHOCThH 3a MX COXPAHHOCTD.

2.5. KonkypcHas komuccusi 3aka3yumka BCKpPBIBAeT OOIIMM KOHBEPT C
KonkypcubiMu npeiokenusimu (mo azapecy: 100060, Pecrybnmka Y30ekucras,
r. Tamxenr, fAmuabanckuiti paiion, yin. @aprona #ymm, n. 7b.) B 16-00
«6» mag 2020 rona.

2.6. [TpencraBuTeNb YYacTHUKA KOHKYpPCA, IMEET MPABO MPUHATH YUaCTHE
BO BCKPBITUU ero KOHKYypCHOTO MpeUIOKEeHHs], UIsl 4ero YYacTHHK KOHKypca
JOJDKEH JI0 WCTEYCHHS Cpoka Mmojadd KOHKYpPCHBIX TIPEUIOKCHHHA I10]1aTh
3asBieHHe 00 €ro y4JacTMM Ha BCKPBITUU. J[JS TPUCYTCTBUS HA BCKPBITUU
MPEJICTAaBUTE)Ib  YUYAaCTHUK KOHKypca JIOJDKEH IMPEJICTAaBUTh  JIOKYMEHT,
MOJITBEPXKIAIONNI  HEOOXOIUMBbIE TIONTHOMOYHSI, Y4YacTBOBaTh OT HMEHHU
VYyacTHHKa KOHKYpca (yIOCTOBEpEHHUE WM JOBEPEHHOCTh YYaCTHHK KOHKYpCa).
2.7. Y4acTHUK KOHKypCa HECET BCE PaCcXO/Ibl, CBSI3aHHBIE C TMOJTOTOBKOMN U
nomaueld KoHKypcHOTO TpemiokeHus. 3aKka3uyuKk HE MMeEeT 00s3aTelbCTB U HE
HECEeT OTBETCTBEHHOCTH 3a TAKUE 3aTPATHI.

2.2. Price of the Goods shall be indicated in national currency (for
residents), and for foreign companies (for non-residents) it shall be specified in
US Dollars.

Note: the Client is exempt from paying customs duties (except for customs
clearance fees) in accordance with Decree of the President of the Republic of
Uzbekistan dd. 29.12.2016 No.PP-2706 and Decree of the Cabinet of Ministers
of the Republic of Uzbekistan dd. 06.10.2017 No. 803, and is not a VAT payer
in accordance with Decree of the President of the Republic of Uzbekistan dd.
16.07.2018 No. PP-3857.

2.3. The deadline for submission of the Bid Proposals is until 12-00 p.m.
local time on 6 of May 2020. The Bid Proposals which are received before the
deadline to: the Republic of Uzbekistan, Tashkent, 100060, Yashnabad district,
Fargona Yuli str., 7b, will be accepted for consideration.

2.4. The Bids received after 12-00 local time 6 of May 2020 will not be
accepted, opened and considered regardless of the reasons of the delay.
Proposals submitted by post mail after deadline will not be opened and could
be returned back within 15 days to Representative of the Participants after
expiry of the specified period. The Client shall not be responsible for their
safety.

2.5.  The Bid Committee of the Client shall open the common envelope with
the Bid Proposals (at: the Republic of Uzbekistan, Tashkent, 100060,
Yashnabad district, Fargona Yuli str., 7b. ) at 16-00 on 6 of May 2020.

2.6. Representative of the Participant shall have the right to take part in
opening procedure of its Bid Proposal, for which the Participant shall submit an
application for its participation in the opening before the bid closing date. In
order to attend the opening procedure, the representative of the Participant shall
provide a document confirming the necessary powers to attend on a behalf of
Participant. (Identity card or power of attorney of the Participant).

2.7.  The Participant shall bear all costs related to preparation and submission
of the Bid Proposal. The Client shall have no obligation or liability for such
costs.



2.8. KonkypcHoe npenjioskeHue JT0KHO HAXOAUTHCS B 3alle4aTaHHOM
o01meM KOHBepTe, M BKIKYaeT:

- O6mume u kBanu(UKAIMOHHBIC CBEACHUS 00 YYacTHUKE KOHKYPCa,

- koHBepT Ne 1 comepxamuii TexHudyeckoe npeioKeHne Y4acTHUKA KOHKypca
B OJHOM JK3eMIUIsIpe (OpUTHMHAN), a TAKXKE DJIEKTPOHHBIM HOCHUTENb C KONUEeH
Texauueckoro npenoxxenus B popmare Microsoft Office.

- kKoHBepT Ne 2 comepkamuii KomMmepdeckoe mpemyiokeHue YdacTHUKA
KOHKYpca, IIOArO0TOBJIEHHOE B cOOTBETCTBUH ¢ [Ipuioskennem Ne3 k KonkypcHoit
JIOKYMEHTAIUH, B OJTHOM 3K3EeMIUIIpe (OpUTHHAI).

OO0ummii koHBepT, KOHBepThHI Ne 1 ¥ 2 J0/1KHBI ObITH ONEYaTAHbI H
NOANMCAHBI JMLOM (JHMLIaMH), HAACAEHHBIM MOJHOMOYMAMHU JUIS MOJINUCAHUS
KonkypcHOro mpemnokeHuss OT HMEHM YdacTHUKA KOHKypca. Ha Bcex

2.8. The Bid Proposal shall be in a sealed common envelope, which
includes:

- General and qualification information of the Bid Participant;

- Envelope No. 1 containing a Technical proposal in one counterpart
(original copy) and electronic media in one copy of Technical proposal in
Microsoft Office format.

- envelope No. 2 with a Commercial Proposal in accordance with
Attachment #3 to Bid documentation in one counterpart (original copy);

The common envelope, envelopes 1 and 2 shall be sealed and signed by a
person (s) authorized to sign the Bid Proposal on behalf of the Participant. All
envelopes shall bear the name of the Bid, envelope numbers and the name

KOHBEPTAaX J0JUKHBI _ObITH _0003HAYeHbLI HOMepa KOHBEPTOB, HAa3BaHHE

of Participant.

KOHKYPCA ¥ Ha3BaHMe YYACTHUKA KOHKYpCa.

Bce crpanuupsl KoHKypcHOTo npeanoxkeHus JOJDKHBI ObITh MOJIMCAHBI
JAULIOM (JIMLaMu), noanucaBmMM KoHKypCHBIE peaioKeH s, IPOHYMEPOBaHbI U
IIPOILNTHI.

Ecnu HapyXHBIN KOHBEPT HE 3alledaTaH U HE IIOMEYEH B COOTBETCTBUHU C
BbIIIIEYKa3aHHBIMH TPEOOBaHUAMU, 3aKa3YMK HE HECET HUKAKON OTBETCTBEHHOCTH
3a YTEPIO €ro COJEPKUMOTIO.

ITepedyenb 10KyMeHTOB, He00X0AMMBIX 1JIs1 ydacTusi B Konkypce

Ilepeuenv 0okymenmog obuiezo Koneepma

1. O6mue u xBanuduKauMoOHHBbIE cBeleHUs 00 YuactHuke Konkypca
(IIpnaoxenue 1 k KoHkypcHO# 10KyMeHTALMH).
2. Konuu neiicTByromux JIMLEH3HUMA, pa3pelieHnii, JOMyCcKOB, CepTU(UKATOB

Ha OCYILIECTBISIEeMbIE BHUJIOB JAEATEIbHOCTH, HEOOXOIUMBIC IS TPOBEACHUS
IIOCTaBOK, BbICTaBICHHbIX Ha KoHkypc, ykazanHeix B 1.10 Texnmueckoro
3a/1aHus.

3. OpurvHa JOBEPEHHOCTH WJIM HOTAPHAJIBHO 3aBEPEHHAs KO
JIOBEPEHHOCTH JHIy, NojnucasiieMy KoOHKypcHOe MNpeanokeHue, Ha IpaBo
IPUHUMATh 0053aTeNbCTBA OT UMEHH YUYacTHUKA KOHKYPCa, €CIIM TaKOe JIUIO He
HAJEJICHO COOTBETCTBYIOIIMMM IIOJIHOMOUYUSAMM COIVIACHO  yYPEAUTEIIbHBIM
JIOKYMEHTaM Y YaCTHHKA.

4. Konus cBuaeTenscTBa 0 perucTpaluu I0pUARYECKOr0 LA YYaCTHHUKA.

All pages of the Bid Documentation shall be signed by the person (s) who
signed the Bid Proposals, enumerated and stitched.

If the outer envelope is not sealed and marked in accordance with the
above requirements, the Client shall not be liable for loss of its contents.

List of documents required for participation in the Bid

List of common envelope documents

1. General and qualification information of the Bid Participant
(Attachment 1 to the Bid Documentation).

2. Copies of existing licenses, permits, permissions, and certificates for
types of activities are required for deliveries which are put out to the Bid, as
specified in clause 10 of the Technical Specification.

3. Original copy of power of attorney or a notarized copy of the power of
attorney to the person who signed the Bid Proposal, for the right to accept
obligations on behalf of the Bid Participant, if such person is not properly
authorized according to the constituent documents of the Participant.

4. A copy of the registration certificate of the Participant's legal entity.



5. OpurnHan  OaHkoBckod [apaHTM  O€30T3BIBHOCTH  KOHKYPCHOTO
NpeUIOKEHUs] WIM KOmMMA TopydyeHuss Oanka o0 oOecneuenun ["apantum
0€30T3BIBHOCTH KOHKYPCHOTO TMpPEIJIOKEHUS B JIGHeXHOW (opme wiH
obecnieuntesnbHas cymma B pazmepe 15000 (msitHauars Teicsd) gosuiapos CHIA
B BUJIE IIATEKHOTO TOPYYCHHUSI.

Ilepeuenv 0okymenmoes kongeepma «1»

1. TexHuuyeckoe TMpenoKEHUE, COCTABICHHOE B  COOTBETCTBHHM C
TpeOoBanusiMu Texunuueckoro 3ananus (IIpmiaoxenue Ne2 k KonkypcHoi
JOKYMEHTALMH).

2. B xonBept «1» Takke BKiaabIBaeTcs 3JIeKTpoHHbIM Hocutens (CD-R) ¢
JNEKTPOHHBIMU BEPCUSMHU BJIOXKEHHH KOHBepTa «1» B dopMare MNPUIOKEHHIMA
cranmapTHoro kousepra Adobe Acrobat (PDF) Bepcuit 5.0 u BbIlIe; BO3MOXHO
npenocTaBieHue 10KyMeHToB B (hopmare .DOC.

Ilpumeuanue: /[okymenmul, 6xoosuue 6 koneepm «1», He 00ndCHBI COOEpICcams
HUKakou uHgopmayuu omuocumenvHo yeusvl Konkypcnozo npeonosicenus. Bce
yemnvl, mapuguvl u umozosvle cymmol, cocmasisrowue Ilpeonoxicenue, 00HCHbI
cooepaicamvbcss MoNbKo 8 OO0KyMewmax kouwsepma «2». Ilpu necobarodenuu
0aHHO020 yC08Us Yuacmuuxk OucKeaiuguyupyemcs.

Ilepeuens 0oKymenmoe Kongepma «2)
1. Ienosoe npemioxenue (ITpunoxenue 3).
2. Tabmuua nex (Ilpunoxenue 3).

2.9. VYyacTHUK KOHKypca B JONOJHEHHWE K TmojaHHOMY KoHKypcHOMY
NPEVIOKEHUI0 MOXET MPEeICTaBUTh AJIbTEPHATUBHOE MPEIIOKEHHUE, KOTOpOe
SBJISIETCS MIPUBJIEKATENbHBIM C TEXHUUECKOW W/WIIM KOMMEPYECKOH TOUKH 3peHUs
U MOXKET MPEJOCTaBUTh 3aKa3uMKy CYLIECTBEHHYIO SKOHOMMIO 3aTpar. JlaHHoe
NpPEUIOKEHHE JIOJDKHO OBITh BJIOXKEHO B OTIENbHBIH KOHBEPT C HAANMCHIO
«AJIbTepHATHBHOE NPeAJI0KeHUe».

2.10. AunbprepHaTHBHOE NpeAJIOKEHHE YYacTHHUKAa KOHKypca, ToJaHHoe 0e3

npenctaBieHuss KOHKypcHOro mpeioxKeH s, paccMaTpuBaThCs He OyieT.

2.11. KoHKypcHOE TpeUIOKEHUE JODKHO OCTaBaThCs B cuiie B TeueHne 90
(IeBSHOCTO) JIHEH ¢ JaThl MoAa4M npeuioxenus. [Ipn HeoOX0MMOCTH, 3aKa3UlK
MOXET OTIPABUTh 3aAlPpOC O IPOJJICHUM CpPOKa ACHCTBUA MPEUIOKEHHS Ha
OTIpe/ICTICHHBI Tepruoa, TpeOyeMblid IS OICHKHU MPEeAoKEHU. ITO IOIKHO
OBITH TOATBEPXKICHO MpeacTaBIeHHON ydyacTHUKOM Konkypca [apantueit
0€30T3bIBHOCTH KOHKYPCHOTO TPEAJIOKEHUS, B CIydae MpelOoCTaBICHUS

5. The Bank guarantee (original copy) of the irrevocability of Bid or a copy
of the bank’s order to secure the guarantee of the irrevocability of Bid in cash
or a security amount in the amount of 15,000 (fifteen thousand) US Dollars in
payment order format.

The list of documents of envelope 1
1. Technical proposal drawn up in accordance with requirements of
Technical Specification (Attachment 2 to the Bid Documentation).

2. Envelope 1 shall also include an electronic media (CD-R) with electronic
versions of Envelope 1 inclusions in the format of standard Adobe Acrobat
(PDF) 5.0 and higher; documents in .DOC. format can also be submitted.

Note: Documents included in Envelope 1 must not contain any information
regarding the Bid price. All prices, tariffs, and totals that make up the Proposal
must be contained only in documents of Envelope 2. Failure to satisfy this
condition leads to disqualification of the Participant.

List of documents of Envelope 2
1. Price proposal (Attachment3).
2. Price table (Attachment 3).

2.9. In addition to the submitted Bid Proposal, the Bid Participant may
submit an alternative proposal that is technically and/or commercially attractive
and may deliver substantial cost savings to the Client. This proposal shall be
enclosed in a separate envelope marked as “Alternative proposal”.

2.10. An Alternative Proposal submitted by a bidder without a Bid Proposal
will not be considered.

2.11. The bid proposal must remain valid for 90 (ninety) days from the date of
submission of the proposal. If necessary, the customer can send a request to
extend the validity period of the proposal for a certain period required for the
evaluation of proposals. This must be confirmed by the guarantee of
irrevocability of the bid submitted by the bidder, if the guarantee provides
irrevocability of the bid in cash, this amount will be withheld until the expiration
of the above period.



["apanTHeil 0€30T3BIBHOCTH KOHKYPCHOTO TIPEIJIOKEHHUST B IEHEKHOU GopMme, TO
JMaHHas cymMmMa Oy/IeT yIep >KUBaThCsl 10 UCTEYCHHUSI BBIIIICYKa3aHHOTO CPOKA.
2.12. TapanTus 6€30T3BIBHOCTH KOHKYPCHOTO IpemioxkeHus: B pazmepe 15 000
(matHamuath Thicsd) aosuiapoB CIIIA MmoxeT ObITh TpeACTaBICHA O JaThl
BCKPBITHUSI KOHKYPCHON KOMHCCcHEN 3aKa3uynka KOHBEPTOB:

- B BUJIe OAHKOBCKOI TrapaHTUH;

- B JICHeXHOU (popme myTeM NepeyuclieHUs Ha pacueTHBIA cyeT 3aka3uuka, 1o
CIICTYIOIIUM PEKBU3UTAM:

IOpuanyeckoe nuro: OO0 "Uzbekistan GTL"

Anpec 1op. nuna: PecriyOnuka  Y30ekucraH, T.
Smnabanckuit paiion, yin. @aprona itynu, a. 7b.

NHH: 207041936

OKD: 35210

Tamkenr 100060,

bank: T'onoBnoii opuc AKB "Acaka"

Anpec 6anka: 100015, r. Tamkentr, Mupabaackuii p-H, yi1. Hykycckas, a. 67,
Teir.: (+99871) 120-82-10, (+99871) 200-55-22

M®O: 00873

MHH: 201589828

p/c B Hall.BaItOTE 2021 4000 7048 1968 0008

p/c B un.Bamote USD 2021 4840 5048 1968 0011

SWIFT xox: ASBKUZ22

Jeranu miarexa: I"apanTHs 6€30T3BIBHOCTH KOHKYPCHOTO MPEAIOKEHUS IS
yuactus B Konkypce «3akynka cepsepHoro ooopynosanus aisa MCC»

2.13. Tapantus cuuTaercs TPEAOCTABICHHONH TIOCIE TIOCTYIUICHHS OT
YIIOJIHOMOYEHHOro  OaHka 3aka3yMka TOATBEPXKICHMS O  3aUUCICHUHU
HEOOXOAMMOM CyMMBI JICHE)KHBIX CPEJCTB HAa PACUETHBIN cueT 3aka3dyuka, He
no3nHee cpoka momaud KoHkypcHbIX mpemnoxenuil. Pesunentsr PecnyOnuku
VY30ekucTtan BIpaBe IMPeACTaBUTh YKa3aHHYK [‘apaHTui0O B HalMOHAIbHON
BAJIIOTE, CyMMa KOTOPOHl pacCUMTHIBAE€TCS IO TEKyIleMy OOMEHHOMY Kypcy
[enTpansHoro banka PY3 Ha nens odpopmnenus ['apantuu. Y4acTHUKH, KOTOpBIE
IpeOCTaBISAIOT opuruHan bankoBckoil rapantun Ha pupmeHnHom Onanke banka,
ToJDKHBI 00ecnieunth oTpaBKy SWIFT-coobmienus B popmare MT 799 ot Ganka,
BeIMycTUBIEro rapantuto. Jlannoe SWIFT-cooOmieHne DOMKHO COOEpKaTh
MH(POPMALNIO, TOATBEPKIAIOLLYIO BBITYCK OAaHKOBCKOW TapaHTUH B pa3Mepe U Ha
CPOK, YKa3aHHOM B HacTOALIEH KOHKypcHOM nokymeHTauuu. KoHkypcHoe

2.12. The guarantee of irrevocability of the bid proposal in the amount of
15,000 (fifteen thousand) US dollars could be submitted to the date of opening
of envelopes by Client’s Bid committee:

- in the form of a bank guarantee;

- in cash by transfer to the Customer’s bank account, at the following details:

Legal Name: Uzbekistan GTL LLC

Address: 7B, Fargona Yuli, Yashnabad district, Tashkent 100060, Republic of
Uzbekistan.

TIN: 207041936

OKED: 35210

Bank: Head office of JSCB "Asaka"

Bank address: 100015, Tashkent, Mirabad district, ul. Nukusskaya, 67, tel .:
(+99871) 120-82-10, (+99871) 200-55-22

MFI: 00873

ITN: 201589828

Account No (sum) 2021 4000 7048 1968 0008

Account No USD 2021 4840 5048 1968 0011

SWIFT: ASBKUZ22

Payment Details: Guarantee of irrevocability of the Bid for participation in the
Bid ""'Supply of servers for MCC"*

2.13. The guarantee is considered to be provided after receipt of confirmation
from the authorized bank of the Customer about the crediting of the necessary
amount of funds to the Customer’s bank account, no later than the deadline for
submission of Bids. Residents of the Republic of Uzbekistan are entitled to
submit the specified Guarantee in national currency, the amount of which is
calculated at the current exchange rate of the Central Bank of Uzbekistan at the
date of issue of the Guarantee. Participants who provide the original Bank
guarantee on Bank's letterhead must ensure that the SWIFT message is sent in
MT 799 format from the bank that issued the guarantee. This SWIFT message
must contain information confirming the issuance of a bank guarantee in the
amount and for the period specified in this bid documentation. The Bid of the
Participant, which submitted a copy of the Bank guarantee of the Bid
Application, is rejected. A bank guarantee must be valid for 30 (thirty) days
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npeaJio:KeHne Y4YacTHUKA, MpeIcTABUBIIEr0 Konuw baHkoBCKo# rapanTumn
o0ecneuenusi KoHKypcHOW 3asiBKH, OTKJIOHsieTcsl. baHkoBckas rapaHTus
NOJKHA OBITh NeiicTBUTeNbHA B TeueHue 30 (TpuAuaTtu) AHEH mociie uCTeueHus
cpoka aeiictBust KonkypcHnoit 3aaBku (Bcero 120 (cTo nBaanarh) qHed ¢ MOMEHTA
BCKPBITHSI KOHBEPTOB ¢ KOHKYpPCHBIMU NPEATIOKEHUSIMU).

Obecneuenust KonkypcHBIX 3asBOK, mpezacraBieHHsie B ¢popme OPUT'MHAJIA
bankoBckoli rapanTMM Ha (¢upMeHHoM Onanke baHka, BO3BpamarOTCs
MPOUTPABLIUM YUaCTHUKAM KOHKYpCa B TeUCHHE 5 (IIATH) JHEH MOCIIe OKOHYAHUS
CpOKa JIeUCTBUS MX BaHKOBCKUX rapaHTHH.

2.14. Tapantuss 0€30T3BIBHOCTH
BO3BpaTy:

KOHKYPCHOI'O  IPCIJIOKCHUA  TTOMJICIKUT

- yuactHukaM KoHKypca, KOTOpble HE OMpeesieHbl B Ka4eCcTBE MOOeIUTENs WIH
PE3epBHOIO MOOEAUTENs, MO HCTeUeHHH S5 (mATh) padbouyux AHEH Tmocie
3aBEPIICHHS KOHKYPCA;

- nobenutento Konkypca nociue noanucanusi ¢ HuM KoHTpakTa u npeacTaBaeHus
uM ["apantuu Ucnonnenus Konrpaktaeix O0s3aTeNbCTB;

- pe3epBHOMY NOOEIUTENI0 MOCIEe MMOANUCAHUS KOHTpPAaKTa ¢ MoOeAUTEIeM
Konkypca;

- B CJly4ae OTMEHbI KOHKYPCHBIX TOPTOB.

2.15. T'apanTus 6€30T3BIBHOCTH KOHKYPCHOTO MPEJIOKEHUS HE BO3BpAIaeTCs B
CIIEYIOIINX CIydasx:

- ydacTHUK KoHKypca HEOOOCHOBAaHHO OT3BIBA€T CBOE MpPEMJIOKEHHE, JHO0
BHOCHTbH U3MEHEHHUS MOCJIE UCTEUEHHUS CPOKa MOJa49l KOHKYPCHBIX TTPEITIOKECHHIA;
- yuactHUKaM KoOHKypca, B OTHOILIEHWH KOHKYPCHBIX IMPEJIOKEHUN KOTOPBIX
BBISIBJICHBI TIPU3HAKH KOPIIOPATUBHOTO CTOBOPA, YTO MOTJIO TOBJIHUATH Ha BHIOOD
nobeautens Konkypca;

- yaactHuKaM KoHKypca, mpeacTaBuBITNM MOAJIOKHBIC TJOKYMEHTHI,

- mobeautens Konkypca cBoeBpeMeHHO He moamucan KoHTpakT ¢ 3akazuymkom
W/ATW  HE TPEACTaBIII 3aKa3uuWKy [apaHTHIO MCIONTHEHUS KOHTPAKTHBIX
00513aTEeTLCTB.

2.16. Yyactauk KoHkypca HeceT Bce pacxojsl MO TMPEICTaBICHHUIO | apaHTHH
0€30T3BIBHOCTH KOHKYPCHOTO TMPEAJIOKEHHUs, a TakKe IO BO3BPATy CYMMBI
3akazunkom ["apaHTH 6€30T3BIBHOCTH KOHKYPCHOTO MPEJIOKEHHUSI, BHECEHHOHN B
NeHe:xkHOM (opme. VYUacTHHK TOProB HECET BCE pPAcXO[bl, CBS3aHHBIE C
MOATOTOBKOM M mogauer cBoero KoHKypCcHOro npejiokeHust. 3aka3uuk HA B KOEM

after the expiration of the Bid Application (a total of 120 (one hundred twenty)
days from the moment of opening the envelopes with the Bids).

Provision of Bid applications submitted in ORIGINAL copy of Bank Guarantee
on the Bank's letterhead shall be returned to lose participants within 5 (five) days
after the expiration of their Bank guarantees.

2.14. The irrevocability guarantee of the bid proposal is refundable:

- to participants of the Bid who are not defined as the winner or reserve winner,
after 5 (five) business days after the completion of the Bid;

- to the winner of the Bid after signing the Contract with him and submitting to
him the Guarantee for the Performance of Contractual Obligations;

- to the reserve winner after signing the contract with the winner of the Bid,;

- in case of cancellation of competitive bidding.

2.15. The irrevocability guarantee of the bid proposal is not returned in the
following cases:

- the bidder unreasonably withdraws his proposal, or make changes after the
deadline for submitting bid proposals;

- participants of the Bid, in relation to the competitive offers of which signs of
corporate conspiracy were revealed, which could affect the choice of the winner
of the Bid;

- Participants of the Bid who submitted false documents;

- the winner of the Bid did not sign the Contract with the Customer on time and
/ or did not provide the Customer with the Guarantee of Contractual Obligations.

2.16. The Bidder shall bear all expenses for the presentation of the Guarantee of
the Irrevocability of the bid proposal, as well as for the return of the amount by
the Customer of the Guarantee of the Irrevocability of the bid proposal, made in
cash. The Bidder shall bear all expenses associated with preparation and
submission of the Bid. The Client shall in no case be liable or liable for these
costs, regardless of the nature of the conduct and results of the bidding.
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cllyyae HE OTBEYAET U HE HECET 00s3aTEeNbCTB 10 3TUM PacXojaM, HE3aBUCUMO OT
XapakTepa MpOBEIEHHS U PE3YJIbTaTOB TOPIOB.

I1l. I'naBa
3. [Mopsinok paccMoTpenusi u oneHka KOHKYpPCHBIX npeaioKeH it

3.1.  PaccmoTpeHme, BCKpBITHE |
Konkypca, ocymiecTBisieTcst B [Ba 3Tarna:

OILICHKa Hpe,Z[J'IO)KeHI/Iﬁ Y4aCTHHUKOB

I aTan — oOmras kBanM(pUKAIMOHHAS OIICHKA U TEXHUYECKasl OIICHKA;
II 3Tanm — koMMepUecKas OIEHKaA.

3.2.  Halsrane KonkypcHas komuccus 3aKkazumka:

- BCKpbIBAeT 001K KOHBEPT yuacTHUKOB KoHKypca;

- IPOBEPSET COACPKUMOE KOHBEPTA HA IIPEIMET €TI0 KOMIUIEKTHOCTH;

- IPOBOJUT KBATM(PHUKAMOHHYIO OLIEHKY Y4aCTHUKOB KOHKYypca.

- BCKpbIBaeT KOHBEPTHI Ne 1 nipeioxkeHunii Y4aCTHUKOB KOHKYPCa,

- IpoBepseT coiepxkumoe KoHBepToB Ne 1 Ha mnpeamer ux
KOMIUIEKTHOCTH;

- MPOBOJUT TEXHUYECKYIO OLICHKY KOHKYPCHBIX INPEMJIOKEHUN Ha MPEAMET HUX
COOTBeTCTBUSl TpeboBaHusAM TexHuueckoro 3amanHus 3akasuuka ([Ipunoxxenue
Ne 2 k KoHKkypCcHOW TOKyMEHTaIUN );

- ompezaenseT YYacTHUKOB KOHKYpCa, NPEIIOKEHHUS KOTOPbIX CUHUTAIOTCS
COOTBETCTBYIOLMMH TpeOoBaHUAM TeXHHUYECKOTo 3a/1aHus 3aKa3unuKa Ha OCHOBE
[punoxenns Nel x Texuuueckomy 3ajanuto, ykazanHoi B [Tpunosxenunn Ne 2 k
KoHKypcHOI TOKyMEHTalNN.

3.3. Ipemnoxenuss y4dacTHUKOB KOHKypca, KOTOpBIE COOTBETCTBYIOT
TpeboBanusaM TexHuyeckoro 3aaanus 3aka3uuka, nepenatorcs Ha |l stam.

3.4. Ha Il atane KonkypcHast koMuccust 3aka3zqumka:

- BCKpBIBaeT KOHBEPT Ne 2 ¢ KOMMEPUYECKHMMH NPEITIOKECHHUSIMHU YUYACTHUKOB
KOHKypca - mobenureneii | stana,

- IPOBEPSIET COACPIKUMOE KOHBEpTOB Ne 2 Ha peMeT UX KOMIUIEKTHOCTH;

- IPOBOJIUT KOMMEPUYECKYIO OLIEHKY KOMMEPUYECKHX MPEIOKEHUI Ha TPEeIMeT UX
cooTBeTcTBUSl TpeOoBanusiM Tmipoekta Kontpakra (IIpunokenne Ned x
KoHkypcHOI NOKyMEHTaIuu), coaepKaHus CHeuu(puKauu ¥ MPUEMIIEMOCTh
LICHBI 110 OTHOLIEHUIO K IIPECTABICHHBIM TEXHUYECKUM PELICHUSM;

Chapter 111
3. The procedure of review and evaluation of the proposals

3.1.
stages:

Proposals of the Bid Participants shall be reviewed and evaluated in two

Stage I-general qualification evaluation & technical assessment;
Stage Il1-commercial evaluation.

3.2. At Stage I, the Client's Bid Commission shall:

- open the common envelope of the Bid Participants;

- check the contents of the Common envelope for completeness;
- conduct a qualification assessment of the Bid Participants.

- open Envelope 1 of the Bid Participants proposals;

- check contents of Envelopes 1 for completeness;

- conduct technical evaluation of the bids for their compliance with requirements
of the Client's Technical Specification (Attachment 2 to the Bid
Documentation);

- determine the Bid Participants whose proposals are considered to meet
requirements of the Client's Technical specification based on Attchmentl to
Technical Specification specified in Attachment 2 to the Bid Documentation.

3.3.Proposals of the Bid Participants which meet requirements of the Client's
Technical specification shall be passed to Stage I1.

3.4. At Stage 11, the Bid Commission of the Client shall:

- open envelope 2 with commercial proposals of the Bid Participants -winners
of Stage I;

- check contents of Envelopes 2 for completeness;

- conduct commercial evaluation of commercial proposals for their compliance
with requirements of the Draft Contract (Attachment 4 to the Bid
Documentation), content of specification and affordability in terms of presented
technical solutions;

- determine the winner of Bid which offered the best conditions for performance
of the Contract based on criteria specified in Article #5o0f the Bid
Documentation;
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- ompenenser mnoOeauTeNns KOHKypca, MpeUIOKHUBIIEr0 JIy4dllHe YCIOBUS
MCIIOJTHEHUS] KOHTPAaKTa Ha OCHOBE KpurepueB coriacHo ['nase NeS5S KonkypcHoit
JOKYMEHTaluH;

- 10 YCMOTPEHHUIO, OIPEAEISACT PE3EPBHOIO MCIOIHUTENSA, IPEAIOKEHUE
KOTOpOro 1o pemeHn0 KOHKypCHOM KOMHMCCHM NPU3HAHO HAWIyYIIUM IIOCIIE
IPeJIOKEHHs T0OeUTENsI KOHKYpCa.

IIpumeuyanue. Kouepr Ne 2 ¢ KOMMEpYECKMM NPEUIOKEHUEM YUYaCTHUKOB
KOHKYpCa, He ITpoleamux [ aram, He BCKphIBaIOTCS U BO3BPALLAIOTCS Y YaCTHUKAM
KOHKYpCa.

IV. 'naBa
4. Kputepuu olleHKH

4.1. KoHkypcHble npemsiokeHus: oleHuBaroTcs KOHKypcHOM komuccued, Ha
COOTBETCTBUSI ~TpeOOBaHMSAM  3aKa3uuKa, BKIIOYas TEXHUUYECKOM  4YacTu
KoOHKypCHOTO IpeyioKeHusl Ha MEPBOM 3Talle OLEHKHU, a TAK)Ke NpeaslaracMon
neHbl KOHKYpCHOTO IpeaiosKeH s M C Y4eTOM NpeaaraeMbiX CpoKoB, 00bEMa U
KayecTBa IocTaBisieMoro ToBapa Ha BTOPOM dTare OLEHKH.

4.2.  Ilpu sToM, oLileHUBAIOTCA TOJIBKO Te KOHKYpCHBIE NpeiokKeHus, KOTopble
IPU3HAIOTCS COOTBETCTBYIOIIUMU TpeOoBaHUAM KOHKYypCHOHM OKyMEHTaluu Ha
Ka)KJI0M JTarle.

4.3. KoHKypcHBIE  TpEUIOKEHHS, TpPU3HAHHBIE  HECOOTBETCTBYIOIIUMHU
TpeboBanusM KOHKYpCHON TOKyMEHTalluu, MOTYT ObITh OTKJIOHEHBI KOHKypCcHOM
KOMUCCHEN Ha J1r000M 3Tare KOHKypca.

Kpamnpukanuonnbie 1 TexHu4yeckne KpUTEPUH OLEHKH

[Ipennoxxenue, oTpaskeHHOE B IEPBOM KOHBEPTE OYAET OLIEHUBAThCS 3aKYINOYHON
KOMHCCHEN Ha COOTBETCTBHUE YCIOBHUAM KOHKYPCHOU JOKYMEHTAIUH, B TOM YUCIIE
TexHu4eckomMy 3a1aHHUIO.

He coorBercTByromue TpeOoBaHMSIM TEXHUYECKOrO 3aJaHusi, He OyayT
paccMaTpuBaTbCAd U JIOIYCKAaThCS K OLEHKE KOMMEPYECKOM YacTH, €CIU TaKue
OTKJIOHEHHUSI, IO PELIECHUIO 3aKyTIOYHON KOMHUCCHHU CYIIECTBEHHO Oy1yT BIUSAThH Ha
[IOCTaBKY Kaue€CTBEHHOI'0 TOBAPA U COIYTCTBYIOIIUX YCIIYT.

Kommepueckasi onenka
[ToOenuTeneM mpu3HAETCsl YYaCTHUK KOHKYpCa, Yb€ MPEIONKEHHE MPU3HAHO
COOTBETCTBYIOIMM TEXHHUUYECKUM TPEOOBAHUSAM M NPEIIOKUBIINN HAWTYULIYIO

- At its discretion, determine backup Contractor whose proposal is recognized
the best after proposal of the winner of the Bid, by the decision of the Bid
Commission.

Note. Envelope 2 containing commercial proposal of the Bid Participant who
have not passed Stage I, shall not be opened and shall be returned to the Bid
Participants.

Chapter IV.
4. Criteria of Evaluation

4.1. The Bid Proposals shall be evaluated by the Bid Commission based on
Client’s requirement including technical part of the Bid Proposal on first stage,
as well as the proposed Bid price on second stage taking into account the
proposed terms, volume, and quality of the Goods to be delivered.

4.2. Atthis, only those Bid Proposals shall be evaluated which are recognized
as meeting the requirements of the Bid Documentation on each stage.

4.3. Bid proposals which are found not meeting the requirements of the Bid
Documentation may be rejected by the Bid Commission.

Quialification & Technical evaluation criteria

Proposal reflected in common envelope and Envelope #1 will be evaluated by
Bid commission for compliance of Bid documentation, including Technical
Specification.

Technical proposals not meeting the requirements of the Technical specification
will not be reviewed and will not be admitted to evaluation of the commercial
part if such deviation found by Bid commission will influence on supply of
quality Goods and related services.

Commercial evaluation

Bid Participant whose proposal is recognized as meeting the technical
requirements and which offered the best price for the required Goods volume
and delivery time, and accepting the terms of the Contract shall be recognized
the winner of the Bid (Attachment 4).
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IIeHy Ha TpeOyemblii 00beM M CPOKM MOCTaBKM ToBapa, ¢ MPUHATHEM YCIOBHUI
KOHTpakTa (npuioxxenue Ne4).

V. T'naBa
5. 3akiauuTeIbHbIE MOJ0KEHUS

5.1 3aka3ymk 3aKiI0YacT KOHTpakT ¢ mobeaurtenem KoHkypca u mocne ero
IOJIUCAHUS BCE MPEIIIESCTBYIOIINE IEPErOBOPHI U MEPENHCKA 110 HEMY TEPSIOT
CHILY.
5.2  PemeHuss KOHKYPCHOM KOMMCCHUM YKAa3bIBAalOTCSI B COOTBETCTBYIOIIMX
MPOTOKOJIAX €€ 3aCECIaAHU M.
5.3  3aka3uuKk 3aKioyaeT KOHTpakT ¢ mobeaurenem KoHkypca, ¢ MOMeHTa
HOJIUCAaHUsl KOTOporo nodenutens KoHkypca n0KeH npelcTaBuTh 3aKa3uuKy
['apantuto oOecrnieyeHHss HMCHOJIHEHUS KOHTPATHBIX YycJIoBUH B pasmepe 5 %
ctoumcot KoHTpakTa, KoTOpass MOXeT ObITb B BHJIE€ B BHJIE€ OaHKOBCKOM
rapaHTUd JIMOO B BHUJI€ BHECEHUs JIEHEKHBIX CpPEACTB Ha pacueTHbI cyer
3aKka3ymka.
VI. I'naBa

6. IIpoekT KOHTpaKTa
6.1. K mnacrosmeir KoHKypcHOM JOKyMEHTaluMu MPWJIAraercs MpPOEKT
KonTpaxTa, KOTOpbIi noanuiryT 3aKka3yuKk U NOOEAUBIINN YYaCTHUK.

[To wucreueHuro cpoka NOJAYM KOHKYPCHBIX IPENJIOKEHUHN, BCE
KOMMeEHTapuu K npoekTy KoHTpakTa He IOMyCKaroTCsl U HE MPUHUMAIOTCS.
[ToGenuBummii YuacTHUK o00s3aH mnoanucaTb KOHTpakT, Ha YCIOBHSX
OTOBOPEHHBIX B KOHKYPCHOHM JIOKYMEHTallUUd W B MPEUIOKEHUH Y4aCTHUKA
KOHKYpca.

6.2.

Chapter V
5. Final provision

5.1.  The Client shall enter into the Contract with the winner of the Bid, and

after its execution all previous negotiations and correspondence on the Contract

shall become invalid.

5.2.  Decisions of the Bid Commission shall be set out in respective minutes

of its meetings.

5.3. Theclient signs a contract with the winner of the Bid and from the date of
its signing the winner must provide to the Client a Guarantee of
performance bond  in amountof 5 % of the amount of the Contract, which

can be in the form of Bank guarantee or depositing cash to the account of the

Customer.

Chapter VI
6. Draft Contract

6.1.  This Bid Documentation is accompanied by a draft Contract which will
be signed by the Client and the winning Participant.

6.2.  After bid closing date, no comments to the draft Contract shall be
allowed or accepted. The winning Bidder shall sign the Contract based on terms
stated in Bid documentation and in accordance with proposal of Participant.
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Ipuaoxenune Nel k KoHkypcHoii Attachment 1 to the Bid Documentation

AOKYMEHTAIMH
OO0ume cBeeHus. General information.

HanmeHnoBaHMe I0pHIAYECKOTO JIHIIA Name of Legal entity

Opranu3zaiinoHHO-TIpaBoBas (hopma Organizational and legal form

IOpuanyeckuii (IOYTOBBIN) aapec Legal (postal) address

DaKTHYECKOE MECTOHAXOKICHUE. Actual location

Tenedon Phone

dakc Contact

e-mail E-mail

Konrakr Fax

Mecto perucTpariu Place of registration

I'ox perucrpanuu year of registration

baHKOBCKHE PEKBU3UTHI Bank details

dopma COOCTBEHHOCTH (c Form of ownership (JV, state,
rOCyJapCTBCHHAs, YacTHas, C TOC. private, with state participation)
y4acTueM)

Homep u gara cepruduk Tta 00 Number and date of certificate of
aKKpeIUTaIH accreditation

NHH TIN

OKDJT OKED

JIoCTOBEpPHOCTh BCEX MpEACTABICHHBIX JaHHBIX MOATBepxkaaeM, u coodmaem o  We confirm credibility of all the data submitted and inform you of our consent
COTJIaCUU y4acTBOBATh B KOHKypce «3aKymKa cepBepHoro odopynoBanus aas to participate in the Bid for “supply of servers for MCC” in accordance with

MCC» B cooTBeTcTBHH ¢ TpeOoBaHUsIMH KOHKYPCHOM TOKYMEHTAIIUH. requirements of the Bid Documentation.
HaunmenoBanue Yuactarnka Konkypca
Anpec Name of the Bid Participant
Address
PykoBoaurenn ®.1.0.
M.IL Director Full Name
(seal)
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KBanupukaumoHHble cBeIeHUS.

Information of Qualification

1. CeezieHrst 0 JOKyMEHTax [aloIMX IPaBO HA OCYIIECTBICHHWE BHIOB 1. Information about documents which give the right to perform activities
JESTEIIbHOCTH, (JIUIICH3HS). (licensing).

HasBanue Ne OOnacTp Cpox Document Document Expiration

JlaTa BeIauM - Scope Issue date

JOKYMEHTa | TOKYMEHTa | MPHUMEHEHUs JICUCTBHS name number date
2. K yuactauky Konkypca npeapsBisioTcs ClIeAyIoNe KBUIM()UKAIUOHHBIE 2. The following qualification requirements to the Bid participant, which
TpebOBaHuUs, KOTOPbIE OH 00sI3aH MOATBEPAUTH HEOOXOUMBIMH JTOKYMEHTAMH: they must confirm with necessary documents:
3. CBUJIETEIBCTBO O PETMCTPAIIMH FOPUIMYECKOTO JINIIA,
4. [IpaBOMOYHOCTH JIMIIA, YIOJHOMOYEHHOIO Ha 3aKIIOYEHHE KOHTpakTa 3. Certificate of registration of the legal entity;
(MpHKa3 WK pelIeHuEe O Ha3HAUYCHUU TUPEKTOPa, Y CTaB WM JIOBEPCHHOCTD); 4. Competence of the person authorized to enter into the Contract (order or
5. Ceemennst 0 Tekymux wik Ianapyembix B 2020 1. mpomeaypax decision of Director appointment, Charter or power of attorney);

JMKBUAAIMN/OaHKPOTCTBA/PEOPTaHU3AIMAX YUaCTHUKA (CIHMSHUU, pa3JeliCHHUH,
NPUCOEANHEHUU U T.11.).

6. CBeznennst 00 OTCYTCTBUHU y4acTHUKA 33JJ0JDKEHHOCTH TI0 YIIJIAaTe HAJIOTOB
U IpyTrux o6s3arenbHbIX miaTesxel. (CripaBka HaloroBOW MHCIIEKIINN);

7. OTtcyTcTBUE BBEICHHBIX B OTHOIIIEHWH YYaCTHHUKA MIPOIIeyp OaHKPOTCTBA
(cripaBka OaHKa).

8. OTcyTCcTBHE HAXOXJEHHUS B COCTOSHHUU CyAeOHOrO pa3OupareiabcTBa ¢
3aKka3unKoM U/WiH ero ahpPpuiIupoBaHHBIMU JHIIAMHU;

5. Information about current or planned
liquidation/bankruptcy/reorganization procedures of the Participant in 2020

(merger, division, consolidation, etc.).

6. Information about absence of tax arrears and other mandatory payments

due by the Participant. (Certificate from tax Committee).

7. The absence of bankruptcy procedures introduced against the participant
(bank certificate).

8. The absence of a state of litigation with the Customer and / or its
affiliates;
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TEXHUYECKOE 3AJIAHHUE

3akynka cepBepHOro 000py10BaHUSA, CETEBOr0 000PYA0BAHMS U CUCTEM
6esonacnoctu 111 MCC (main computing center) B r. Tamkenre, y3;10B
CBSI3M CTPOUTEJbHOM IUIOIIAAKHN HA TeppuTopuu KamkaxapbuHCKOM
odoaactu Pecnyosmku Y3oexkucran — KFCS (karshi factory computing site),
KVCS (karshi village computing site).

1. 3aka3zuuk: OOO «Uzbekistan GTL», yn. ®@aprona itynu , nom 7b, 100060,
r. Tamkent, PecnyOmmka VY30ekumcran, Tem.: +99871 2024080, dakc:
+99871 2024051.

2. HammenoBanme odbekTa: opuc OO0 «Uzbekistan GTLy» yn. ®@aprona iyinu,
nom 7b, 100060, r. Tamkent, Peciyonuka Y306ekucraH.

3. OcHoBaHHe Ui 3aKYNIKM TOBApPOB: B COOTBETCTBUU C IOCTAHOBJICHUEM
[Ipesunenta PecnyOnmuku VY36ekuctan Ne III1-2706 ot 29.12.2016 . ans
Ipou3BoOJICTBa B PecryOiinke Y30€KUCTaH CUHTETUYECKOTO KMJIKOTO TOIUIMBA U3
ounteHHoro MeraHa Ilypranckoro I'XK ocyiecTBisieTcssi CTpOUTEIBCTBO
3aBoja.

4. llenb mnpuodpereHusi TOBAPOB: B IEJIAX TMPOBEJACHUS HalbHEUIIEH
MOJIEpHHU3AIUN  HMH()OPMAIMOHHO-KOMMYTAIIMOHHBIX TEXHOJOTHH, a TaKkKe
BHEJPCHUS TMEPEJAOBBIX CHCTEM OCYIISCTBIISICTCS TIIOJHAS —~MOJICPHH3AIHS
NEHCTBYIONIEro ILeHTpa OOpabOTKM MaHHBIX C YYETOM TEKYHIMX M OyHZyIIux
MOTPEOHOCTEH B BBIYUCIIUTEIHHBIX MOITHOCTSIX.

5. Uctounuku ¢uHancupoBanusi: CoOCTBEHHBIE cpeAcTBa 3aKa3zyMKa W/UIU
KpPEIUTHBIE CPEACTBA B pPaMKax HWHBECTUIIMOHHOTO MpoekTa «lIpon3BoacTBo
CUHTETHUYECKOTO JKUJKOTO TOIUIMBA Ha 0a3e oumineHHoro merana llypraHckoro
I'XK».

6. Onucanne ToBapa M ero TeXHMYECKHE XaPaKTePUCTHKH:

HaumeHoBaHue TexHuueckoe
Ne . Kou-Bo IIpumeuanune
TOBAPHOM MO3ULMU onmucaHue
CermenT - CepBepHOe 000pyA0OBaHHe
10 mr ITpunoxenue He OIyCKaeTcs
1 | Cepsepa SRVVM p sromy
Nel TIpeUI0KEHNE pa3HbIX

6.

TECHNICAL SPECIFICATION

Purchase of server equipment, network equipment and security
systems for MCC (main computing center) in Tashkent,
communication nodes of the construction site in Kashkadarya
region of Uzbekistan - KFCS (karshi factory computing site),
KCCS (karshi village computing site).

. The customer: "Uzbekistan GTL" LLC, Fargona Yuli str., 7B, 100060,

Tashkent, Republic of Uzbekistan,
phone: +99871 2024080, fax: +99871 2024051.

. Name of the object: the office of LLC "Uzbekistan GTL" str. 7B Fargona

Yuli street, 100060, Tashkent, Republic of Uzbekistan.

. Basis for purchase of goods: in accordance with the Decree of the

President of the Republic of Uzbekistan Ne PP-2706 of 29.12.2016 for
the production of synthetic liquid fuel from purified methane in the
Republic of Uzbekistan Shurtan MCC is building a plant.

. Purchase of goods: in order to further upgrade information and

communication technologies as well as to introduce advanced systems,
the existing data centre is being fully upgraded to meet current and future
computing capacity requirements.

. Sources of financing: Own funds of the Customer and/or credit funds

under the investment project "Production of synthetic liquid fuel based
on purified methane at Shurtanskiy MCC".

Description of the product and its technical characteristics:

Ne

Product Position Q-ty Technical Note

Name L
description
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HpOH3BOHHTeJ’I€I71

2 | Cepsepa SRVRVM 2 wr prﬁéeﬂne 000OpyfoBaHHMS B  paMKax
) OJTHOTO CETMEHTa
3 | Ceprepa SRVRS 3 mr IIpunoxenue
Ne3
Cucrema BUpTyanu3anuu [Ipunoxenne
4 | DCVRTM 1 xomm Nod
Cerment - CeTeBoe 000pyA0Banmne
5 | Kommyratop SWCRAG 6 wt IIpunoxenue He JIOITYCKaeTCs
Ne5 MIPEAJIOKEHUE pa3HBIX
MIPOU3BOAUTEICH
0
6 Komuyratop SWAG 1 mT IIpunoxenue o0OpynoBaHHMA B paMKax
Ne6 OJIHOT'O CETMEHTa
2 wr IIpunoxenue
7 | Kommyratrop MGMT No7
8 KommyTatop mocrymna 16 wr [Tpunoxxenne
SWACS24 Ne8
9 KommyTtarop nocryna 6 wt IIpunoxenue
SWACS48 Ne9
1 xomrI. ITpuno>xenue
10 | Akceccyapsr SWACSKIT Nol0
Cuctema ympasieHUus U ITpunoxenue
L MouuTopuara SWMGMT I xomm. Nell
Cermenr - CereBasi 0€3011aCHOCTh
12 | daiippos FWMCC 2 mrt IIpunoxenue He JIOITyCKaeTcst
Nel2 NIPENJIOKEHUE pa3HbIX
NIPOU3BOUTENEH
. 2 mr Ipunoxenue o0opyIOBaHUS B paMKax
13| Qaiipson FWRS Nel3 OJTHOT'O CErMEHTa
. 1 wr IIpunoxxenue
14 | daiipson FWUP Nold

1 SRVVM Servers 10 pcs.  [Annex No. 1 It is not allowed to offer
different equipment
manufacturers within
the same segment

2 SRVRVM Servers 2pcs. |Annex No. 2

3 SRVRS Servers 3pcs.  JAnnex No. 3

4 DCVRTM 1comp [|Annex No. 4

Virtualization
System
5 Switchboard 6 pcs.  JAnnex No. 5 It is not allowed to offer
SWCRAG different equipment
manufacturers
within the same
segment
6 Switchboard SWAG 1 Annex No. 6
each

7 Switchboard MGMT 2 Annex No. 7

pcs

8 SWACS24 Access Switch JAnnex No. 8

16 pcs.
9 SWACS48 Access Switch [Annex No. 9
6 pcs.

10 SWACSKIT Accessories 1 JAnnex No. 10

comp.

11 Management and Annex No. 11

Monitoring
System SWMGMT 1
comp.

Segment - Network Security
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15 | Tlecourmma SNDBX Pwr ) Tpunoxenue
Nel5
VYnpasinenue 1 xomn IIpunoxxexnue
16 | 6e30macHOCTBIO Nel6
SECMGMT
Cermenrt - IIpoune
xad 2 mrt [punoxenne
17 | TeneKOMMYHUKallMOHHBIN Nel7
RCKRS

. ITocTaBuuk 10/mKeH 00ECIEUUTh MYCKO-HAIAIKY 000PYA0BAHHS H IIPOTPAMMHOTO
o0ecreyeHns, MOCTaBISIeMOT0 B PaMKax HACTOSIIEr0 TEXHUYECKOTO 3aaHus
YYUTBIBAS MPH 3TOM OOIIYIO0 CXEMY pa3BepThIBaHMS, YKazaHHYI0 B [IpuiokeHun
Nel8.

.Ilonmucka Ha QyHKUMOHAN (alHpBOJIOB JOKHA COCTaBIATH 36 MecsIeB C
MOMEHTa IIOCTAaBKH.

. Cepeepa SRVVM, SRVRVM, SWACS24, SWACS48 u MGMT nomxHBI OBITH
OJIHOM MOJIENN C UICHTUYHBIMHU KOMILUIEKTYIOIIIMH.

. @aiipBosiel FWMCC u FWRS nomksbl OBITH OZHOW MOJETH C MICHTUYHBIMH
KOMIUTICKTYIOIUMHU.

. Kommyratoper SWCRAG, SWACS24, SWACS48 u MGMT nomxHbl OBITh

RCKRS cabinet 2 pcs.

12 Firewall FWMCC 2 Annex No. 12

pcs.

13 Firewall FWRS 2 pcs. IAnnex No. 13 It is not
allowed to
offer
different
equipment
manufacture
rs within the
same
segment

14 Firewall FWUP 1 each Annex No. 14

15 Sandbox SNDBX 1 Annex No. 15

each
16 Security Management Annex No. 16
SECMGMT 1 set
Segment - Others
17 Telecommunication Annex No. 17

The Supplier shall ensure the commissioning of the equipment and software
supplied as part of this assignment, taking into account the general

deployment scheme as specified in Annex No. 18.

The subscription to the firewall functionality should be 36 months from the
date of delivery.

The SRVVM, SRVRVM, SWACS24, SWACS48 and MGMT servers must
be the same model with identical components.

WMCC and FWRS firewalls must be the same model with identical
components.
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OJTHOW MOJICIIH C UACHTUYHBIMA KOMIUICKTYIOIIIMMH.

. Bce obopynoBanue momkHO paboTaTh OT HampsbkeHus B cetu 220V £5%,
BbIxoHOE HanpspkeHnue UPS 220V +£5%, npu temneparype Bosayxa 10-30°C, u
OTHOCUTEINIbHOH BiiaxkHocTH 15-80 %

. Bce o0opynoBaH#e OCTaBIISCTCS U YCTAHABIUBACTCS «I10JT KITFOU»: HHCTAIUISIIHS
000opyI0OBaHusA, 3amyCcK OOOpYJOBaHHMS W  CHUCTEMHOIO MPOrPAMMHOTO
obecrieueHus (XOJOAHBIA CTAPT BCEH CUCTEMBI)

. Akceccyapsl. JloikeH OBITh NPEACTaBIICH IOJHBIA 3aBOJACKON KOMIUIEKT ISt
MHCTAJUTALUH | 3aITyCKa B KCIUIYaTalHIO B TOJIOBHOM BBIYHCIUTEILHOM IIEHTPE
U yOAJICHHBIX caiiTax Bcero Habopa o00OpyIOBaHHS. YYacTHHK 0O0s3aH
IPEIOCTAaBUTh CIIMCOK 3aBOJICKOIO KOMIUIEKTa aKCEecCyapoB, IOMOJIHUTEIBHO
NOCTAaBSIEMBIX ~ AaKCECCyapoB, a TakkKe IHCbMCHHOE  IOJATBEPXKICHUE
JOCTaTOYHOCTH TIPE/ICTABICHHBIX aKCECCyapoB Ui MOHTaXa, MOAKIIOYEHUS U
3arycka KoMIuleKca 000py10BaHus

.Bce  oOopynosanue JIOJKHO yCTaHaBJIMBAThCS B
TEJIEKOMMYHHUKAIIMOHHBIE mKadbl 19” Tumopasmepa.

. CucrteMa yJaJleHHOTO anmapaTHOrO YIPaBICHHUs BCEX CEPBEPOB JOJKHA OBITh
OJIMHAKOBOM Ha BCEX CEPBEpPAaxX M MHTEIPUPYEMOM B OTIEIBHYIO CETEBYIO
UH(PaCTPYKTYpy i 0€30aCHOCTH YIPABIICHUS

.CucremMa ynajeHHOro YIpaBlIEHHs BCEX KOMMYTAaTOpPOB JIOJDKHA OBITh
OJINHAKOBOM Ha BCEX KOMMYTaTOpax W MHTETPUPYEMOH B OTHAEIbHYIO CETEBYIO
UHPPACTPYKTYPY ISl 6€301MaCHOCTH YIPaBICHUS

. Cuctema ynajieHHOTO anmapaTHOro yIpaBieHHs BceX (alpBOJIOB OJDKHA OBITH
OJIMHAKOBOM Ha BCEX KOMMYTAaTOpax M MHTETPUPYEMOW B OTIENBHYIO CETEBYIO
UH(GPaCTPYKTYpy AJid 6€30MaCHOCTH YIPABIECHUS

. ITocTaBnsiemoe cepBepHOe 000pyI0OBaHHE JAOJKHO OBITh 00eCIIeueHO:

- ynpasieHue c6osimu (MHGopManus o cOoe, aHanmu3ze OUIMOOK, cOop
CTaTUCTHYECKONW MH(POPMALIMHU, BOCCTAHOBIIEHHE JJAHHBIX MOCIIE cO0sl);

- ympasieHue KoHpurypamueil (XpaHeHHWEe KOH(UTypaluil cepBepoB,
OTCJIeKUBaHUE UX U3MEHEHUH, HaOII0JIEHUE 32 CHCTEMON ).

. IlpousBoguTens JOMKEH MMETh CBOK 3apETUCTPUPOBAHHYIO MapKy U

npucyrcTBoBath Ha poiHke T He Menee 10 JieT 10 JaThl MOAAYH MPEIOKEHUS.

. Y4acTHUK JOJKEH UMETh aBTOPHU3aIMIO OT Mpou3BoauTens ToBapa (yCiIyru) Ha

Switches SWCRAG, SWACS24, SWACS48 and MGMT must be the same
model with identical components.

All equipment should operate at 220V £5% network voltage, UPS 220V +5%
output voltage, at an air temperature of 10-30°C, and relative humidity of 15-
80%.

All equipment is supplied and installed on a turnkey basis: equipment
installation, hardware and system software start-up (cold start of the entire
system).

Accessories. A complete factory-fitted kit must be provided for installation
and commissioning in the mainframe and remote sites of the entire equipment
set. The Participant must provide a list of the factory set of accessories, the
accessories supplied and a written confirmation of the sufficiency of the
presented accessories for installation, connection and commissioning of the
equipment set.

It must be installed in 19" size telecommunication cabinets.

The remote hardware management system of all servers must be the same on
all servers and integrated into a separate network infrastructure for security
management.

The remote management system of all switches must be the same on all
switches and be integrated into a separate network infrastructure for security
management.

The remote hardware management system of all firewalls must be the same
on all switches and integrated into a separate network infrastructure for
security management.

The supplied server hardware must be provided:
failure management (information on failure, error analysis, statistical
information collection, data recovery after failure);

configuration management (storage of server configurations, tracking their
changes, system monitoring).

The manufacturer must have its registered trademark and be present on the IT
market for at least 10 years before the date of filing the offer.

The participant must provide a copy of the company registration certificate.
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ee moctaBky B agpec OO0 «Uzbekistan GTL»

. YUJacTHHUK JOJDKCH TIPEAOCTAaBUTL KOMNHWIO CBUIACTCIILCTBA O PErucTpanvuu
KOMIIaHHH.

.y‘IaCTHI/IK JOJI’)KCH GBITB HpaBOMO‘IHBIM 3aKJIK4YaThb KOHTpaKTBI U HHBIC
XO3SICTBEHHBIC COTJIAIICHHS B COOTBETCTBHHU C 3aKOHOAATEIHCTBOM PecryOnuku
VY306ekucTaH.

. YYacTHUK JOJDKCH NPEJI0CTaBUTh NHChbMO O Hajguure CepBUC LEHTpa Ha
nocraeiisieMoe 000pyaoBaHue Ha TeppuTopun Pecriybnuku Y30ekucraH.

. YUaCTHUK HE JIOJDKCH HaXOIWTHCS B CTAIMH PEOPTaHU3AIMH, JTUKBUIALUU WA
0aHKPOTCTBA, a TAKKE B COCTOSIHUM CYACOHOr0 pa3doupareabCcTBa.

. Y4acTHUK  JIOJDKEH UMETh nepcoHal, CIIOCOOHBIN o0ecreunTh
KBAJTHM(HIMPOBAHHYIO TIOJJICPIKKY ITOCTABISIEMOTO 000PYAOBaHUSI.

7. TpeGoBanus Kk pa3mepaM, ynakoBKe, OTTpy3Ke U IepeBO3Ke ToBapa:
VY4acTHHK 00ecreunBaeT MOJHYI0 COXPAHHOCTD M 3alIUTY OT TOBPEKACHUHN MPH
TPaHCHOPTUPOBKE BCETro 000PYA0BAHMSI 10 MECTA ONPEIEICHHOTO B COOTBETCTBUI
C YCIOBUSMH TIOCTaBKH. Kakjmoe wu3zenue OMHKHO OBITH YIAaKOBAaHO, C
o0ecreyeHneM 3aluThl OT BHEIIHUX BO3AeHCcTBUM. Hammune MapkupoBKH, 1160
YIIaKOBOUYHBIX OMPOK 0053aTENBHO.

8. TpeOoBaHusi K Ka4yecTBY MOCTABJSIEMBIX KOMILUIEKTYIOIIMX: YYaCTHUK
rapaHTUpPYeET, YTO JOCTaBJICHHbBIE TOBAPHl HOBBIE, paHEE HE UCTIOIb30BaHHbIE. Bee
YaCTh W ACTAJIM BBIIIOJIHCHBI M3 KAaYCCTBCHHBIX MATCPHAIIOB W KAa4YCCTBCHHO
U3TOTOBJICHBI, B HHUX OTCYTCTBYIOT A€(EKThl, U OHHU COOTBETCTBYIOT LM
ucrnonb3oBanug. O6opynoBaHue, UMeroIee Kakue-mmoo n1eeKThl, JOKHBI ObITh
3aMEHEHBI Ha HOBBIC.

9. TpeGoBaHus K roay Npou3BoAcTBa ToBapa: ToBap J0KeH ObITh TPOU3BEIEH
He panee 2020 roma, HOBBIM, paHee HE UCIOJb30BAaHHBIM U HE
AKCIUTyaTUpoBaHHBIM. [loaTBEpkIaeTcss MICHbMOM O HOBU3HE OT MPOW3BOIUTEIS
000py/I0OBaHUs WIH €T0 PETUOHAIBLHOTO MPEACTABUTEIHCTBA.

10. IlepenaBaemasi BMecTe ¢ TOBAPOM JOKYMEHTAIMA:

HeoGxonumble  ceptudukarel  kKadecTBa  (COOTBETCTBHS),  cepTU(UKAT
INPOMCXOXKAEHUS, a TAKKe HMHbIE JOKYMEHTbI HEOOXOIMMBIE Uil MPOBEICHUS
JanbHEHIel TaMOXEHHOM OUYMCTKY;

11. TpeOoBaHMsl K yYACTHUKY: Y YaCTHHUK JOJDKEH MPEIOCTABUTh MUCHMO OT
MPOM3BOIUTENS O HAJIMYKE MApTHEPCTBA, a TAKXKE O MPaBe MPOIaBATh JAHHbIN BUJL

A participant shall be entitled to conclude contracts and other economic
agreements in accordance with the legislation of Uzbekistan.

The participant should provide a letter on the availability of the Service Center
for the supplied equipment in the Republic of Uzbekistan.

A participant must not be in the stage of reorganization, liquidation or
bankruptcy, or in the state of legal proceedings.

The participant must have personnel who can provide qualified support for
the equipment supplied.

7. Requirements for size, packaging, shipment and transport of
goods: The Participant shall ensure complete safety and protection against
damage during transportation of all equipment to the place determined in
accordance with the delivery conditions. Each product must be packaged,
with protection from external influences. Marking or packing tags are
mandatory.

8. Requirements for quality of supplied components: The Participant

guarantees that the delivered goods are new and not used before. All parts
and components are made of quality materials and are made of quality
materials, they are free of defects and correspond to the purpose of use.
Equipment that has any defects must be replaced by new ones.

9.The documentation that is transferred with the product:

Necessary certificates of quality (conformity), certificate of origin, as well
as other documents necessary for further customs clearance;

10. Requirements for the year of production: The product must be
produced no earlier than 2020, new, previously unused and not operated.
Confirmed by a letter of novelty from the equipment manufacturer or its
regional representative.
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000pyT0BaHUS.

12.  Texnuveckasi mnoaaep:kka: Hammume odunuanbHoro Be® caiita c
COOTBETCTBYIOLIEH JOKYMEHTAMEeH U IPOrpaMMHBIM 00€CII€YeHUEM, JOCTYITHBIM
JUISL KPYTJIOCYTOYHOTO U OECIPEIITCTBEHHOTO CKaYMBAHUS.

13. TpeOoBaHusi K NPOU3BOANTEI0 000PYIOBAHUSA: IIIUPOKO U3BECTHBIN B
MUpPE [POMU3BOAUTEINb HMMEIOIIMM MHPOBOM ONBIT IOCTaBOK I0J00OHOTO
o0opyoBaHus, a TaKKe BXOAAIIUI B KBaJpaHT ["apTHepa.

14. Tapanwtuss — TapanTus Ha mnocraBiasiemMoe O0OOpyIOBaHUE JOJDKHA
COCTaBJIATh 12 MeCALIeB C MOMEHTA UX MOJIYYEHHUS.

15.  TpeGoBaHusi K MPOM3BOAMTE/I0 000PY/I0BAHHUSA: IIIUPOKO U3BECTHHIN B
MHUpE MPOM3BOJIUTENb MMEIOLIMH MHPOBOM OMNBIT IOCTABOK MMOJO0OHOIO
00opy0BaHus, a TAK)Ke BXOAAIIMUI B KBaJpaHT ["apTHepa.

16. Llenns! Ha [Ipoayknuio yKka3bIBalOTCA:

- JUIsl ”HOCTPaHHBIX y4acTHUKOB: B Jlomtapax CIIA Ha yciioBUSIX IOCTaBKU
CIP r. Tamxkent, Tamo)xeHHBI TepMHHAN (COIVIACHO TPEOOBAHUIM
Hukorepme 2010 rona);

- JUIsl OTEYECTBEHHBIX YYaCTHUKOB: B HAIIMOHAJIBHON BAJIIOTE Ha YCIOBHAX
nocrapku DDP r. Tamkenr, yn. ®aprona itynu , nom 7b (cornacHo
tpeboBanusm Mukorepmc 2010 roxa);

17. Cpok nocraBku ToBapa: 45 KaneHAapHBIX THEH C 1aThl MOAMUCAHUS
Kontpakra. JlomyckaeTcst TakyKe IPeI0CTaBICHUS UHBIX J1aT MTOCTaBKH TOBapa.

11. Requirements for the participant: The participant must submit a
letter from the manufacturer stating the existence of a partnership as well
as the right to sell this type of equipment.

12. Technical support: Availability of an official website with relevant
documentation and software, available for download 24 hours a day, 7 days
a week.

13. Requirements to the equipment manufacturer: the manufacturer
widely known in the world having world experience of deliveries of the
similar equipment, and also entering into Gartner quadrant.

14. Warranty - The warranty for the supplied equipment must be 12
months from the date of receipt.

15. Requirements to the equipment manufacturer: the manufacturer
widely known in the world having.

world experience of deliveries of the similar equipment, and also entering
into Gartner quadrant.

16. The prices of the Products are indicated:

for foreign participants: in US Dollars on CIP delivery terms, Tashkent,
Customs terminal (according to Incoterms 2010);

for domestic participants: in local currency on terms of DDP delivery to
Tashkent, 7B Fargoona Yuli Street, Tashkent (according to Incoterms
2010);

17. Delivery time of the goods: 45 calendar days. It is also allowed to
provide other dates for the delivery of goods.
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Attachment #1 to Specification \
Hpuniaoxkenne Nel k TexHuueckoMy 3aIaHUIO

Cepsep — koaudectBo 10 mryk (Tunm — SRVVM)

O61mme TpedoBaHMS

Nwmets Gpopm-(hakTop /Ui yCTAaHOBKH B CTAHIAPTHYIO CEPBEPHYIO CTOHKY
1 UMETh BBICOTY He Oojiee 2RU;

VIMeTh KOMIUIEKT TEeIEeCKOIMMYECKUX HAMpaBJISIONINX JUIsI YCTAaHOBKH
BBIYHCIUTENHLHOTO y3JIa B CTOMKY B KOMILIEKTE C PYKaBOM JJIsl YKJIaJKH
Kabeei;

JIomKeH uMeTh TaTYMK OTKPBITUS KOPITyca ¢ BO3MOXKHOCTBHIO HACTPOMKHU
YAQJICHHOTO OMOBEHICHUSI 00 3TOM COOBITHH;

IMpoueccop

NmeTh HE MeHee 2 YyCTaHOBJIEHHBIX MPOLECCOPOB, KaXIbId U3 KOTOPBIX
JOJbKEeH uMeTh He MeHee 20 siep, a B cymMe Ha JiBa npoueccopa 40 siziep,
pabotaromux Ha yactore He Huxe 2.1 [T, mogaepxuBath paboTy mamsTi
¢ yactoToi He MeHee 2933 MI'1, UMeTh K3II-MaMITh 00bEMOM HE MEHEE
27.5 Mbaiit. MakcumanbHasi pacueTHas MOIIHOCTh MpOIEccopa AOJKHA
ObiTh He Oonee 125 Barr. JlomkHa OBITH peanu3oBaHa BO3MOXKHOCTD
paboThl ¢ X64 pa3psIHBIMU MPUIOKEHUSIMH Ha annapatHoM yposHe. [Ipu
9TOM MAaKCHMAajbHas TaKToBasd dYacTtoTra ¢ TexHojorued Turbo Boost
JIoKkHa ObITh He MeHee 3.9 I'Ti;

Jlutorpadust ycTaHOBIEHHBIX MTPOIIECCOPOB HE MeHee 14 nm;

OnepaTuBHas NamMATh

Hanuune ne menee 24 cnoroB DDR4 15 ycraHOBKM MOynei namsiTu;
JlomkHO OBITH ycTaHOBIIEHO He MeHee 8 moayinei nmamatu RDIMM Dual
Rank o6wémom He Mmenee 32 I'baiit xaxnapiii, a B cymme 256 I'Gaiir,
paboTatonux Ha yactore He MeHee 2 933 MI'L;

XpaHeHHe JaHHBIX

IlonnepxuBaTh OOHOBPEMEHHYIO YCTAaHOBKY HE MEHEe 4eM 24 KECTKUX
auckoB ¢opm-pakropa 2.5;

Nmetrs RAID-xoHTpOIIEp C© moaaepkkoil uHTepdeinca MOIKITIOYCHUS
xecTkux quckoB SAS 3.0 u yposaeit RAID e nuxke 0, 1, 10, 5, 50, 6, 60

Server - quntity 10 pcs (type - SRVVM)

General requirements

Have a form factor to install in a standard server rack and be no higher than
2RU;

Have a set of telescopic guides for installing the computing unit in a rack
complete with a cable laying sleeve;

Must have an enclosure opening sensor that can be set up for remote
notification of this event;

Processor

To have at least 2 installed processors, each of which should have at least
20 cores, and a total of 40 cores per two processors operating at a
frequency of at least 2.1 GHz, to support memory operation at a frequency
of at least 2933 MHz, have a cache of at least 27.5 MB. The maximum
rated processor power shall not exceed 125 watts. It should be possible to
work with x64-bit applications on the hardware level. The maximum clock
frequency with Turbo Boost technology should be not less than 3.9 GHz;

Lithography of installed processors at least 14 nm;

RAM

Availability of at least 24 DDRA4 slots for installing memory modules;

At least 8 RDIMM Dual Rank memory modules of at least 32 Gbytes each
and 256 Gbytes

each, operating at a frequency of at least 2,933 MHz, should be installed;

Data Storage
Support the simultaneous installation of at least 24 form factor 2.5 hard
drives;
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c oOobeMoM K3mI-amMATu He MeHee 2 ['6aiit. [lommepxka He MmeHnee 24
KECTKUX TUCKOB;

Nmers He MeHee 24 yCTaHOBJCHHBIX TBEPAOTEIbHBIX HAKOMUTEIEH
o6sEMoM He MeHee 960 I'GaiiT u unTepdeiicom e xyxke SATA 6 I'6ut/c,
¢ napamerpom DWPD ne menee 1 u TWB ne menee 1700. Kaxnpii
HAKOIIUTEJb JOJDKEH OBITh OCHALICH (DYHKIMAMHU Topsyei 3ameHsl 1 Read
Intensive, mpu HEOOXOIUMOCTH JTOTyCKaeTCs 10OaBICHHE/3aMEHA TUCKOB
Ha Write Intensive mist pa3BepThiBaHHS BUPTYaJbHOU CpPEIbl XPaHCHHUS
JTAHHBIX;

JlomKeH ToaepKUBaTh BO3MOXKHOCTH ONIIMOHAIBHONW YCTAHOBKH HE
menee 3x kapt SD(XC) BHYTpb cepBepa, B€ U3 KOTOPBIX JOJKHBI
noajepkuBath anmnapaTHbli RAID 1 qist oTka30ycToMunBOM 3arpy3ku U
paboThI U1 TUIIEPBU30PA;

JlomkeH OBITh YCTaHOBIICH KapTpHJEP, BKIIOYAIONIMK B ce0s HE MEHEe
ABYX TIOpTOB Micro-SD

JloikHO OBITH ycTaHOBIEHO He MeHee aByx MICFOSDHC/SDXC kapr
o0beMoM He MeHee 321'6aiT

Ci10ThI paclMpeHue U KapThl paciiMpeHust

Hannune ne menee 4 cioroB PCle 3.0 x8 s ycTaHOBKM KapT
pacupeHus;

JIomKHO OBITH YCTAaHOBJIEHO HE MEHee 1 ceTeBoro ajanTepa, BKIFOUYAIOIUi
B cebs He MeHee ueM ¢ 2 nopta 10GbE SFP+, a Takxke He MeHee 2 mopTa
1000BASE-T. CeteBoii amantep He nopkeH 3aHuMmath ciot PCle,
npeJHa3HauYeHHbIN U1 yCTAHOBKH KapT paclIupeHus;

JIoKHO OBITH YCTAHOBJIEHO HE MeHee | MOJIHOpa3MEpHOIo CETeBOrO
ajanrepa, BKiIrouarouii B ceds He meHee 4em ¢ 2 mopta 10GbE SFP+.

DJIEKTPONUTAHHE

Nmetpr HE MeHee ABYX OJIOKOB MHUTaHUS MOIIHOCTHIO He MeHee 1000 Bt
KOXKJbIH C BO3MOXXHOCTBIO TOpsSilY€d 3aMEHbl, HUMETh MOJJIEPKKY
pe3epBUPOBAHUS MUTAHUS U TOIJIEPKUBATH YCTAHOBKY OJIOKOB MHUTAHUS
MOIIMHOCTHIO 10 2400 BT KaxkIpIif;

VMeTh KOMILIEKT KaOejed IS NOAKIIOYEHHS K CEeTH IINTaHus B
nocrarouHom kosmmuectBe (C13/C14 10A);

JdonmosHuTe/bHBbIE QPYHKIIUU

Have a RAID controller that supports SAS 3.0 hard disk drives and RAID
levels of at least 0, 1, 10, 5, 50, 6, 60 with a cache size of at least 2 GB.
Support for at least 24 hard disks;

Have at least 24 installed SSDs with a capacity of at least 960 GB and an
interface no worse than SATA 6 Gb/s, with a DWPD of at least 1 and TWB
of at least 1700. Each drive must be hot-swappable and Read Intensive, and
it is possible to add/replace drives to Write Intensive for virtual storage
deployment if required;

Must support the optional installation of at least 3 SD(XC) cards inside the
server, two of which must support hardware RAID 1 for fault-tolerant
loading and operation for the hypervisor;

A card reader with at least two micro-SD ports must be installed

A minimum of two microSDHC/SDXC cards with a minimum of 32GB
capacity should be installed

Expansion slots and expansion cards
There are at least 4 PCle 3.0 x8 slots for installing expansion cards;

At least 1 network adapter including at least 2 10GbE SFP+ ports and at
least 2 1000BASE-T ports must be installed. The network adapter must not
occupy the PCle slot designed for installing expansion cards;

At least 1 full-size network adapter including at least 2 10GbE SFP+ ports
must be installed.

Power supply

Have at least two hot-swappable power supplies of at least 1000W each,
support redundant power supply and support installation of power supplies
up to 2400W each;

Have a sufficient number of cables for connecting to the mains (C13/C14
10A);
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Hmetrr 3anupaeMyro Ha KIIIOY JIMIEBYIO MaHENb, OrPaHUYHBAIOIIYIO
JOCTYII K JKECTKUM JHCKaM;

JIoKeH UMETh KUKOKPUCTAJUIMYECKUN SKPaH COCTOSTHUS U TUAarHOCTUKH
CHUCTEMbl Ha MepeJHel IMaHeNnu ¢ pa3pelieHueM He MeHee 128x20
MUKCeNe M KHOITKaMy HaBUTAIlH, SKPaH JI0JKEH ObITh MOJIHOCTHIO BUJICH
IIPY 3aKPBITON NEPEAHEN MTAHEIHN KOPITyca CEPBEPA;

Nmets He menee 5 moptoB USB (2 USB 2.0 na nuneBoii nanemu, 1 USB
3.0 BHyTpHu cepBepa u 2 USB 3.0 Ha 3aqH€El cTOpoHE cepBepa);

Nmerr He Menee 1 mopra micro-USB Ha numeBodt mnaHenmu IS
BO3MOXXHOCTH TPSIMOTO TOJKIIOYCHHSI K KOHTPOJUIEPY YIPaBICHHUS U
MOHHUTOPHHTA CEPBEPa;

JIOKHBI OBITH YCTAHOBJICHBI HE MEHee 6 BBICOKOTPOU3BOAMTEIBLHBIX
TYpOUH 7Sl OXJIAXKICHHUS,

JlomkeH OBITh COBMECTHM Kak  MHHHUMYM
OTIePAIIMOHHBIMH CUCTEMaMH U TUIIEPBU30PaAMHU:
Microsoft Windows Server 2012R2, 2016 u Bbie;
Red Hat Enterprise Linux 6.9 u Beiiite, 7.3 U BBILIIE;
VMware ESXi 6.0U3, 6.5 u BrIIIE;

VSAN;

Ubuntu 16.04 LTS u BrllIe;

Citrix XenServer 7.1 u BrIIlIE;

JlomkeH WMeTh BCTPOCHHBIE allllapaTHO-TIPOTPaMMHBIE CPEACTBA IS
yJaJ€HHOTO YIPABICHUS 1 MOHUTOPUHTA, 00eCIEUNBAIOIINE CIEIYIOIIHE
GyHKIUH:

VYaaneHHBId JOCTYN K KOHCOJHM YIPABIEHUS BBIYUCIUTEIHLHOTO Y37a
MOCpeACTBOM BeO-Opay3epoB, HHTepdeiica KOMAaHJIHOM CTPOKH IO
nporokonam ssh u telnet, IPMI u Redfish;

[Togepku BOZMOXHOCTH MCITOJIB30BaHUS (YHKIIMOHATA OTCIICKUBAHUS
COCTOSIHUSI M YIIPABJICHUS BBIYHCIUTENHHOTO Y374 C HCIOJIb30BAHHEM
MOOMJIBHBIX ~ YCTPOWCTB, TIOJICPXKHUBAIONINX TIepeaady JaHHBIX C
ucnoib3oBaHueM crangapToB Bluetooth, WiFi (nmpu Hamuuuu B cocraBe
cepBepa OTAEIbHOTO MOYJISl CBSA3H U YIIPABJICHMUS ),

ABToMaTH4eckoe WHGOPMUPOBAHHE aIMUHHUCTpaTOpa 000 BCeX COOAX U
MpeIcKa3aHusaX HapyIIeHHUs QyHKIIMOHUPOBAHUS TUCKOBOM ITOJCHCTEMEI,
MOJyJiel MmaMsTH, OJOKOB MHUTAHUS, BEHTHISTOPOB U IMPOILIECCOPOB IO
CpeICTBaM IJIEKTPOHHOM MOYTHI MU BBHIBEACHHS COOOIICHUS Ha KOHCOIb
aJIMMHUCTPATOPA;

CO  CICIYIOUIMMHU

Additional features
Have a lockable front panel that restricts access to hard drives;

Must have a liquid crystal display of system status and diagnostics on the
front panel with a resolution of at least 128x20 pixels and navigation
buttons, the screen should be fully visible when the front panel of the server
case is closed;

Have at least 5 USB ports (2 USB 2.0 on the front panel, 1 USB 3.0 inside
the server and 2 USB 3.0 on the back of the server);

Have at least 1 micro-USB port on the front panel for direct connection to
the server control and monitoring controller;

At least 6 high-performance cooling turbines must be installed,;

Must be compatible with at least the following operating systems and
hypervisors:

Microsoft Windows Server 2012R2, 2016 and above;

Red Hat Enterprise Linux 6.9 and above, 7.3 and above;

VMware ESXi 6.0U3, 6.5 and above;

VSAN;

Ubuntu 16.04 LTS and above;

Citrix XenServer 7.1 and above;

Must have built-in hardware and software tools for remote management
and monitoring that provide the following functions:

Remote access to the computing node management console via web
browsers, command line interface via ssh and telnet, IPMI and Redfish;

Supports the ability to use the functionality of tracking and management of
the computing node using mobile devices that support data transfer using
Bluetooth, WiFi standards (if the server has a separate communication and
management module);

Automatically inform the administrator of all failures and predictions of
malfunctions of the disk subsystem, memory modules, power supplies, fans
and processors by e-mail or by displaying a message to the administrator
console;
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OToOpakeHne MHBEHTAPU3AUOHHON MH(OpMaIuu 000 yCTaHOBIICHHBIX
KOMIIOHEHTaX BBbIUMCIUTEIFHOTO Yy371a, BKIOYasg HHPOpPMALUIO 00
YCTAHOBJIEHHBIX BEPCHSIX MUKPOKOOB KOMIIOHEHT cepBepa, MH(pOpMaIuio
0 MAC-agpecax 1 WWN cereBbix koHTposuiepoB u FC-ananrtepax, B T.4.
U BUPTYaJIbHBIX;

VYnanenHass mepesarpyska, BKJIIOUEHHE/BBIKIIOUEHHE BBIYHCIUTEIBHOTO
y3J1a (B TOM YHCJIe 3arpy3Ka ¢ BUPTYaJbHOI'O ONTHYECKOTO JHUCKa);
VYnaneHHbld TepexBaT KOHCOJM YIPABICHUS BBIYUCIUTEIBHOIO Yy3ia
(BUpTyanbHasi KOHCOJb): SKpaHa, KJIaBUAaTypbl U  KOOPAMHATHO-
rpaUecKoro ykasaTels Kak Ha 3Tare 3arpy3Kd BBIYHCIUTEIBHOTO y37Ia,
TaKk U BO BpeMs paboThl ONEpallMOHHBIX CUCTEM. BupTyanbHas KOHCOJb
JOJDKHA UMETh BO3MOXKHOCTb YIPABJICHUSI MUTAHUEM BbIUHCIMTEIBLHOTO
y3J1a, BO3MOXHOCTb  YKa3aHHs  3arpy304HOro  YCTPOMCTBa, C
OJTHOBPEMEHHBIM  NOJKJIIOYEHHMEM a0 6  mojp3oBaTesedl U
B3aUMOJICHICTBUEM B pexuMe oOMeHa cooOmeHusmMu. BupryanbHas
KOHCOJIb JIOJDKHA TIOIEP’KUBATh pPadOTy C UCTIONBb30BaHUEM BeO-Opay3epa
u cranpapra HTMLS, 6e3 He00X0IMMOCTH HCIIOIb30BaHMSI IJIAarMHOB Java
u ActiveX;

Bo3moskHOCT cOopa nHpopManuy 00 ypoBHE yTHIM3ALNU LIEHTPAIbHOIO
mpoleccopa M ONEpaTUBHOM MaMsATH cepBepa 0e3 HEeoOXOAMMOCTH
ycraHoBkHu areHrckoro I10 B OC;

BosmoxHocTe ynpasneHuss RAID-koHTposuiepamu, ycTaHaBIMBAaEMbIX
BHYTpPHM KOpITyca BBIYMCIUTEIBHOIO Yy37a, uepe3 BeO-uHTepdeiic wuim
KOMaHJIHBIH UWHTepenc Moayns yrpaBiieHHus 0e3 HEeoO0XOIUMOCTH
ycranoBkH areHTckoro [10 B OC. Kak MUHUMYM J10JKHA 00€cieunBaThCs
BO3MOYKHOCTB!

Bo3moxkHocTh ympasinenusi RAID-konTpoiiepoM 6e3 HEoOX0IUMOCTH
nepe3arpy3Ku BbIUHMCIUTEIBHOTO Y314,

OTcrexuBaHUE COCTOSHUSL HAKOINHWTENEW, MOAKIIOYEHHbIX K RAID-
KOHTPOJIIEPY, B T.4. * NVMe-HakonuTeneu;

OTcnexuBaHue COCTOSHUS BUPTYalIbHBIX IUCKOB;

Coznanue, ynajieHue U KOHQUTYpHUPOBAaHUE BUPTYaAJIbHBIX AUCKOB;
N3menenne HacTpoek RAID-koHTpoOIIEpa;

Pacmmpenue éMKOCTH BUPTYallbHBIX IMCKOB 0€3 MpepbIBaHUS OCTyIa K
HUM;

W3menenuss ypoBHs RAID BupTyanbHBIX IUCKOB 0€3 MpepbIBaHUS
JOCTYyIa K HAM;

Displaying inventory information about installed computing node
components, including information about installed versions of microcodes
of server components, information about MAC addresses and WWN of
network controllers and FC adapters, including virtual ones;

Remote reboot, enable/disable the computing node (including booting from
the virtual optical drive);

Remote capture of the management console of the computing node (virtual
console): screen, keyboard and coordinate graphical pointer both at the
stage of loading the computing node and during operation of operating
systems. The virtual console should be able to control the power of the
computing node, the ability to specify the boot device, with simultaneous
connection of up to 6 users and interaction in the message exchange mode.
The Virtual Console should support work with a web browser and HTML5
standard, without the need to use Java and ActiveX plugins;

Ability to collect information on the utilization level of the CPU and RAM
of the server without the need to install agent software in the operating
system;

It is possible to manage RAID controllers installed inside the computing
node housing through a web interface or command interface of the
management module without the need to install agent software in the OS.
At a minimum, it should be possible to do so:

Ability to manage the RAID controller without having to reboot the
computing node;

Track the status of drives connected to the RAID controller, including
NVMe drives;

Tracking the status of virtual disks;

Create, delete and configure virtual disks;

Change the RAID controller settings;

Extend the capacity of virtual drives without interrupting access to them;

Change the RAID level of virtual drives without interrupting access to
them;
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3anuch KOH(QUTYpallMd BBIUYMCIMTEIBHOTO Yy371a, APaiBEpOB, XpaHEHUS
pe3epBHOro0 00pa3a BBIYUCIHUTEIHHOTO y3Ja JJIs Mepe3arpy3ku B ciydae
BO3HUKHOBEHHS  HEMOJAaJ0K Ha  DHEPrOHE3aBUCHUMBIM  HOCHTEIb,
YCTaHABIMBAEMbId BHYTPHU KOPIYyCa BBIYMCIWTEIBHOTO Yy3Jia WIM Ha
ceTeBOl (halIoBBIA pecypc;

Bo3mosxxnocts renepanuu NMI;

B03MOXHOCTh COXpaHEHHS CKPUHIIOTA 3KpaHa OMHCAHUS CHUCTEMHOTO
c00s1 C BBIBOJOM JMATHOCTHYECKON HH(POPMAIIHH;

Bo3moxxHOCTh uepe3 BeO-uHTEepdeiic mim nHTepdeiic KOMaHTHON CTPOKH
AKCIIOPTA TUATHOCTHYECKON HH(OPMAIIUY O COCTOSHUS BBIYHCIUTEIILHOTO
y3J1a, BKIIIOYasl JIOTH KaK C MOAYJsS YIpPaBIIEHUS CEPBEPOM, TaK U JIOTH

OnepauoOHHOU CHCTEMBI 1581071 TUIIEPBU30pa, B €IMHOM
KOHCOJIMIMPOBAHHOM OTYETE.
3anuch  KOH(UTYpallud  MOJIYJS  YIOpaBiCHUS HAa  BBIICICHHBIN

SHEpProHEe3aBUCUMBbIM HAKOMMTENb, YCTAHABJIMBAaEMbIi BHYTPH KOpILyca
BBIYUCIIUTELHOTO y3Ia, ISt OBICTpPOTO BOCCTaHOBJICHUS
pabOTOCIIOCOOHOCTH ~ BBIYMCIUTENBHOIO y3Ja B  ClIydae 3aMEHbI
MATEpUHCKOM IUIATHI;

B03MOHOCTh HCHOJIB30BAHUS AIMNapaTHO-IPOTPAMMHBIX CPEICTB IS
MOJITOTOBKH K YCTAHOBKE OMNEPAIMOHHONW CHCTEMBI (KOH(UTYpHUpOBaHUE
TOMOB, CO3J[aHHE Pa3/IesIOB, KOMMPOBaHUE JApaiiBepoB, cozaHue (aiioB
orBera s uHcTamsTopoB OC), He TpeOyromue HCIOIb30BAHUS
BHEIIIHUX HOCUTENIeH nH(popMarumy;

Bo3MOXHOCT TIpUMEHEHHUSI OOHOBICHHH MHKPOKOIOB KOMITOHEHT
BBIUUCIIUTENIBHOTO y3Jla KakK 4epe3 HHTepdeic Moayns yHnpaBlIeHHs
CepBEpOM, TaK M U3 MOIJICP)KUBAEMBIX ONIEPAIIHOHHBIX CHCTEM;

Monynb ynpaBieHHs CepBEpOM JIOJKEH UMETh (PyHKIIMOHAT 6e30MacHoi
MPOBEPKH IEJIOCTHOCTH W HEU3MEHHOCTH I1aKeTOB OOHOBJICHUH
MHUKPOKO/IOB KOMITOHEHT BBIYMCIUTENBHOTO y3J1a Ha 3Tare MOATOTOBKU
OOHOBJICHUS,

Monynb ynpaBieHHsS CEPBEPOM JIOJDKEH IMOAJICPKHUBATh BO3MOXKHOCTh
nepeBo/ia MOAYISE B PEKUM 3alpera BHOCA KAaKUX-IMOO M3MEHEHWHA B
KOHUrypalmoo cepBepa, Takux, kak HacTtpoilku BIOS, oGHoBnenue
MHUKPOKO/1a, HACTPOEK MOIYJIS YIIPABICHUS;

Monaynb yrpaBieHHs cepBepa JOJDKEH IOJEpKUBATh BO3MOXKHOCTb
YIpaBJIEHUS TPYINION UIEHTUYHBIX CEPBEPOB 10 HE MeHee 90 miT.
JIoJkeH ~ TMOCTaBIATBCS € TapaHTUMHBIMH  00s3aTelbCTBaMU
MPOU3BOJIUTENSE B TEYEHUE TOJUYHOTO TApPAHTHUITHOTO CpOKa C JaThl

Recording of the computing node configuration, drivers, storage of the
backup image of the computing node for reboot in case of a problem on the
non-volatile media installed inside the computing node enclosure or on the
network file share;

NMI generation capability;
It is possible to save a screenshot of a description screen of a system failure
with diagnostic information output;

The ability to export diagnostic information about the state of the
computing node, including logs from the server management module, as
well as logs of the operating system or hypervisor, in a single consolidated
report through a web interface or command line interface.

Write the control module configuration to a dedicated non-volatile drive
installed inside the computing node case to quickly restore the computing
node in case the motherboard is replaced;

The ability to use hardware and software tools to prepare for operating
system installation (configuring volumes, creating partitions, copying
drivers, creating answer files for OS installers) that do not require external
media;

It is possible to apply updates of microcode components of the computing
node both through the server management module interface and from
supported operating systems;

The server management module should have the functionality of securely
verifying the integrity and consistency of microcode service packs of the
computing node components during the update preparation stage;

The Server Management Module should support the ability to disable any
changes to the server configuration such as BIOS settings, microcode
updates, control module settings;

The Server Management Module must support the ability to manage a
group of identical servers up to a minimum of 90 pieces.
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NPOJAKM KOHEYHOMY TMOJIb30BaTenio. ['apaHTuiiHbIe 00s3aTeIbCTBA
MMPOU3BOAUTCIIA NOJIKHBI BKIIIOYATh!:

KpyriocyTounele  KOHCYNbTalMM  WH)KEHEPOB  «TOpSYEH  JIMHUI»
MIPOU3BOJUTENS TI0 BOMPOCAM BOCCTAHOBJICHHS PAOOTOCIIOCOOHOCTH,
SKCIUTyaTallik 000pYyJOBaHHUS U HMPOTPAMMHOTO O0ECIICUEHHS B PEKHME
peasbHOrO BpEeMEHH;

3aMeHa HEHCHPABHBIX aNMapaTHBIX KOMIIOHEHT Ha MECTE SKCIUTyaTaluu
ABTOPU30BAHHBIMUA CCPBUCHBIMU HWHXKCHCpaMU
POU3BOANTENS/YIOTHOMOYCHHBIMU ~ ITPOM3BOJUTENIEM Ha  IUIOLIAKE
3aKa34rKa Ha CIeIyIoUil pabounii 1eHb;

Bo3moxxHocTh  mpuoOpeTeHust  00OpYyIOBaHUS € TapaHTHHHBIMU
00513aTeNIbCTBAMH TIPOU3BOAMUTENS 10 7 (CeMH) JIET C JaThl MPOJAXH
KOHEYHOMY IT10JIb30BATEITIO;

Hamumne oIl HCBO3BparTa HCHUCIIPABHBIX KECTKHUX JUCKOB
NPOM3BOAMTEINIO B CIIydae WX allapaTHOH HEHCIPaBHOCTH HE MeHee 3
(Tpex) ner.

Must be delivered with the manufacturer's warranty within a one-year
warranty period from the date of sale to the end user. The manufacturer's
warranty obligations shall include:

Round-the-clock consultations of the manufacturer's hotline engineers on
the issues of recovery, equipment and software operation in real time;

Faulty hardware components are replaced at the customer's site by the
manufacturer's authorized service engineers/authorized by the manufacturer
on the next working day;

Possibility to purchase equipment with manufacturer's warranty up to 7
(seven) years from the date of sale to the end user;

The option of not returning faulty hard disks to the manufacturer in case of
hardware malfunction for at least 3 (three) years.
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Attachment #2 to Specification \

IIpuioxenne Ne2 k TexHnueckoMy 3a1aHl

10

CepBep — kojauuecTBo 2 mTyK (TH — SRVRVM)

OO0mme TpeboBaHUA

Hmets GpopM-(akTop A1l yCTAHOBKU B CTAHJIAPTHYIO CEPBEPHYIO CTOUKY U
UMETb BBICOTY He Oosee 2RU;

VMeTp KOMIUIGKT TEJICCKONMYECKUX HANpPABISIONNX U YCTaHOBKH
BBIYHCIIMTENIFHOTO y3JIa B CTOMKY B KOMIUIEKTE C PYKaBOM ISl YKIIQJKH
KabeJen;

JIOJDKeH MMETh JATYMK OTKPBITHS KOPIyca C BO3MOXKHOCTHIO HACTPOWMKH
YIaJICHHOTO OIIOBEUICHUS 00 3TOM COOBITHY;

ITpoueccop

Nmets He MeHee 2 yCTaHOBIICHHBIX IPOLIECCOPOB, KaXAbIA U3 KOTOPBIX
JOJKEH UMETh HEe MeHee 16 sanep, a B cyMMe Ha JiBa npoueccopa 32 saep,
paboratomux Ha yacrtore He Hiwke 2.1 ['T, mognepxuBath paboTy namsTu
¢ yactoroit He MeHee 2400 MI 11, IMETh K3II-TaMATh 00bEMOM He MeHee 22
Mbaiit. MakcuManbHasi pacyeTHasi MOILHOCTb MPOIeccopa JI0JIKHA OBITh
He 6osiee 100 Bart. JlomkHa ObITh peain3oBaHa BO3MOXKHOCTb paboThI ¢ X64
pa3psAIHBIMU  TPWIOKEHUSIMA Ha amnmapaTHoMm ypoBHe. Ilpu sTom
MaKcHUMaJbHas TaKTOBas 4acToTa ¢ TexHosoruen Turbo Boost nomkHa ObITH
ne menee 3.2 I'T'x;

Jlutorpadust ycTaHOBICHHBIX MPOIIECCOPOB HE MeHee 14 nm;

OneparuBHasi namMATH

Hannuue ve menee 24 cnoroB DDR4 n1s ycraHOBKM MOAyNel namsTy;
Jlo;KHO OBITH ycTaHOBJIEHO He MeHee 4 mopaynei mamsatu RDIMM Dual
Rank o6bémom He menee 32 T'bailt kaxnmeni, a B cymme 128 ['Gaiir,
paboTaromux Ha yactore He Meree 2 400 MI'1r;

XpaHeHHe JaHHBIX

[TonnepxuBaTh OJHOBPEMEHHYIO YCTAHOBKY HE MEHEE 4eM 12 KEeCTKHUX
auckoB ¢opm-pakropa 3.5;

HNwmers RAID-koHTpoiiep ¢ moaaepXkod wuHTepdelica MOAKIIOYSHUS
xecTkux quckoB SAS 3.0 u yposueit RAID ne nuxke 0, 1, 10, 5, 50, 6, 60 ¢

Server - quantity 2 pcs (type - SRVRVM)
General requirements

Have a form factor to install in a standard server rack and be no higher than
2RU;

Have a set of telescopic guides for installing the computing unit in a rack
complete with a cable laying sleeve;

Must have an enclosure opening sensor that can be set up for remote
notification of this event;

Processor

To have at least 2 installed processors, each of which should have at least
16 cores, and a total of 32 cores per two processors operating at a
frequency of not less than 2.1 GHz, to support memory operation at a
frequency of not less than 2400 MHz, have a cache memory of at least 22
MB. The maximum rated CPU power shall not exceed 100 Watts. It should
be possible to work with x64-bit applications on the hardware level. The
maximum clock frequency with Turbo Boost technology should be not less
than 3.2 GHz;

Lithography of installed processors at least 14 nm;

RAM

Availability of at least 24 DDR4 slots for installing memory modules;

At least 4 RDIMM Dual Rank memory modules of at least 32 Gbytes each
and 128 Ghytes each, operating at a frequency of at least 2,400 MHz,
should be installed,;

Data Storage

Support the simultaneous installation of at least 12 form factor 3.5 hard
drives;

Have a RAID controller that supports SAS 3.0 hard disk drives and RAID
levels of at least 0, 1, 10, 5, 50, 6, 60 with a cache size of at least 2 GB.
Support for at least 24 hard disks;
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o0beMoM KamI-aMsT He MeHee 2 ['6aiit. [lonnepikka He MeHee 24 )KeCTKUX
JTUCKOB;

Nmetp He MeHee 12 ycTaHOBIEHHBIX HAaKOMUTENeH 0O0bEMOM HE MeHee 8
ToaiiT, ckopocTbio Bpamenus mnuHjaens He menee 7200 u untepgeiicom He
xyke NLSAS 12 I'6ut/c. Kaxknplii HakomuTelb MOJDKEH OBITh OCHAIICH
GYyHKIUSMU ~ TOpsiuedt  3aMeHBl, TpPH HEOOXOJWMOCTH JOITYCKaeTCs
nobaBieHue TBEpAOTeNbHBIX arckoB Write Intensive mis pa3BepThiBaHUS
BUPTYaAJIbHOU CpeIbl XPAaHEHUS JaHHBIX;

JlomKeH noiiepKUBaTh BO3MOXHOCTh ONIMOHAIbHOM YCTaHOBKH HE MEHEe
3x kapt SD(XC) BHYTpB cepBepa, IBE U3 KOTOPHIX JIOJKHBI TOJIEPKUBATH
anmapatHelii RAID 1 ang oTka3oycToumBON 3arpy3ku W pabOTHI IS
TUTIEPBU30PA;

JlomkeH ObITh YCTaHOBJICH KapTpUIEP, BKIIOYAIOIINI B ceOsl HE MEHEE ABYX
nopToB Micro-SD

JlomkHO OBITH ycTaHOBIEHO He MeHee aByx MICrOSDHC/SDXC kapt
o0bpeMoM He MeHee 321" 6aiT

Ci0Tbl paclmiMpenye U KapThl pacliupeHust

Hannuue ne menee 4 ciotos PCle 3.0 X8 111 ycTaHOBKH KapT paclIMpPEHUs;
JIomKHO OBITH YCTAaHOBJIEHO HE MEHee | ceTeBOro ajanrtepa, BKIHOYAOIMNN
B ce0s1 He MeHee ueM ¢ 2 nopta 10GbE SFP+, a Taxke He MeHee 2 mopra
1000BASE-T. CereBoii amantep He JobkeH 3aHumarh ciotr PCle,
IIpEeIHA3HAYEHHBIN AJI YCTAHOBKU KAapT PACLIMPEHUS;

JIomKHO OBITH YCTAHOBJIIEHO HE MeHee | IOJHOpPa3MEpPHOTO CETEBOTO
ajanTepa, BKJItoyaromuil B cedst He MeHee ueM ¢ 2 nopta 10GbE SFP+.

DJIEKTPONMTAHHE
HNwmetr He MeHee NByX OJOKOB MUTaHHUS MOIIHOCThIO He MeHee 1000 Br
KOKIBIH C BO3MOXHOCTBIO TOpSYEd 3aMEHBbl, HUMETh IOAJEPKKY

pe3epBUPOBAHUS MUTAHUS U TIOJJCPKUBATH YCTAHOBKY OJIOKOB THUTAHHS
MomHOCTEIO 10 2400 BT KakIpIi;

NmMeTh KoMIIEKT KaOejael [y TMOAKIIOUEHHS K CETH IIHTaHHS B
nocrarouHom kosmmuectBe (C13/C14 10A);

JonoJiHUTEIbHbIE (DYHKIUH
HmeTs 3animpaemyro Ha KJIH0Y JIMLEBYIO IIaHENb, OTPAHUYUBAOIIYIO JOCTYII
K JKECTKUM JMCKaM;

Have at least 12 installed drives of at least 8 Thytes in size, a spindle speed
of at least 7200 and an interface no worse than NLSAS 12 Gb/s. Each drive
shall be hot-swappable, and Write Intensive SSDs may be added if required
to deploy a virtual storage environment;

Must support the optional installation of at least 3 SD(XC) cards inside the
server, two of which must support hardware RAID 1 for fault-tolerant
loading and operation for the hypervisor;

A card reader with at least two micro-SD ports must be installed

A minimum of two microSDHC/SDXC cards with a minimum of 32GB
capacity should be installed

Expansion slots and expansion cards

There are at least 4 PCle 3.0 x8 slots for installing expansion cards;

At least 1 network adapter must be installed, including at least 2 10GbE
SFP+ ports and at least 2 1000BASE-T ports. The network adapter must
not occupy the PCle slot designed for installing expansion cards;

At least 1 full-size network adapter including at least 2 10GbE SFP+ ports
must be installed.

Power supply

Have at least two hot-swappable power supplies of at least 1000W each,
support redundant power supply and support installation of power supplies
up to 2400W each;

Have a sufficient number of cables for connecting to the mains (C13/C14
10A);

Additional features
Have a lockable front panel that restricts access to hard drives;
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JIoKeH UMETh JKUIKOKPUCTAIUTMUECKUN 3KpaH COCTOSHUS U TUAarHOCTUKU
CHCTEMBI Ha IIepeIHE NTaHeNu ¢ pa3pelieHneM He MeHee 128x20 nukcenein
U KHOINKAMM HaBUTallMU, SKpaH JOJHKEH OBbITh IMOJHOCTBIO BUJICH IpU
3aKpBITON NIEpEeIHEN MaHEIN KOpIlyca CEpPBEPa;

Nwmets He menee 5 moptoB USB (2 USB 2.0 na nuneBoit manenu, 1 USB 3.0
BHYTpH cepsepa 1 2 USB 3.0 Ha 3aaHel cTopoHE cepBepa);

Nwmets He MeHee 1 mopTta micro-USB Ha nuiieBoi maneu 1isi BO3SMOKHOCTH
OpSMOTO TOJKIIOYEHUS K KOHTPOJUIEPY YIpaBJIEHUS W MOHHMTOpPHHTA
cepBepa;

JloJoKHBL OBITH  YCTAHOBJIEHBI HE MEHEe 6 BBICOKOIPOU3BOAMTEIBHBIX
TYpOUH 7151 OXJIAXKICHHS,

JlookeH ObITh COBMECTHM KaK MUHIMYM CO CJIETYIOIIIMMH OTIepalliOHHBIMA
CHUCTEMaMHU U TUIIEPBU30PAMHU:

Microsoft Windows Server 2012R2, 2016 u Bbi1e;

Red Hat Enterprise Linux 6.9 u Beiiite, 7.3 U BBILIIE;

VMware ESXi 6.0U3, 6.5 u BrIIIE;

VSAN;

Ubuntu 16.04 LTS u BrllIe;

Citrix XenServer 7.1 u BrIIlIE;

JIOJDKeH WMMeTh BCTPOEHHBIE allapaTHO-NPOTPAaMMHBIE CpEACTBA IS
YIQJIEHHOTO YNpaBJIECHUS U MOHMTOpPUHIA, 0OECIIEYUBAIOIIUE CIIEAYIOINE
GyHKIUH:

VYaaneHHBId OOCTYN K KOHCOJHW YIPABJICHUS BBIYMCIUTEIBHOTO Y31
MOCpesicTBOM  BeO-Opay3epoB, wuHTepdelica KOMaHAHOM CTPOKH TIO
nporokonam ssh u telnet, IPMI u Redfish;

[Tomnep>Xku BO3MOKHOCTH HCIIONB30BAaHHS (DYHKITMOHAIA OTCIICKHBAHUS
COCTOSIHUSI M YIPAaBJICHHUS BBIYHUCIUTENBHOTO Y3Jla C HCHOJIb30BaHUEM
MOOWJIBHBIX ~ YCTPOWCTB, TOJICPKUBAIONINX Iepeaady JaHHBIX C
ucrnosib3oBanueM cranaaptoB Bluetooth, WiFi (nmpu nHanmuuum B cocrase
cepBepa OTAEIbHOTO MOJYJISl CBS3H U YIIPABJICHMUS );

ABToMaruveckoe MH(OpMUpPOBaHHE aIMHHUCTpaTOpa 000 Bcex cOOsAX U
MpeCKa3aHMsIX HapYIICHUs (YHKIIMOHUPOBAHUS AMCKOBOW TOJCHCTEMBI,
MOJyJe maMsaTH, OJOKOB MUTAaHUS, BEHTHJISATOPOB U MPOLECCOPOB IO
CpeACTBaM AJIEKTPOHHOW TMOYTHI WM BBIBEACHUS COOOIIEHHSI Ha KOHCOIh
aJIMUHHCTPATOPA;

OTtoOpakxeHue HMHBEHTApU3AIMOHHOW MH(POpPMALUU 000 YCTaHOBJIEHHBIX
KOMITOHEHTaX BBIYMCIMUTEIBHOTO Y374, BKIIOYass HHpopManuio o0
YCTAHOBJICHHBIX BEPCHUSIX MUKPOKOJOB KOMIIOHEHT cepBepa, HHPOPMALIUIO

Must have a liquid crystal display of system status and diagnostics on the
front panel with a resolution of at least 128x20 pixels and navigation
buttons, the screen should be fully visible when the front panel of the server
case is closed;

Have at least 5 USB ports (2 USB 2.0 on the front panel, 1 USB 3.0 inside
the server and 2 USB 3.0 on the back of the server);

Have at least 1 micro-USB port on the front panel for direct connection to
the server control and monitoring controller;

At least 6 high-performance cooling turbines must be installed;

Must be compatible with at least the following operating systems and
hypervisors:

Microsoft Windows Server 2012R2, 2016 and above;

Red Hat Enterprise Linux 6.9 and above, 7.3 and above;

VMware ESXi 6.0U3, 6.5 and above;

VSAN;

Ubuntu 16.04 LTS and above;

Citrix XenServer 7.1 and above;

Must have built-in hardware and software tools for remote management
and monitoring that provide the following functions:

Remote access to the computing node management console via web
browsers, command line interface via ssh and telnet, IPMI and Redfish;
Supports the ability to use the functionality of tracking and management of
the computing node using mobile devices that support data transfer using
Bluetooth, WiFi standards (if the server has a separate communication and
management module);

Automatically inform the administrator of all failures and predictions of
malfunctions of the disk subsystem, memory modules, power supplies, fans
and processors by e-mail or by displaying a message to the administrator
console;

Displaying inventory information about installed computing node
components, including information about installed versions of microcodes
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0 MAC-anpecax u WWN cereBbix kKoHTpoJuiepoB U FC-aganTepax, B T.4. U
BUPTYaJIbHBIX;

VYnaneHHas nepesarpys3ka, BKIIOUYEHHUE/BBIKIIOYEHUE BBIYMCIUTEIBLHOIO
y371a (B TOM YHUCJIE 3arpy3Ka C BUPTYaJIbHOTO ONTHYECKOIO AUCKA);
VYaaneHHBI IepexBaT KOHCOIM YIPABICHHWS BBIYMCINTEIBHOIO Y3JIa
(BUpTyanbHas KOHCOJIb): JKpaHa, KIaBHATypbl U  KOOPAWMHATHO-
rpaMuecKoro ykasaTells Kak Ha 3Tale 3arpy3kd BBIUMCIUTEIBHOTO Yy3IIa,
TaKk ¥ BO BpeMs paOOThI ONEPAalMOHHBIX CHCTEM. BHpTyanbHas KOHCOJIb
JOJDKHA MMETh BO3MOJKHOCTH YIIPABJICHMS IHTAHUEM BBIYMCINTEIBHOIO
y31a, BO3MOXKHOCTb  yKa3aHUsl  3arpy304HOro  yCTpPOHCTBa, €
OJIHOBPEMEHHBIM MOJKJIIOUEHUEM JI0 6 IT0JIB30BATEIEH U B3aUMOIEHCTBUEM
B pexuMe oOMeHa CooOmeHusMU. BupryaibHas KOHCOJIb JOJDKHA
NOJIEP)KUBAaTh pabOTy C MCIIOJIB30BaHMEM BeO-Opay3epa M craHaapra
HTMLS5, 6e3 He0OXOMMMOCTH UCIIOIB30BaHUS IIIIarnHOB Java u ActiveX;
Bo3mokHOCTh cOopa nHpopmManuu 00 ypoBHE YTHIU3ALUHM LEHTPAILHOTO
mporieccopa M ONEpaTUBHOW MMaMsATH cepBepa 0e3 HeoOXOAMMOCTH
ycraHoBkHu arenrckoro I10 B OC;

Bo3moxnoctes  ynpasiienuss RAID-koHTposuiepamu, yCTaHaBIMBAaE€MbIX
BHYTpPM KOpITyca BBIYHCIUTENBHOIO Yy37a, 4epe3 BeO-uHTepdeiic wim
KOMaH/IHBIH uHTepdelc Momyns yhpaBieHuss 0e3 HEOO0XOIUMOCTH
ycranoBkH areHTckoro I10 B OC. Kak MuUHMMYM J0JKHA 00ecrieqnBaThes
BO3MOYKHOCTB!

Bo3moxkHocTh ynpaBienus RAID-konTpoiuiepoM 6€3 HeEoOXOAMMOCTH
nepes3arpy3Ku BbIUMCIUTEIBHOTO Y314,
OTciiexxuBaHUE COCTOSHHUSA HAKOIUTEIEH,
KOHTPOJIIEPY, B T.4. U NVMe-HakonuTeneu;
OTcnexnuBaHUE COCTOSHUS BUPTYalIbHBIX IUCKOB;

Coznanue, ynajieHue U KOHQUTYpUPOBAHUE BUPTYaAJIbHBIX AUCKOB;
N3menenne HacTpoek RAID-koHTpoOIIIEpa;

Pacmmpenue éMKOCTH BUPTYaJbHBIX TUCKOB 0€3 MpephIBaHMS JOCTYIa K
HUM;

N3menenus ypoBHsi RAID BupTyanbHBIX AUCKOB 0€3 MpepbIBaHUS JAOCTYIIa
K HUM;

3anuch KOH(UTrypaluy BBIYUCIUTENBHOIO Y3I51a, ApailBepoOB, XpaHEHUS
pe3epBHOro 00pa3a BBIYMCIMTEIBHOTO y3Ja JUIS Iepe3arpy3ku B Ciiydae
BO3HUKHOBEHHS  HEMOJAJOK HAa  DHEPrOHE3aBUCUMBIM  HOCHUTEID,
YCTAHABIIMBAEMBIM BHYTPH KOpIIyCa BBIYUCIMTEIBHOIO Yy3JIa WM Ha
ceTeBoil (haiioBHIii pecypc;

OonKiIroueHHbIX K RAID-

of server components, information about MAC addresses and WWN of
network controllers and FC adapters, including virtual ones;

Remote reboot, enable/disable the computing node (including booting from
the virtual optical drive);

Remote capture of the management console of the computing node (virtual
console): screen, keyboard and coordinate graphical pointer both at the
stage of booting the computing node and during the operation of operating
systems. The virtual console should be able to control the power of the
computing node, the ability to specify the boot device, with simultaneous
connection of up to 6 users and interaction in the message exchange mode.
The Virtual Console should support work with a web browser and HTML5
standard, without the need to use Java and ActiveX plugins;

Ability to collect information on the utilization level of the CPU and RAM
of the server without the need to install agent software in the operating
system;

It is possible to manage RAID controllers installed inside the computing
node housing through a web interface or command interface of the
management module without the need to install agent software in the OS.
At a minimum, it should be possible to do so:

Ability to manage the RAID controller without having to reboot the
computing node;

Track the status of drives connected to the RAID controller, including
NVMe drives;

Tracking the status of virtual disks;

Create, delete and configure virtual disks;

Change the RAID controller settings;

Extend the capacity of virtual drives without interrupting access to them;
Change the RAID level of virtual drives without interrupting access to
them:;

Recording of the computing node configuration, drivers, storage of the
backup image of the computing node for reboot in case of a problem on the
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Bo3MoxHocTh renepanu NMI;

B03M0OKHOCTh COXpaHEHUs CKPUHILIOTA SKpaHa OMUCAHUS CUCTEMHOTO c00s
C BBIBOJIOM JMAarHOCTUYECKON MH(OpMaLny;

Bo3mokHOCTh depe3 BeO-unTepdeiic mim uHTepdeiic KOMaHAHON CTPOKU
IKCIIOPTA ANATHOCTHYECKON MH(OPMAINU O COCTOSHHS BBIYUCIUTEIHHOTO
y351a, BKIIOYas JIOTH KaK C MOJYJS YIPABJICHUS CEPBEPOM, TaK U JIOTH
OIEPAIIMOHHON CUCTEMBI WIIU THIICPBU30PA, B €IMHOM KOHCOJIUINPOBAHHOM
oTyére.

3anuch  KOHGUTYpalMd  MOAYJS  YIOpPaBICHUS HAa  BBIJCJICHHBIN
SHEPTrOHE3aBUCUMBIN HAKOIMUTEIb, YCTAHABIMBACMbIM BHYTPU KOpIyca
BBIYUCIIUTEIIBHOTO y31a, JUTSL OBICTPOTO BOCCTaHOBJICHUS
paboTOCTIOCOOHOCTH ~ BBIYMCIUTENBHOTO  y3Ja B CIydyae  3aMEHBI

MaTEepUHCKOH IJIaThI;

B03MOKHOCTh HCIIONB30BaHMS  aNMapaTHO-MPOTPAMMHBIX CPEACTB  JUIS
MOJITOTOBKM K YCTaHOBKE OINEPAI[MOHHOW CHUCTEMbI (KOH(QUIypHpOBaHUE
TOMOB, CO3JJaHHE DPAa3JIEIOB, KOIMPOBAHHUE IpaiiBepoB, co3maHue (aiiaos
otBeta U1t uHcTALIITOpoB OC), HE TpeOyrolue UCI0JIb30BaHHS BHELITHUX
HocUTenel nHpopmanmy;

Bo3MoxHOCTh  NpUMeHEHHs] OOHOBICHMH MHMKPOKOJOB KOMIIOHEHT
BBIUMCIIUTENIFHOTO y3Jla Kak uepe3 WHTepdeiic MOayis yHpaBiIeHUsS
CepBEpOM, TaK M U3 MOJIEP)KUBAEMBIX ONEPAILIIOHHBIX CUCTEM;

Monynb ynpaBiieHUs CEpBEPOM JIOJKEH UMETh (pyHKUIMOHaN Oe30macHOn
IPOBEPKH  IIEIOCTHOCTH W  HEU3MEHHOCTH [1aKeTOB  OOHOBJICHMH
MHUKPOKOJOB KOMITOHEHT BBIYHCIHTEIBHOTO y3J1a Ha dTare MOJArOTOBKU
OOHOBJICHUS,

Monynp ynpaBIeHHS CEPBEPOM JIOJKEH IOAJEPKUBATh BO3MOXKHOCTH
nepeBosia MOJYJsl B PEXKHUM 3alpera BHOCA KaKuX-THMOO H3MEHEHUH B
KOH(UTypalnuio cepBepa, TakuxX, kak Hactpodku BIOS, o6GHoBieHue
MHUKPOKO/1a, HACTPOEK MOYJIS YIIPaBICHUS;

Monynp ympaBieHusi cepBepa JIOJDKEH TOJIEPKUBATh BO3MOKHOCTh
yIIpaBJIEHUs TPYMION UICHTUYHBIX CEPBEPOB /10 HEe MeHee 90 mIT.

JIOJDKEH MOCTaBIISIThCS C TAPAaHTHIHBIMH 0053aTEIIbCTBAMH TTPOU3BOIUTEIS
B TE€UYEHUE T'OJAUYHOTIO TapaHTUHHOTO CPOKa C JaThl MPOAAKH KOHEUHOMY
mosib30Batemto. ['apaHThiiHBIE 00S3aTENHCTBA TPOUZBOAMUTEINS JTOJDKHBI
BKJIIOYATh!

KpyrinocyTounble  KOHCYNbTallUM  HMHXXEHEPOB  «TOpAYEH  JIMHUNY
IPOM3BOAUTENSL IO BOMNPOCaM BOCCTAaHOBJIEHHA pPabOTOCIIOCOOHOCTH,

non-volatile media installed inside the computing node enclosure or on the
network file share;

NMI generation capability;

It is possible to save a screenshot of a description screen of a system failure
with diagnostic information output;

The ability to export diagnostic information about the state of the
computing node, including logs from the server management module, as
well as logs of the operating system or hypervisor, in a single consolidated
report through a web interface or command line interface.

Write the control module configuration to a dedicated non-volatile drive
installed inside the computing node case to quickly restore the computing
node in case the motherboard is replaced;

The ability to use hardware and software tools to prepare for operating
system installation (configuring volumes, creating partitions, copying
drivers, creating answer files for OS installers) that do not require external
media;

It is possible to apply updates of microcode components of the computing
node both through the server management module interface and from
supported operating systems;

The server management module should have the functionality of securely
verifying the integrity and constancy of microcode service packs of the
computing node components during the update preparation stage;

The Server Management Module should support the ability to disable any
changes to the server configuration such as BIOS settings, microcode
updates, control module settings;

The Server Management Module must support the ability to manage a
group of identical servers up to a minimum of 90 pieces.

Must be delivered with the manufacturer's warranty within a one-year
warranty period from the date of sale to the end user. The manufacturer's
warranty obligations shall include:
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SKCIUTyaTaluu o0OpyIOBaHUS U MPOTPAMMHOIO 00ECIEYeHUs] B PEXHUME
peabHOTO BPEMEHHU;
3aMeHa HEWCIIPaBHBIX alMapaTHBIX KOMIIOHEHT HAa MeCTe JKCILTyaTaluu

ABTOPU30BAHHBIMUA CCPBUCHBIMU HHXXCHCpaMU
POU3BOANTENS/YIOTHOMOUYCHHBIMIA ~ TIPOU3BOJUTENIEM HA  IUIOIIAJKE
3aKa3unKa Ha CIeIyIoUil pabounii 1eHb;

Bo3moxxnocts  mpuoOpereHus ~— 00OpymOBaHMS € TapaHTUHHBIMH

00s13aTeNbCTBAMH MIPOU3BOAUTENSA A0 7 (CeMH) JeT ¢ JaThl MPOJaKu
KOHEYHOMY ITOJIb30BaTEIIIO;

Hanuuune  ommmmu  HeBO3BpaTa  HEHWCNIPABHBIX — JKECTKUX  JIMCKOB
MIPOU3BOJIUTEIII0 B Cly4yae MX allapaTHOW HEHCIPAaBHOCTH HE MEHee 3
(Tpex) ner.

Round-the-clock consultations of the manufacturer's hotline engineers on
the issues of recovery, equipment and software operation in real time;

Faulty hardware components are replaced at the customer's site by the
manufacturer's authorized service engineers/authorized by the manufacturer
on the next working day;

Possibility to purchase equipment with manufacturer's warranty up to 7
(seven) years from the date of sale to the end user;

The option of not returning faulty hard disks to the manufacturer in case of
hardware malfunction for at least 3 (three) years.
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Attachment #3 to Specification \
Hpunioxenne Ne3 k TexHuueckoMy 3aJaHUIO

Cepsep — kojaunuecTBo 3 mryk (tunm — SRVRS)
CepBep I0JDKEH YIOBJIETBOPATH CIIEAYIOINM TPEOOBAHMSM:

O61mme TpedoBaHMS

Nmets hopm-hakTop Al yCTAHOBKH B CTAaHAAPTHYIO CEPBEPHYIO CTOHKY U UMETh
BbICOTY He Oonee 2RU;

MMeTr  KOMIUIEKT  TENECKONMMYECKHX  HAMpaBJSIONMX U YCTAaHOBKH
BBIUUCIIUTEIILHOTO y3JIa B CTOMKY B KOMILICKTE C PYKaBOM ISl YKIIAJKH KaOeJeH;
JIOKeH HMeTh JaTYMK OTKPBITHUS KOPIyca C BO3MOXKHOCTBIO HACTPOMKHU
YIQJIEHHOTO OIOBEIIEHUS 00 TOM COOBITHH;

ITpoueccop

Nmeth HE MeHee 2 YyCTaHOBJIEHHBIX MPOIECCOPOB, KAXKABIA U3 KOTOPHIX JOJIKEH
UMeTh He MeHee 16 siziep, a B cymMe Ha JiBa npoiieccopa 32 saep, paboTaromux Ha
yactote He Hke 2.1 I'Tu, nognepxuarh paboTy MaMsATH C 4YacCTOTOW HE MEHee
2400 MI', uMeTh K3UI-IaMATh 00beMoM He MeHee 22 Mbaiit. MakcuManbHas
pacdeTHasi MOIITHOCTH TIpolieccopa JoikHa ObITh He 6omee 100 Bart. [{okHa ObITh
pearM3oBaHa BO3MOXKHOCTh pabOThl ¢ X064 pa3psAHBIMH TPUIOKCHUSIMH Ha
anmapaTHoM ypoBHe. [Ipu 3TOM MakcuMalibHasi TAKTOBAsl 4acTOTa C TEXHOJIOTHEH
Turbo Boost gomxHa ObITh He MeHee 3.2 I'T'ix;

Jlutorpadust ycTaHOBIEHHBIX MTPOIIECCOPOB HE MeHee 14 nm;

OnepaTuBHas NamMATh

Hanuune ne menee 24 cinoroB DDR4 u1g ycraHOBKM MOAynel naMsTu;

JlomkHo ObITh ycTaHOBIeHO He MeHee 4 Moaynei mamsatu RDIMM Dual Rank
oobpémom He MeHee 32 I'Baift kaxnawiif, a B cymme 128 ['0aiit, paboTaromux Ha
gactoTe He meHee 2 400 MI11;

XpaHeHue JaHHBIX
[TonnepxuBaTh OAHOBPEMEHHYIO YCTAaHOBKY HE MeHee 4eM 24 KECTKHUX IHCKOB
¢dopm-pakropa 2.5;

Server - quantity 3 pcs (type - SRVRS)
The server must meet the following requirements:

General requirements
Have a form factor to install in a standard server rack and be no
higher than 2RU;

Have a set of telescopic guides for installing the computing unit in a
rack complete with a cable laying sleeve;

Must have an enclosure opening sensor that can be set up for remote
notification of this event;

Processor

To have at least 2 installed processors, each of which should have at
least 16 cores, and a total of 32 cores per two processors operating at
a frequency of not less than 2.1 GHz, to support memory operation at
a frequency of not less than 2400 MHz, have a cache memory of at
least 22 MB. The maximum rated CPU power shall not exceed 100
Watts. It should be possible to work with x64-bit applications on the
hardware level. The maximum clock frequency with Turbo Boost
technology should be not less than 3.2 GHz;

Lithography of installed processors at least 14 nm;

RAM

Availability of at least 24 DDRA4 slots for installing memory modules;
At least 4 RDIMM Dual Rank memory modules of at least 32 Ghytes
each and 128 Gbytes each, operating at a frequency of at least 2,400
MHz, should be installed;

Data Storage
Support the simultaneous installation of at least 24 form factor 2.5
hard drives;
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Nmetrs RAID-xoHTpOIUIIEp C MOAAEPXKKOW HHTEpdeiica MOIKIIOUYCHHS KECTKUX
muckoB SAS 3.0 u ypoBueii RAID nwe vuxe 0, 1, 10, 5, 50, 6, 60 ¢ o06beMOM K31II-
namsati He MeHee 2 ['0aiit. [Tognepxkka He MeHee 24 )KeCTKUX JIMCKOB;

Hwmetp He MeHee 24 yCTaHOBJIEHHBIX TBEPAOTEIBHBIX HAKOMUTENEH 00bEMOM He
MeHnee 960 I'6aiiT u uarepdeiicom He xyxe SATA 6 ['6ut/c, c mapamerpom DWPD
He meHee 1 1 TWB ne menee 1700. Kaxxaplii HAKOUTENb JOKEH OBITH OCHAIIEH
dbyHkumsiMu ropsiueit 3amensl U Read Intensive, mpu HEOOXOIUMOCTH JOMTYCKACTCSI
nobasienue/3amMeHa nuckoB Ha Write Intensive i pa3BepTbIBaHUSI BUPTYaJIbHON
Cpelbl XpaHEHUs JaHHBIX;

JIomKeH moiepKUBaTh BO3MOXKHOCTh ONIIMOHAIBHON YCTAaHOBKH HE MeHee 3X
kapt SD(XC) BHyTph cepBepa, [IB€ U3 KOTOPBIX JOJDKHBI MOJIJIEPKUBATH
anmapatHeiid RAID 1 myist 0TKa30yCTOWYUBO# 3arpy3KH B paOOTHI JIJIsl TUIICPBH30PA;
JlomkeH ObITh YCTaHOBIICH KapTpUJIEP, BKIIOYAIOIINN B ce0sl He MEHee BYX ITOPTOB
micro-SD

JlokHO OBITH ycTaHOBJIEHO He MeHee aByX MICFOSDHC/SDXC kapt 00beMOM He
MeHee 321°6aiT

CioTbl pacliMpeHye ¥ KapThl pacliupeHust

Hanuuue e menee 4 ciaoros PCle 3.0 x8 1 ycTaHOBKM KapT pacUIMpPEHUs;
JlomkHO OBITH YCTAaHOBJIEHO HE MeHee 1 ceTeBoro ajanrepa, BKIIOYAIOMUMA B ce0s
He MeHee ueM ¢ 2 nopra 10GbE SFP+, a takxe He meHee 2 nmopta 1000BASE-T.
CereBoii amantep He moibkeH 3aHuMarh cioT PCle, mpenHasHadeHHBIN 1is
YCTaHOBKH KapT pacUIMPEHUs;

JlomKHO OBITH YCTaHOBJIEHO HE MEHee | MOJHOpa3MEpHOro CETeBOro ajgamnTepa,
BKIIIOUaroluii B ce0s He MeHee yeM ¢ 2 mopta 10GbE SFP+.

DJIEKTPONMTAHHE

Nwmets He MeHee ABYX OJ0KOB MUTaHUsI MOIIHOCTHIO HE MeHee 1000 BT kaxmprit ¢
BO3MOHOCTBIO TOPSYEN 3aMEHBI, UMETh MOAAEPKKY PE3EPBUPOBAHUS NTUTAHUS U
MOJJIEPKUBATH YCTAHOBKY OJIOKOB MUTAHKS MOIIHOCTHIO 110 2400 BT KaxapIif;
HMeTs KOMIUIEKT KaOenel [UIsl TMOJIKIIOYEHUS K CeTH MUTAHUS B JIOCTATOYHOM
konuyecTBe (C13/C14 10A);

JonoJiHUTe/IbHBIE (PYHKIUH

NMeTp 3anmupaeMylo Ha KJIHOY JHUIEBYIO IaHEIb, OIPAaHUYMBAIOIIYIO JOCTYN K
KECTKUM JIUCKaM;

JIoIKeH HUMETh KMIKOKPUCTAJUIMYECKUH HKpPaH COCTOSHUS M JAMAarHOCTHKH
CHCTEMBl Ha MEpeJlHEeN NaHeNM C paspenieHHeM He MeHee 128x20 nukcened u

Have a RAID controller that supports SAS 3.0 hard disk drives and
RAID levels of at least 0, 1, 10, 5, 50, 6, 60 with a cache size of at
least 2 GB. Support for at least 24 hard disks;

Have at least 24 installed SSDs with a capacity of at least 960 GB
and an interface no worse than SATA 6 Gb/s, with a DWPD of at
least 1 and TWB of at least 1700. Each drive must be hot-swappable
and Read Intensive, and it is possible to add/replace drives to Write
Intensive for virtual storage deployment if required;

Must support the optional installation of at least 3 SD(XC) cards
inside the server, two of which must support hardware RAID 1 for
fault-tolerant loading and operation for the hypervisor;

A card reader with at least two micro-SD ports must be installed

A minimum of two microSDHC/SDXC cards with a minimum of
32GB capacity should be installed

Expansion slots and expansion cards
There are at least 4 PCle 3.0 x8 slots for installing expansion cards;

At least 1 network adapter must be installed, including at least 2
10GDbE SFP+ ports and at least 2 1000BASE-T ports. The network
adapter must not occupy the PCle slot designed for installing
expansion cards;

At least 1 full-size network adapter including at least 2 10GbE SFP+
ports must be installed.

Power supply

Have at least two hot-swappable power supplies of at least 1000W
each, support redundant power supply and support installation of
power supplies up to 2400W each;

Have a sufficient number of cables for connecting to the mains
(C13/C14 10A);

Additional features
Have a lockable front panel that restricts access to hard drives;

Must have a liquid crystal display of system status and diagnostics on
the front panel with a resolution of at least 128x20 pixels and
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KHONIKAMU HaBUTALIUM, 3KpaH JOJDKEH OBbITh IMOJHOCTHIO BUACH IPU 3aKPHITON
nepeAHel maHenIu KopIyca CEpBepa;

Nwmets ve menee 5 moptoB USB (2 USB 2.0 na nuneBoit nanenu, 1 USB 3.0 BHyTpH
cepepa u 2 USB 3.0 Ha 3agHelt cTopoHe cepBepa);

Nmerp He meHee 1 mopra micro-USB Ha nuneBod maHenmw Juisi BO3MOXKHOCTH
MPSIMOTO MOAKIIOYEHUS K KOHTPOJLIEPY YIPABICHHUS] 1 MOHUTOPUHTA CEPBEPA;
JIoKHBI OBITH YCTAHOBJIEHBI HE MEHEe 6 BBHICOKOIIPOU3BOIUTENBHBIX TYpOUH AJist
OXJIQXKICHHUS;

JlomkeH OBITh COBMECTHMM KaK MHUHHMYM CO CIEIYIOIIMMU OINEepalliOHHBIMU
CHUCTEMaMH U THUIIEPBU30PAMH:

Microsoft Windows Server 2012R2, 2016 u Bbiie;

Red Hat Enterprise Linux 6.9 u Bbitre, 7.3 u BbIIIIE;

VMware ESXi 6.0U3, 6.5 u BbIIIIC;

Ubuntu 16.04 LTS u BrllIe;

Citrix XenServer 7.1 u Bbl1IIE;

JloykeH UMETh BCTPOEHHBIE alllapaTHO-MPOrPaMMHbBIE CPEJICTBA ISl YAAJIEHHOTO
yIpaBJIeHHUs] © MOHUTOPUHTA, 00ECTIeUnBaloIIue cleayonue ¢yHKINH:

VY naneHHsbli JOCTYN K KOHCOJIM YIPABJIEHUS BBIUUCIUTEIBLHOTO Y3J1a IIOCPEICTBOM
Be0-Opay3epoB, nuTepdeiica KoMaHIHOM CTPOKU MO mMpoTokoiam ssh u telnet, [IPMI
u Redfish;

[Tonnep>kku  BO3MOXKHOCTH  HCIIONB30BaHMSI  (PYHKIIMOHANTA  OTCIEKUBAHUS
COCTOSIHMSI ¥ YIIPABJICHUS BEIYMCIUTEIHLHOTO Y3J1a C UCTIOJIb30BAHUEM MOOMIIBHBIX
YCTPOMCTB, NOJIEPKUBAIOIINX Mepeaady JTaHHbIX C UCIOJb30BaHUEM CTAH/IAPTOB
Bluetooth, WiFi (npu Hammuuu B cocTaBe cepBepa OTIEIbHOIO MOAYIS CBSA3H U
yIpaBlICHUS);

ABTOmMaTnueckoe HH(POpPMHpOBAHUE aJMUHHUCTpaTOopa 000 Bcex cOOsAX U
Mpe/icKa3aHusaX HapylmieHus: QyHKIIMOHUPOBAHUS JUCKOBOU MOJCUCTEMBI, MOy e
nmaMsaTH, OJOKOB TIMTAaHWsA, BEHTWIATOPOB M TIPOILECCOPOB IO CpeACTBaM
AJIEKTPOHHON TOYTHI W BBHIBEACHHSI COOOIICHHSI Ha KOHCOIb aJIMUHUCTPATOPA;
OtoOpa’keHue WHBEHTapU3allMOHHOW MH(OpManMu 000  YCTaHOBJIEHHBIX
KOMITOHEHTAaX BBIYMCIUTENBHOTO Y3714, BKIIFOUas HH(OpMaInio 00 yCTaHOBIEHHBIX
BEpPCHUSIX MHUKPOKOJIOB KOMIIOHEHT cepBepa, umHpopmauuio o MAC-agpecax u
WWN cereBbix kKoHTpoJuiepoB U FC-ananrepax, B T.4. U1 BUPTYaJIbHBIX;
VYnanennas mepes3arpyska, BKIIOUEHHE/BBIKIIFOYCHUE BBIUMCIUTEIHHOTO y37a (B
TOM YHCIJIE 3arpy3Ka ¢ BUPTYaIbHOTO ONITUYECKOTO JIUCKA);

VY naneHHsbli mepexBaT KOHCOJIM YIPABJICHUS BBIYUCIUTEIBLHOTO y3J1a (BUpTyalbHas
KOHCOJIb): 3KpaHa, KJIaBUaTyphl U KOOPAMHATHO-TPApUUECKOro yKazareis Kak Ha
JTare 3arpy3Ku BBIYUCIHUTEIHLHOTO Y374, TAaK U BO BpeMs padOThI ONEparOHHBIX

navigation buttons, the screen should be fully visible when the front
panel of the server case is closed;

Have at least 5 USB ports (2 USB 2.0 on the front panel, 1 USB 3.0
inside the server and 2 USB 3.0 on the back of the server);

Have at least 1 micro-USB port on the front panel for direct
connection to the server control and monitoring controller;

At least 6 high-performance cooling turbines must be installed,;

Must be compatible with at least the following operating systems and
hypervisors:

Microsoft Windows Server 2012R2, 2016 and above;

Red Hat Enterprise Linux 6.9 and above, 7.3 and above;

VMware ESXi 6.0U3, 6.5 and above;

Ubuntu 16.04 LTS and above;

Citrix XenServer 7.1 and above;

Must have built-in hardware and software tools for remote
management and monitoring that provide the following functions:
Remote access to the computing node management console via web
browsers, command line interface via ssh and telnet, IPMI and
Redfish;

Supports the ability to use the functionality of tracking and
management of the computing node using mobile devices that
support data transfer using Bluetooth, WiFi standards (if the server
has a separate communication and management module);

Automatically inform the administrator of all failures and predictions
of malfunctions of the disk subsystem, memory modules, power
supplies, fans and processors by e-mail or by displaying a message to
the administrator console;

Displaying inventory information about installed computing node
components, including information about installed versions of
microcodes of server components, information about MAC addresses
and WWN of network controllers and FC adapters, including virtual
ones;

Remote reboot, enable/disable the computing node (including booting
from the virtual optical drive);

Remote capture of the management console of the computing node
(virtual console): screen, keyboard and coordinate graphical pointer
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cucteM. BupryanpHas KOHCOJIb JOKHA HMETh BO3MOXHOCTh YIPABIICHHS
MUTAaHUEM BBIYMCIUTEIBHOTO Yy3J1a, BO3MOXHOCTh YKa3aHUsi 3arpy304HOTO
YCTPOMCTBA, C OJHOBPEMEHHBIM IOAKIIOUYEHHEM 10 6 T[onb30Barened u
B3aMMOJICHICTBHEM B peXHMe oOMeHa cooOueHusMu. BupryanbHas KOHCOJIb
JOJDKHA TOJJIEPKUBATh paboOTy € HCIOJb30BaHUMEM BeO-Opay3epa U cTaHgapra
HTMLS5, 6e3 HeoOX0AUMOCTH UCIIOIb30BaHUs INIATMHOB Java u ActiveX;
BosmoxHocTs cbopa uHbopManuu 00 YpPOBHE YTHIIM3ALMHU I[EHTPAIbHOTO
mporeccopa M OINEpaTUBHOM NaMATH cepBepa 0e3 HeoOXOIMMOCTH YCTaHOBKU
arearckoro I10 B OC;

Bo3smoxknocts ympaBienuss RAID-koHTposiiepamMu, yCTaHABIMBAEMBbIX BHYTPHU
KOpIyca BBIYUCIUTEIBHOTO Y3714, dYepe3 BeO-uHTepdeiic WM KOMaHIHBIN
uHTepdeiic Moays yrpasieHus 0e3 HeoOX0IMMOCTH ycTaHOBKH areHTckoro 10 B
OC. Kak MUHUMYM JIOJKHA 00€CTIeUnBaTHCS BOZMOKHOCTb!
Bo3smoxnocte  ympaBiaenuss  RAID-kontposmepom — 6e3
repe3arpy3Ky BIYMCIUTENIBHOIO Y314,

OTcnexxruBaHUE COCTOSIHUSI HAKOMUTENEH, MoAKIoYeHHBIX K RAID-koHTposIepy,
B T.4. U NVMe-HaKOoNuUTENEH;

OTtcnexxnuBaHUE COCTOSIHUS BUPTYaIbHBIX TUCKOB;

Cosznanue, ynajaeHue U KOHGUTYPHUPOBAHUE BUPTYaIbHBIX JUCKOB;

N3menenune Hactpoek RAID-koHTpoOIEpa;

Pacmmpenue éMkocTH BUPTYaIbHBIX IUCKOB 0€3 MpephIBaHUS JOCTYIA K HUM;
N3menenus ypoBHs RAID BupTyallbHbIX JUCKOB 0€3 MpepbIBaHUS AOCTYIA K HUM;
3anuch KOH(GUTYpAIMK BEIYUCIUTEIBHOTO y3I1a, IPaiBepOB, XpaHEHUS PE3EPBHOTO
o0Opa3a BBIUMCIMTEIBHOTO Yy37a JAJsl Iepe3arpy3kd B ciaydae BO3HUKHOBEHHS
HEIOJIA/I0K Ha YHEPrOHE3aBUCUMbII HOCUTEIIb, yCTAHABIMBAEMbI BHYTPH KOpITyca
BBIYMCIIMTENILHOTO y3J1a WJIM Ha ceTeBOM (DailyioBEIi pecypc;

Bosmoxxnocts renepanuu NMI;

Bo3MOXKHOCTh COXpaHEHMsI CKPHHILIOTAa 3KpaHa OMHMCAHUS CHUCTEMHOIo cOos ¢
BBIBOJIOM JIMarHOCTUYECKON MH(POpMAITUH;

BosmoskHOCTB "epes BeO-unTepdeiic nim narepdeiic KoMaHIHOM CTPOKHU IKCTIOPTa
JUArHOCTHYECKON MH(OPMAIMH O COCTOSIHHSI BBIYMCIUTENBHOTO Yy3Ia, BKIOYas
JIOTH KaK C MOJYJIsSl YIIPABICHUS CEPBEPOM, TaK U JIOTH ONEPALMOHHON CHUCTEMBI
WJIU TUTIEPBU30PA, B €TUHOM KOHCOJIUJIMPOBAHHOM OTYETE.

3anucek KOH(GUTYpaITUd MOTYJIS YIIPaBICHUS Ha BBIICJICHHBIN SHEPTOHE3aBUCUMBII
HAaKOIMTEJb, YCTAaHABIMBAEMbIH BHYTPU KOPIYCa BBIYUCIUTENBHOTO Y3ia, IS
OBICTPOTO BOCCTAHOBJICHUS PA0OTOCIIOCOOHOCTH BBIUMCIUTEIBLHOTO y3JIa B CITydae
3aME€Hbl MATEPUHCKOM ILJIATHI;

HEe00XO0IUMOCTHA

both at the stage of loading the computing node and during operation
of operating systems. The virtual console should be able to control
the power of the computing node, the ability to specify the boot
device, with simultaneous connection of up to 6 users and interaction
in the message exchange mode. The Virtual Console should support
work with a web browser and HTMLS5 standard, without the need to
use Java and ActiveX plugins;

Ability to collect information on the utilization level of the CPU and
RAM of the server without the need to install agent software in the
operating system;

It is possible to manage RAID controllers installed inside the
computing node housing through a web interface or command
interface of the management module without the need to install agent
software in the OS. At a minimum, it should be possible to do so:
Ability to manage the RAID controller without having to reboot the
computing node;

Track the status of drives connected to the RAID controller, including
NVMe drives;

Tracking the status of virtual disks;

Create, delete and configure virtual disks;

Change the RAID controller settings;

Extend the capacity of virtual drives without interrupting access to
them;

Change the RAID level of virtual drives without interrupting access
to them;

Recording of the computing node configuration, drivers, storage of
the backup image of the computing node for rebooting in case of a
problem on the non-volatile media installed inside the computing
node enclosure or on the network file share;

NMI generation capability;

It is possible to save a screenshot of a description screen of a system
failure with diagnostic information output;

The ability to export diagnostic information about the state of the
computing node, including logs from the server management module,
as well as logs of the operating system or hypervisor, in a single
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B03MO0OXHOCTB UCTIONB30BAHMSI ANIIAPATHO-IIPOTPAMMHBIX CPEICTB AJIS HIOATOTOBKH
K YCTQHOBKE ONEpAIMOHHON cHCTeMBbl (KOH(UTIYpUpOBaHHE TOMOB, CO3JaHHE
pa3zesioB, KOMMPOBaHUE JpaiiBepOB, co31aHKe (ailyIoB OTBETA ISl HHCTAIUIATOPOB
OC), He TpeOyromMe UCIIOIB30BaHMS BHEIIHUX HOCUTENEeH nHpopMarmm;
Bo3moxxHoCcTh IPUMEHEHHS OOHOBIIEHHI MHKPOKOIOB KOMITOHEHT
BBIYUCIIUTENILHOTO y3J1a Kak yepe3 uHTepdeiic MOayist yrpaBlIeHUs] CEPBEPOM, TaK
U U3 MOJ|/ICPKUBAEMBIX OIICPAIIMOHHBIX CUCTEM;

Monaynp ympaBieHUS CEpBEpOM JODKEH HUMETh (yHKIMOHaN Oe30macHon
NPOBEPKH IIEIOCTHOCTH M HEM3MEHHOCTH IIAKeTOB OOHOBICHHH MHKPOKOIOB
KOMITIOHEHT BBIUYMCIIUTENIFHOTO y3J1a Ha ATaIle MOATOTOBKU OOHOBJICHUS;

Mopnyne yrpaBieHus: cepBEpOM JOJDKEH MOJIEPKUBAaTh BO3MOXKHOCTH IEPEBOIA
MOIyJsl B PEXHM 3ampera BHOCA KAKUX-THOO W3MEHEHHH B KOH(UTYpamuio
cepBepa, Takux, Kak HacTpoiiku BIOS, oOHOBIEHNE MUKPOKO/1a, HACTPOEK MOTYJIS
yIIpaBIICHUS;

Mopnyne ynpaBiieHHs cepBepa JOJDKEH IOAJCP)KUBATh BO3MOKHOCTD YIIPABICHUS
IpyNmnol UAEHTUYHBIX CEPBEPOB 10 He MeHee 90 mT.

JIoJKeH TIOCTaBIATHCS C TapaHTUHHBIMU O0S3aTENBCTBAMHU IIPOU3BOJIHUTENS B
TE€YEHHWE TOAWYHOTO TApPaHTUHHOTO CpOKa C JaThl MPOJAKH KOHEYHOMY
noJb30BaTento. ['apanTuiiHble 0053aTebCTBA MPOU3BOIUTEINS JOJKHBI BKITFOUATh:
KpyrinocyTo4ynbie KOHCYIbTAIlA HHKEHEPOB «TOPSYCH THHUI TIPOU3BOTUTEIS 110
BOIPOCAaM BOCCTAHOBJIEHUS pab0OTOCIIOCOOHOCTH, SKCILTyaTallui 000PYAOBaHUS U
MIPOTPaAMMHOTO 00eCIIeueHHs B PEKUME PEaTbHOTO BPEMEHH;

3aMeHa HEHCIIPAaBHBIX alapaTHBIX KOMIIOHEHT Ha MeCTe JKCIUTyaTaluH
aBTOPHU30BaHHBIMHU CEpPBUCHBIMHU UH)KECHEPaMHU
MPOM3BOANTENS/YIOITHOMOUYSHHBIMU IPOU3BOINTEIIEM Ha IIIOIIA/IKE 3aKa3uhKa Ha
clenyromui pabouuii 1eHb;

Bo3moxxHOCTh IpHOOpeTeHHs 000PYIOBaHUS C TAPAHTUHHBIMU 00SI3aTEILCTBAMU
MIPOU3BOUTENS 10 7 (CEMH) JIET C aThl MPOJaKH KOHEYHOMY TI0JIh30BATEIIO;

Hanuune onuuu HEBO3BpaTa HEHMCIIPABHBIX KECTKHUX JUCKOB IPOU3BOAMUTENIO B
cllydae uX arrapaTHON HEHCIIPaBHOCTU He MeHee 3 (Tpex) JieT.

consolidated report through a web interface or command line
interface.

Write the control module configuration to a dedicated non-volatile
drive installed inside the computing node case to quickly restore the
computing node in case the motherboard is replaced;

The ability to use hardware and software tools to prepare for
operating system installation (configuring volumes, creating
partitions, copying drivers, creating answer files for OS installers)
that do not require external media;

It is possible to apply updates of microcode components of the
computing node both through the server management module
interface and from supported operating systems;

The server management module should have the functionality of
securely verifying the integrity and constancy of microcode service
packs of the computing node components during the update
preparation stage;

The Server Management Module should support the ability to disable
any changes to the server configuration such as BIOS settings,
microcode updates, control module settings;

The Server Management Module must support the ability to manage
a group of identical servers up to a minimum of 90 pieces.

Must be delivered with the manufacturer's warranty within a one-year
warranty period from the date of sale to the end user. The
manufacturer's warranty obligations shall include:

Round-the-clock consultations of the manufacturer's hotline
engineers on the issues of recovery, equipment and software
operation in real time;

Faulty hardware components are replaced at the customer's site by the
manufacturer's authorized service engineers/authorized by the
manufacturer on the next working day;

Possibility to purchase equipment with manufacturer's warranty up to
7 (seven) years from the date of sale to the end user;

The option of not returning faulty hard disks to the manufacturer in
case of hardware malfunction for at least 3 (three) years.
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Attachment #4 to Specification \
Hpuniaoxkenne Ne4 k TexHuuecKoMy 3aJaHUIO

Cucrema pupryaamsaumu DCVM - kosuvectBo 1 KoMIuIeKT (THID —
DCVRTM)

OO0mme TpeboBaHUA
OOpa3 rumepBH30pa MOy BUPTYAIU3AlMH [ODKEH HMETh BO3MOXKHOCTD
3anuceiBaHus Ha SD KapTy, yCTAaHOBJICHHYIO BHYTPH CEepBepa.

I'mnepsusop

VYcraHOBKa THIIEPBU30PA HA «Tr0J10e sese30» (bare-metal);

OtcyrcTBue 6a3oBoit OC o011ero Ha3HAYEHUS B COCTaBE FMIIEPBU30Pa;
MuHumanbHbIl 00beM runepBusopa (e 6osee 200 Mb);

Ilonnepxxkka 32- u  64-OuTHBIX TrocTeBbIX onepauuoHHbIXx cuctem (OC);
paboTaronux Ha cepBepax CTaHAAPTHOU apXUTEKTYPhI X86;

Bo3MoxHOCTE 00BeIMHEHUST (U3NYECKUX CEPBEPOB B KiacTtep 10 64 y3IOB,
00eCIeUnBAOIINX MOCTOSHHYIO JIOCTYITHOCTh BUPTYaJIbHON MAIIMHBI C YHCIIOM
BUPTYaJIbHBIX MPOLIECCOPOB A0 4, Jake B cilydyae 0TKa3za (pU3M4ecKOoro cepaepa;
CoxpaHeHnne pabOTOCIOCOOHOCTH KIIACTEPHOM CIIy>kObl THpHU OTKasze Oolee
MIOJIOBUHBI CEPBEPOB;

ITonnepkka XocT-CEPBEPOB C KOJIUYECTBOM Mporeccopos 10 480;
[Tognepxka xocT-cepBepoB ¢ o0beMoM namsitu 10 12 Th;
[Toacucrema B3aMMOIEHCTBUS C CUCTEMaMU XPAHEHUSI TaHHBIX
WNuterpammss ¢ cucremMamMu  XpaHEHWS — JaHHBIX A
MPOU3BOUTENBHOCTH ONEPALIMI BBOAA-BBIBOJIA;

Hcnonp3oBaHue crnenuaIn3upoOBaHHON KiacTepHOll (alaoBoi cucTeMBbl s
ONTUMHU3AIUUA PAOOTHI ¢ BUPTYaIbHBIMU MAIIMHAMU U CHUKCHHS H3ACPKEK IO
YIPaBJICHUIO Pa3MEIIEHUEM JTUCKOB BUPTYaTIbHBIX MaIIUH;

[Tognepxka ToMOB cucteMbl XpaneHus 110 64 Th;

VYnpapieHue npuopuTETOM OIEepalvii BBOAA-BbIBOIA JJISI MOJIb30BaTENbCKUX BM n
CITy’>kKeOHBIX HYXJ Ha Pa3HbIX (U3NYECKUX XOCTaxX MPHU padoTe C XPaHUIUIIEM;
[Tognepxka mepenaun naHHbiX 1o Tporokony Fiber Channel, Bkmouass Bce
AJIEMEHTHI CeTH XPAaHEHUS IaHHBIX, CO CKOPOCThIO 10 16 ['6uT/cek;

[Mognepxka perMKauud JAaHHBIX BUPTYaJIbHBIX MAIIMH MEXAY XpaHWIUIIAMU
yepes cetb LAN nmiin WAN BCTpOEHHBIMH CPEICTBAMH CUCTEMbBI BUPTYaIU3alluH;

ITIOBBIIIICHUA

DCVM virtualization system — quantity 1 set (type - DCVRTM)

General requirements
The hypervisor image of the virtualization module should be able to
be written to an SD card installed inside the server.

Hypervisor

Installation of hypervisor on bare-metal;

Lack of basic general-purpose OS in the hypervisor;

Minimum hypervisor volume (not more than 200 MB);

Support of 32- and 64-bit guest operating systems (OS); running on
x86 standard architecture servers;

The ability to cluster physical servers into a cluster of up to 64 nodes,
ensuring constant availability of the virtual machine with the number
of virtual processors up to 4, even in the event of a physical server
failure;

Keeping the cluster service up and running when more than half the
servers fail;

Support for host servers with up to 480 processors;

Supports host servers with up to 12 TB of memory;

Subsystem for interaction with data storage systems

Integration with storage systems for improved 1/O performance;

Use a specialized cluster file system to optimize work with virtual
machines and reduce the cost of managing disk placement of virtual
machines;

Supports storage volumes up to 64 TB;

Managing the priority of 1/0 operations for user VMs and service
needs on different physical hosts while working with the storage;
Support for Fiber Channel transmission, including all elements of the
storage network, at up to 16 Gbps;

Supports replication of virtual machine data between stores over
LAN or WAN with built-in virtualization tools;
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[Tognepxka KeIIMPOBaHUS NAHHBIX BUPTYAIbHBIX MAIWH, IPEIHA3HAYCHHBIX IS
3alucH Ha IUCK Ha JIOKAJIbHOW TBEPAOTENbHOM namsTu cepsepa (SSD).
[Toacucrema B3aMMOJIEHCTBUS C CEThIO NTEPEAAUN JAHHBIX

VYpasieHue npuOpUTETOM OIEpaLMii BBOAA-BBIBOIA JJIS I10Jb30BaTENbCKUX BM n
CIIy>keOHBIX HYX/I Ha Pa3HbIX PU3NYECKUX XOCTaX MPHU paboTe ¢ JIOKAIbHOU CEThIO;
ObecrieueHre MOICPKKHA BHUPTYaTbHBIX KOMMYTAaTOPOB C TexHoyorusmu Port
Groups, Traffic Shaping u VLAN;

[lognepxka pacnpeneneHHbIX BUPTYAIbHBIX KOMMYTATOPOB IS CEpPBEPOB
BUPTYyaJIU3al1U, YIIPABISAEMbIX [IEHTPAJIN30BAHHO;
[Momnmepkka pacmpefeNieHHbIX 10  (pU3UYecKuM
KOMMYTaTOpOB.

OyHKIMOHAT THIEPBHU30pa JOJDKEH OBITh HEe Xyke 4eM (yHkmmoHan vSphere
Standard edition

cepBepaM  BHUPTYaIbHBIX

TpeOoBanus K BUPTYaJIbHBIM MAIIHHAM

[lonnepkka co3nanus BUPTYaJIbHBIX MAIIMH C 00BEMOM ONEPATUBHON NaMsITH He
meHee 4 Th;

[Tonnepxka He MeHee 128 BUPTyalIbHBIX MPOLIECCOPOB ISl OJHOM BUPTyalbHOU
MamuHbl (BM);

Bo3MoxHOCTE pacrnipeneneHusi BUPTyaldbHBIX MporeccopoB BM no BUpTyanbHbIM
COKETaM, CO3JaHHE MHOTOSJCPHBIX BUPTYAIbHBIX MPOLIECCOPOB I OTAEIbHBIX
BM;

«["opsiuee» noOaBiieHUE MPOLIECCOPOB M ONEPATUBHON MaMATH s paboTaroieit
rocreBoit OC (st nogaepxkuBaembix OC - 6e3 ocraHoBKU padoTs! rocteBoit OC);
IMonnepxxka VNUMA 17151 «ropsiuero» 100aBiaeHNs NaMsITH;

Bo3moxHOCTE co3m1aHMsI CHUMKOB cocTtosiHuss BM (kak pabortatomieil, Tak u
OCTAHOBJICHHOM );

[Tonnepkka BUPTyaqbHOrO rpaHUUecKoro ajantepa ¢ U3MEHSEMBIM pa3MeEpoOM
namstu (1o 128 MbB) u nonnepxka 3D rpaduku 171 BUPTyaIbHBIX MAIllUH;
[Monnepxkka Texuonoruu 3D rpapuku NVIDIA GRID;

«opsiuee» noGaBiieHME W yBEIMUYEHHE pa3MEpOB BUPTYaJIbHBIX JAHUCKOB IS
pabotatomieit rocreBoii OC. ['opsiuee OTKIIOYEHHE MCKOB W3 KOHUIYypaluu
BUPTYaJIbHOW MAIIMHBI;

[Tognepxka TUCKOB BUPTYyaIbHBIX MamuH 00beMoM 10 62 Th;

B03MOXXHOCTB IIPSAMOTO MOAKIOYEHUS TOMAa CUCTEMBI XpaHEeHUs K BM;
[Mognepxka yctporicte USB (Bkimtouast Bepcuto 3.0) B BUPTyalbHBIX MallIMHAX;
Bosmosknocts npsimoro noakimouerust PCI/PCle yctpotictB puznueckoro cepsepa
Kk BM;

Support for caching virtual machine data to be written to disk on the
server's local solid state memory (SSD).

Subsystem of interaction with a data transmission network
Managing 1/O priority operations for user VMs and service needs on
different physical hosts when working with a local network;

Provide support for virtual switches with Port Groups, Traffic
Shaping and VLAN technologies;

Supports distributed virtual switches for centrally managed
virtualization servers;

Support for virtual switches distributed across physical servers.

The functionality of the hypervisor must be no worse than that of
vSphere Standard edition

Requirements for virtual machines
Support for creating virtual machines with at least 4 TB of RAM,;

Support for at least 128 virtual processors for one virtual machine );

Ability to distribute VM virtual processors on virtual sockets,
creating multi-core virtual processors for individual VMs;

"Hot" addition of processors and RAM for running guest OS (for
supported OS - without stopping the guest OS);

Support vNUMA for "hot" memory addition;

Possibility to take pictures of the VM state (both running and
stopped);

Support for virtual graphics adapter with variable memory size (up to
128 MB) and 3D graphics support for virtual machines;

Support for NVIDIA GRID 3D graphics technology;

"Hot" add and resize virtual disks for a running guest OS. Hot
Disconnect disks from virtual machine configuration;

Support for virtual machine drives up to 62 TB;

Ability to directly connect the storage volume to the VM,

Support for USB devices (including version 3.0) in virtual machines;
The ability to directly connect PCI/PCle devices of the physical
server to the VM;
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Coznanue BUPTYaJIbHBIX MAallMH C JAMHAMUYECKU PACIIUPSIONIMMUCS JUCKaMH
(BBIIETIEHUE TPOCTPAHCTBA 10 MEPE 3aNOJHEHHUS );
[Tonnepxka Texnomoruu NPIV.

JdonmosHuTebHBbIE PYHKIIUU

[Mognepxka co3maHust MEPAPXUYHOM CTPYKTYpPbl TYJIOB  BBIYHUCIUTEIBHBIX
pecypcoB (CPU/RAM) ¢dusnyeckux cepBepoB ¢ Ha3HAYCHUEM MPUOPUTETOB HIIU
BBIJIEJIEHHOT'O PE3€EpBa 110 pecypcam;

Murpanus BM Mexay cucreMaMu XpaHeHHs JaHHBIX 0€3 IPOCTOEB C MOAIEPKKON
MHTI'palMU HECKOJIBbKUX BM 0JIHOBpEMEHHO;

Murparnust BM Mexly BUPTyanTbHBIMH KOMMYTAaTOpaMu 0€3 IPOCTOEB;

Murpanus BM mexy cepBepamu ynpasiieHus: 0€3 poCcTOeB;

Murpauus BM c¢ 3agepxxkamu B kaHane 10 100 mc RTT u paccrosiHueM Mexay
caitamu 710 3000 kM Ge3 MPOCTOEB;

[Tonnep>kka aBTOMAaTUYECKOW OalaHCUPOBKH HArpy3Kd MEXKIy CepBepaMu
BUpTYyaJIM3aIUU ¢ yueToM 3arpy3ku O3V u nporeccopos;

[Tonnepxka HacTpamBaeMbIXx MmaOI0HOB BM ¢ BO3MOXKHOCTBIO OMpeeNieHuUs
HacTpoek BM nipu pazBopaunBaHuu U3 mabdIoHa;

Hanmnume BeO-kmmeHTa Kak CpeACTBA  LIEHTPATU30BAHHOTO
BUPTYaIbHOU HH(PPACTPYKTYPOU;

yIIpaBJICHUS

Cucrema ynpasJjeHHsi BUPTYaJbHbIM XpaHUJIHILEM

Pemennie 10mKHO OBITH TECHO MHTETPUPOBAHO C THIEPBU30POM WU OBITH B €0
COCTaBe

VYrhpaBneHue nOpud  HOMOLIM TOJUTUK, AaBTOMATU3UPYIOUIMX  BBINOJHEHUE
CTaHAAPTHHIX 3aJlad W 00eCTeunBalOT OaJaHCHUPOBKY PECYpPCOB XpaHEHHS IS
YCKOPEHUS MPOLIECCOB YMPABICHUS U ONTHMH3AINH PaOOTHl MHPPACTPYKTYPHI B
IIEJI0M

Enunas koHconb yrnpaBieHus Bxozsmias B coctaB CUCTeMbl HEHTPAIU30BAHHOTO
KOHTPOJIS, YIIPABJICHUS M BU3YATH3AIIUN

Cucrema ynpaBjieHUSI BUPTYaJbHBIM XPAaHWJIUIIEM JIOJDKHA HCHOJIb30BaTh
BCTPOCHHBIN KAIII HA CEPBEPHBIX YCTPONCTBAX XPAaHEHUS TAHHBIX

Cucrema pomkHa obecreynBaTh THOKOE TOPHU3OHTAIBHOE W BEPTHKAIBHOE
MacImTaOMpOBaHMs IyTEM J00AaBICHUS JIOMOJHHUTEIBHBIX CEPBEPOB B KIIacTEp
W/WJH YCTPOMCTB XpaHEHUS JaHHBIX B CYIIESCTBYIOIIHME Y3JIbI KJIacTepa

Jlomkna obecrieunBaTh He MeHee 25 CHUMKOB UJIH KJIOHOB Ha 0JiHyY BM

JomxHa obecrieunBath He MeHee 12000 CHUMKOB MJIM KJIOHOB Ha OJIMH KJIacTep

Create virtual machines with dynamically expanding disks (allocate
space as you fill);
Support for NP1V technology.

Additional features

upport for creating a hierarchical structure of computing resource
pools (CPU/RAM) for physical servers with assigned priorities or
dedicated reserve resources;

VM migration between storage systems without downtime with
support for simultaneous migration of multiple VMs;

VM migration between virtual switches without downtime;

VM migration between control servers without downtime;

VM migration with channel delays of up to 100 ms RTT and site
spacing of up to 3000 km without downtime;

Support for automatic load balancing between virtualization servers
based on RAM and processor load;

Support for customizable VM templates with the ability to define VM
settings when deployed from the template;

Availability of a web client as a means of centralized virtual
infrastructure management;

Virtual Storage Management System

The solution must be closely integrated with the hypervisor or be part
of it.

Manage with policies that automate the execution of standard tasks
and balance storage resources to speed up management processes and
optimize overall infrastructure performance

Single management console included in the Centralized Control,
Management and Visualization System

The virtual storage management system should use an embedded
cache on the server storage devices

The system should provide flexible horizontal and vertical scaling by
adding additional servers to the cluster and/or storage devices to
existing cluster nodes

Must provide at least 25 images or clones per VM

Must provide at least 12,000 images or clones per cluster
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JloibkHa BBIOJHATH ACMHXPOHHYIO peruivkaiuio BM B pa3nuyHbIX cpenax
CO3/1aBasi TOYKH BOCCTAaHOBJICHUS HE Ooyiee YeM 5 MHUHYT

JlomKHa OCYHIECTBIIATH BBIYMCICHHUE KOHTPOJBHBIX CYyMM [UIsl OOecreueHus
LETTOCTHOCTU JJAHHBIX

JlomkHa OAEP>KUBATh apXUTEKTYPY:

Tonbko TBEpAOTENIbHBIC HAKOITUTEI!

SAS/SATA nakonurenu

Pexum mixed

OYHKIMOHAI CUCTEMBbI YIPaBICHUS BUPTYaJIbHBIM XPAHWINIIEM JOJDKEH ObITh HE
xyxe yeM VSAN Standard edition

CucreMamMu aBapuiiHOI0 BOCCTAHOBJIEHHS U Pe3epPBUPOBAHMS

CucremMa J0JDKHA MOJIHOCTHIO HHTEIPUPOBATHCA C THIEPBU30POM, CHUCTEMOM
YIPABICHUS BUPTYAIbHBIM XPAaHWIWIIEM W CHCTEMOM ILEHTPAJIU30BAHHOIO
KOHTPOJIS, YIPABICHUS U BU3YyaIU3alUU
JloikHa ~ BBIIOJHATH ~ aBTOMATU3WPOBAHHOE
MEePEKITIOYCHUS B U30JIMPOBAHHOM CETH

JloibkHA BBINOJHATH BBINOJHEHUE ABAPUHMHOE MEPEKIIOYEHUE WM IUIaHOBBIN
IIEPEHOC ¥ BO3BPAT BOCCTAHOBIIEHHBIX BUPTYaAJIbHBIX MAIlIMH B OCHOBHYIO CpEly B
paMKax €IMHOrO IMJIaHa BOCCTAHOBIICHUS! OJHUM HAKATHEM KHOTIKH.

[TonHas wHTErpanus ¢ BUPTYaJbHOW CEThIO, /Ui yCTpaHEHHs] HEOOXOIUMOCTH B
nepeHactporike IP-agpecoB Ha BoccTaHOBIIEHHBIX BM.

Ha BoccranoBnennbix BM nmonutuku 6€30MacHOCTH TakKe JOKHBI COXPAHSATHCS.

TECTUPOBAaHUE  aBApUUHOTO

CucremMa eHTPAJIN30BAHHOT0 KOHTPOJIsI, YNPABJIEHUS] U BU3YAJINU3aALUU
Cucrema TEHTPAIU30BAHHOTO KOHTPOJISI, YIPABICHUS M BU3YyaTU3aIMH JOJKHA
obecrneunBath Clenyronme GyHKIuu:

Knuent na ochoe HTML 5

WuTennekTyanbHbIi BXOJ B CHUCTEMY TMO3BOJSIONIUNN BBIOIHUTh OAWH pa3 U
oOpamiathcst Ko BceM dk3eMiuisipam 110 6e3 moBTOpHOM MPOBEPKH MOITUHHOCTH.
[Tonck mo wmepapxuu: ymOOHBIN TMOMCK IO BCEH HepapXuH, B TOM 4YHCIE IO
BHUPTYaJIbHBIM MaIIMHAM, y3JIaM, XpaHUJIHIIAM JTAHHBIX U CETSIM.

OmnoBemieHuss U yBEJOMIICHHUS: MOMAJEPKKA HOBBIX OOBEKTOB, TOKa3aTelned u
COOBITHI, TaKUX KaK OIOBEINCHUsS, CBSI3aHHBIC C OINPEICICHHBIM XPaHWIHIIEM
JaHHBIX U BHUPTYaIbHOW MAIIMHOW. DTH OIOBEIICHHUS MOTYT 3allyCKaTh HOBBIE
aBTOMATHU3HPOBAaHHBIC paboOYHe TPOIECCHl ISl YCTPAHCHHS] U TMPEIOTBPALICHUS
BO3HUKHOBEHHUSI POOIIEM.

Should perform asynchronous replication of VMs in different
environments, creating recovery points for no more than 5 minutes
Must perform checksumming to ensure data integrity

Must support architecture:

Solid State Drives Only

SAS/SATA drives

mixed mode

The functionality of the virtual storage management system should be
no worse than vSAN Standard edition

Disaster recovery and redundancy systems

The system should be fully integrated with the hypervisor, the virtual
storage management system and the centralized control, management
and visualization system.

Must perform automated testing of isolated network emergency
switching

Must perform a failover or scheduled migration and return of
recovered virtual machines to the primary environment within a
single one-click recovery plan.

Full integration with the virtual network, to eliminate the need to
reconfigure IP addresses on recovered VMs.

Security policies should also be maintained in the restored VM.

Central monitoring, control and visualization system

The centralized control, management and visualization system shall
provide the following functions:

HTML 5 based client

Intelligent login that allows you to run once and access all instances
of the software without having to re-authenticate.

Hierarchy Search: Easy search across the hierarchy, including virtual
machines, hosts, data warehouses and networks.

Alerts and notifications: support for new objects, indicators and
events, such as alerts associated with a particular data warehouse and
virtual machine. These alerts can launch new automated workflows to
fix and prevent problems.
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BcerpoenHnble cpencrtBa pe3epBHOIO KONMPOBAHUS M BOCCTAHOBJIEHMS: TOTOBOE
pelieHre MO pe3epBHOMY KOIMUPOBAHUIO HAa YypOBHE (aillioB ¢ yA0OHBIM
0JIb30BATEILCKUM UHTEP(HEHCOM.

CpencTBo IIIaHUPOBAHUS PE3EPBHOIO KOIIMPOBAHUS U BOCCTAHOBJIEHHUSI.
CrangapTuzanus U yrnpoleH!e yIpaBieHus: KOHPUTYpalUsIMU y3JI0B
CoxpaHeHre CXeMbl TPOBEPCHHON KOH(MUTypaluu, BKIIOYAIOMICH B ceOs
MapaMeTphbl CETU, XPAaHUIIUIIA U OE30MaCHOCTH, U €€ pa3BepThIBAHUE HA MHOKECTBE
Y3JI0B JJIs1 YIIPOLICHHUS HACTPOUKHU. VICriob30BaHNe OJIUTUK IPOQHIIEH Y3710B 1715
OTCJIC)KUBAHUS COOTBETCTBUSI HOPMATUBHBIM TPEOOBAHUSIM.

VYupaiieHue pecypcaMy BUPTYaJIbHBIX MallliH, BBIIEIEHUE PECYPCOB IIpoLieccopa
Y MMaMATH BUPTYaJIbHBIM MalllMHAM, KOTOPBIE BHIMOIHIIOTCS HA OAHOM (pU3M4ecKOM
cepeepe. OnpeneneHne MUHMMAJIbHBIX, MaKCUMAJIbHBIX M IPONOPLUOHATIBHBIX
noJiei pecypcos st LI, mamsiti, [ucka u nojaockl nponyckanus cetu. Mi3menenue
BBIJICJICHHOTO 00beMa pecypcoB BO BpeMst paboTsl BM.

JluHaMyuyeckoe HapaluMBaHUE pPECYPCOB MPUIOKEHUM B NHKOBBIE MEPUOIbI
Harpys3kKu.

Cucrema J0JKHAa MOCTOSIHHO OTCIIEKMBAaTh HCIIOJIb30BAHHME ITYyJIOB PECYpPCOB M
BBIIEJISIET JIOCTYIIHBIE PECYPChl BUPTYaJbHBIM MallliHaM Ha OCHOBE 3aJlaHHBIX
MIPaBUJI, OTPAKAIOIINX MOTPEOHOCTH OU3HECA U CMEHY IPUOPHUTETOB.

XKypHanbl ayaura: perucTpanus CyIIECTBEHHbIX M3MEHEHUN B KOH(UTypaluu u
HKCHOPT OTYETOB JJIS1 OTCIEKUBAHUS COOBITHH.

[lenTpanu3oBaHHOE yINpaBlI€HWE UCIPABICHUSMU W  OOHOBICHUSAMH IS
obecrieyeHns COOTBETCTBHS CTaHJapTaM B O00JAacCTH YCTaHOBKM MCIPABICHUN 3a
CYET aBTOMATUYECKOT0 CKaHUPOBAHUS pabOTAOIIUX Y3JI0B
Wntepdeiic  ynpaBiaeHHs  YCTpOWCTBOM: B yJ0OHOM
uHTepdeiice

CratucTuueckue TOKa3aTenu ceTed MW 0a3 JaHHBIX, OOBEM HCIIOJIB3YEMOTO
JUCKOBOTO TPOCTPaHCTBA M IOKa3aTead pabOTOCHOCOOHOCTH, a TaKkKe
CTaTUCTUYECKUE JIaHHBIE IIpolleccopa M MaMATH U1 BBINOJHEHMS 3anady
MOHHUTOPHHTA U 3KCILTyaTalllH.

YnpouieHue ynpasieHHs IIyTeM aBTOMAaTH3allMU BBIIIOJIHEHUS HE MeHee yeM 600
3aJ1a4 ¢ MMOMOIIBIO0 FOTOBBIX PabOUMX MPOIECCOB MM MPOIECCOB, COCTABISEMBIX
IIyTEM NIEPETACKUBAHUS 3JIEMEHTOB.

IIOJIB30BATCIILCKOM

TpeOoBanus M0 KOJIMYECTBY
KomnuectBo JIPII_ICH3I/II>'I CUCTCMbI BHUPTyaJIU3allUd JOJIZKHO COOTBCTCTBOBATDH
KOJINYECTBY NIPHOOPETAEMOr0 CEPBEPHOI0 00OPYJOBAHUS, YKA3aHHOIO B CETMEHTE

Built-in backup and recovery tools: a complete file-level backup
solution with a user-friendly interface.

Backup and recovery planning tool.

Standardizing and simplifying management of node configurations
Save a proven configuration schema that includes network, storage
and security settings and deploy it to multiple nodes for easy
configuration. Use node profile policies to track compliance.
Managing virtual machine resources, allocating processor and
memory resources to virtual machines that run on the same physical
server. Determining minimum, maximum and proportional shares of
resources for CPU, memory, disk and network bandwidth. Change
the allocated amount of resources during VM operation.

Dynamic growth of application resources during peak load periods.

The system must constantly monitor the use of resource pools and
allocate available resources to virtual machines based on defined
rules that reflect business needs and changing priorities.

Audit logs: record significant configuration changes and export
reports to track events.

Centralized management of patches and updates to ensure
compliance with patching standards through automatic scanning of
running nodes

Device control interface: in a user-friendly interface

Network and database statistics, disk space utilization and
performance indicators, as well as processor and memory statistics
for monitoring and operational tasks.

Simplify control by automating at least 600 tasks with ready-made
workflows or drag and drop processes.

Requirements for quantity

The number of virtualization system licenses must correspond to the
number of purchased server hardware specified in the Server
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CepsepHoe obopynoBanue, a uMmeHHo SRVVM, SRVRVM, SRVRS (sapa n/umm
IIPOLIECCOPBI).

KonnuecTBo nuiieH3uil cucteMsbl yIpaBieHHUs] BUPTYAIbHBIM XPaHMIUIIEM JOHKHO
COOTBETCTBOBATh KOJIMYECTBY MPHOOPETAEMOTO CEPBEPHOrO0 000pYIOBaHHMA,
yKkazaHHOTO B cermMeHTe CepBepHOoe 00opynoBanus, a uMmeHHO SRVM (siapa n/vmm
MIPOLIECCOPHI)

JlomyckaeTcsi MOcTaBKa JIMIEH3UI ISl TUIEPBH30pa M CHUCTEMBbI YIpPaBICHUS
BUPTYaJIbHBIM XPAHIIUIIEM 10 KOJMYECTBY 3aITyCKAEMbIX BUPTYAIbHBIX MAIIHH, a
MMEHHO I Kiactepa u3 Bcex cepBepoB SRVVM nHe menee 100 BupTyanbHBIX
MmatnuH, i knactepa SRVRVM ne MeHee 25 BUPTYalIbHBIX MAIIHH, U KJIacTepa
u3 aByx ceppepoB SRVRS He meHee 25 BUPTyalbHBIX MAIIMH, IS OTIEIBHO
crosimero cepeepa SRVRS He Menee 15 BUPTyallbHBIX MaIIHH.

Tomonorus pa3BepThIBaHUSA:

SRVVM — 0CHOBHO#1 TUIIEPKOHBEPTEHTHBIN KJIACTEP BBIUMCIICHUH, BKITFOUAIOIINN
B ce0s BUPTYAIM3UPOBAHHOE XPAHWIHILE TAHHBIX W3 YMCIA BCEX TUCKOB Y3JIOB
SRVVM

SRVRVM - pesepublii, reorpadpuueckn HE pazHecEHHBIN, THIIEPKOHBEPTEHTHBIN
KJIacTep BBIYMCICHHI, BKIIIOYAIOMIMNA B CE€0S BUPTYAJIM3UPOBAHHOE XPAaHWIUIIE
JaHHBIX U3 YKCIa BceX IUCKoB y31oB SRVRVM

SRVRS - reorpaduyveckn ynaneHHbIE OOBEKTHI MOIKIIOYAIONINECS MTOCPEICTBOM
koprioparuBHoit cetn 8 MCC (main computing center)

B KOMITIEKT TOCTaBKH JOJDKEH OBITh BKIIFOUEH JJOCTATOYHOE KOJIMYECTBO JINIICH3HUH
s pa3BepThiBaHus CHUCTEMBI IEHTPAIM30BAaHHOTO KOHTPOJS, YIpPaBICHUSA U
BH3YaJIM3alliy, TUTICPBU30pa, CHCTEMBI YIIPABJIICHHUS BHPTYaTbHBIM XPAHUIUIIECM,
CHUCTeMaMHU aBapUITHOTO BOCCTAHOBJICHHSI U PE3EPBUPOBAHUS U JIP.

hardware segment, namely SRVVM, SRVRVM, SRVRS (cores
and/or processors).

The number of Virtual Storage Management System licenses must
correspond to the number of server hardware purchased, specified in
the Server hardware segment, namely SRVM (cores and/or
processors).

It is allowed to supply licenses for hypervisor and virtual storage
management system by the number of virtual machines running,
namely for a cluster of all SRVVM servers at least 100 virtual
machines, for a cluster of SRVRVM at least 25 virtual machines, for
a cluster of two SRVRS servers at least 25 virtual machines, for a
stand-alone SRVRS server at least 15 virtual machines.

Deployment topology:

SRVVM is a core hyper-converged computing cluster that includes
virtualized storage of data from all SRVVM node disks.

SRVRVM is a redundant, geographically undistributed,
hyperconverged computing cluster that includes virtualized storage of
data from all SRVRVM node disks.

SRVRS - geographicallyand remotely connected objects via the
corporate network in the MCC (main computing center)

The package should include a sufficient number of licenses to deploy
the Centralized Control, Management and Visualization System,
hypervisor, virtual storage management system, disaster recovery and
backup systems, etc.
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Attachment #5 to Specification \
Hpuioxenne NeS k TexHuueckoMy 3aJaHUIO

KommyTartop - kosmmuectBo 6 mryk (tun — SWCRAG)

TpeOoBaHusl K KOMMYTATOPY:

Tun — Ethernet kommyTatop

Hannuune mopra USB nmiis 3arpy3ku KOH(GUTYpaIluu U MPOBEIACHUS Olepaiuii 1mo
MOJICpHM3AIIMN TPOTPAMMHOTO 00ecIeueHus

O6beMm onepaTuBHOM namsatu He meHee 8 ['b

O6bveM SSD-namsitu He menee 32 I'b

Kommyrtarop momxen paboraTe MOJA yIpaBiICHHEM MOIYJIbHOW ONEepalnuoOHHON
CHUCTEMBI, TIO3BOJISIONIEH MPOU3BOJAUTH 3alyCK, OCTAaHOBKY, N€pe3arpy3Ky
OTJENbHBIX TMPOTPAMMHBIX IPOIECCOB 0O€3 BIHMSHHUS Ha Jpyrue paboTarolue
IIPOLIECCHI

OnepanyoHHas CUCTeMa KOMMYTaTopa MOJKHO TMOJAEPKUBATh BO3MOXKHOCTD
MPOBEPKA  HEMPOTHUBOPEYMBOCTH  KOHPUTYpAlMH  Tepel  ITPUMEHCHUEM
KOH(UTYypaly, MakeTHOe NpPUMEHEHHWE KOMaHJ KOH(HUTypaluu, MpUMEHEHUs
MMPOBEPEHHOM KOH(UTYypallMd B 3apaHee YCTAHOBJIEHHOE BpeMs, BO3Bpara Ha
MpeNbIAyIIyl0  paboTOCOCOOHYI0  KOH(HTrypanmuioo B clIy4ae  OIIMOKH
aMUHUCTpATOpa

[IpouzBoautenbHOCTh HE MeHee 1070 MIIH. MAKETOB B CEKYHAY.
[TpouzBoautensHOCTh HE MeHee 1440 I'Out/cekyHuy.

TpeboBanue k puznyeckum uHTepdeiicam

He menee 32 moproB 1000BASE-X/10GBASE-X ¢ pa3zpemamu misi MOysen
SFP/SFP+

He menee 4 noproB 40GBASE-X ¢ pazsemamu i Mmoayneid QSFP+

Hanmuune He wmenee 2 BbeyieneHHbix uHTepderica 10/100/1000Base-T mmst
ynpasieHus yepes Ethernet

Hanwuwne xoHcoapHOTO TTopTa RJ45 11s ynpasnenus o nporokoiry RS-232
Hannune xonconsHoro Mini-USB nopra juis ynpasineHus no nporokony RS-232

[Momnepxkka cnexyromux THIOB TpaHcuBepoB: 1000BASE-T, 1000BASE-SX,
1000BASE-LX, 10GBASE-USR, 10GBASE-SR, 10GBASE-LR, 10GBASE-ER,
10GBASE-ZR, 40GBASE-SR4, 40GBASE-ESR4, 40GBASE-LR4, 40GBASE-
LX4, 4x10BASE-IR, 40GBASE-IR4

Switch - quantity 6 pcs (type - SWCRAG)

Requirements for the switch:

Type - Ethernet switch

Availability of USB port for downloading configuration and software
upgrade operations

At least 8 GB of RAM

SSD memory capacity of at least 32 GB

The switch should operate under the control of a modular operating
system that allows to start, stop, reboot individual program processes
without affecting other running processes

The switch operating system must support the ability to verify
configuration consistency before applying the configuration, apply
configuration commands in batch, apply the validated configuration
at a predetermined time, return to the previous valid configuration in
case of an administrator error.

Capacity of at least 1,070 million packets per second.
Performance at least 1440 Ghbps.

Requirement for physical interfaces

At least 32 ports 1000BASE-X/10GBASE-X with connectors for
SFP/SFP+ modules

At least 4 40GBASE-X ports with connectors for QSFP+ modules
At least 2 dedicated 10/100/1000Base-T interfaces for Ethernet
control.

Presence of RJ45 console port for RS-232 protocol management
Presence of Mini-USB console port for RS-232 protocol control.

Support for the following types of transceivers: 1000BASE-T,
1000BASE-SX, 1000BASE-LX, 10GBASE-USR, 10GBASE-SR,
10GBASE-LR, 10GBASE-ER,
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Pu3znyecKue napamMerpsl

Hannymre BO3MOKHOCTH MUTAHUS OT IEPEMEHHOT0 ToKa ¢ mapamerpamu 50I'n/220B
B03MOXXHOCTh YCTaHOBKH pe3epBHpPYEMbIX OJOKOB mHTaHUS 1o cxeme N+N ¢
0aaHCUPOBKON HArpy3Ku MEX]y HUMU

Hannune cheMHBIX pe3epBHPYEMBIX OJIOKOB BEHTHIISITOPOB, MOIACPIKKA UX 3aMEHBI
0e3 BBIKJIFOUEHUSI KOMMYTaTopa

Hanuuue BCTpOEHHOI0 TEMIIEPATYpHOTO 1aTYMKa

MakcumanbHOe SHepromnoTpedieHne koMmmyTraTopa He 6osee 360 Bt

Jlu3aiiH a7 yCTaHOBKM B MOHT&XHBI KOHCTPYKTHB 197 COOTBETCTBYIOIIMI
crannapty ANSI/EIA-310

KoMIuiekT noctaBku JOHKEH BKIIIOYATh!

Ka0enu MUTaHusl — He MeHee 2 MIT.,

KOHCOJIBHBIN Kaleb,

HaOOp JIJIs1 MOHTaXa B CTOMKY

KommyTaTop H0DKEH MOCTaBIATHCS C IBYMsI OJIOKaMH MMATAHHS

HamnpaBnenue aBuxkeHUs BO3AYIIHOTO MOTOKA OXJIAXKIACHUS lNopsiumnit
BO3/yX JIOJKEH BBIOpACHIBAThCS CO CTOPOHBI 0J10K0B nuTanus. [logaua xonogHoro
BO3/yXa co cTopoHb! HopToB Ethernet.

TpeOoBanus kK NPOrpaMMHOMY 00eCIICYCHHIO

He menee 4 ceccuii 11 aHanu3a Ha ypoBHE 1opTta (mirroring)
ITonneprxka ananu3a Tpaduka (mirroring) Ha mopty, VLAN
[Tonnepxka pyHKIMK aHAJIM3a MUKPOBCIUIECKOB TpauKa

TpeboBanus K PyHKUMOHAJBLHOCTH (PU3MYECKOT0 YPOBHS
IMonnepxka digital optical monitoring (DOM)

TpeboBanus K PyHKIMOHAJIBLHOCTH 2-T0 YPOBHS

[Tognepxka kaapoB OOJBINON ATUHEI, HE MeHee 9216 OailT

KonnuectBo ognoBpemenHo noaaepxxuaeMbix VLAN He menee 4091
MakcumanbHoe KoauuecTBo noanepxubaeMbix MAC aapecoB He menee 288 000
Konnuectso 3anuceit ARP e menee 48 000

IMonnepsxka crangapra IEEE802.3ad — Link Aggregation Control Protocol (LACP)
[Monnepsxka TexHonoruu arperanuu Ethernet kananos ¢ 6anancupoBkoit mo MAC-
ajZipecy HMCTOYHMKa/HazHaueHus, [P-anpecy ucrounumka/Haznauenus, TCP/UDP-
[OpPTaM UCTOYHUKA/HA3HAUYEHUS

He menee 32 nopToB B arperalinoOHHOM Tpynie

10GBASE-ZR, 40GBASE-SR4, 40GBASE-ESR4, 40GBASE-LRA4,
4x10BASE-IR, 40GBASE-IR4, 40GBASE-LR.

Physical parameters

Availability of power supply from AC with parameters 50Hz/220V

Ability to install redundant power supplies in N+N circuit with load
balancing between them

Availability of removable redundant fan blocks, support for their
replacement without switching off the switch.

Presence of an integrated temperature sensor

Maximum switch power consumption not exceeding 360W

Design for installation in 19" ANSI/EIA-310 compliant mounting
structure

The scope of delivery must include:

power cables - at least 2 pcs,

console cable,

rack mounting kit

The switch should come with two power supplies

Direction of air cooling flow Hot air should be discharged from the
power supply side. Cold air supply on the Ethernet port side.

Software Requirements

At least 4 sessions for analysis at the port level (mirroring)
Support for mirroring on port, VLAN

Support for microburst traffic analysis function

Requirements for physical layer functionality
Support for digital optical monitoring (DOM)

Requirements for Level 2 functionality

Support long frame length, at least 9216 bytes

Number of simultaneously supported VLANS at least 4091
Maximum number of addresses supported by ICA at least 288,000
Number of ARP records at least 48,000

IEEE802.3ad - Link Aggregation Control Protocol (LACP) support
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He menee 128 noanepxuBaeMbIX arperalliOHHBIX TPYIII

[Tonnepxka crangapToB

IEEE802.1D — Spanning Tree Protocol (STP);

IEEE802.1w — Rapid Spanning Tree Protocol (RSTP);

IEEE802.1s — Multiple Instance Spanning Tree Protocol (MSTP);

IMonnepsxka cranmapros IEEE 802.1AB: Link Layer Discovery Protocol LLDP;
IEEE 802.1p: Class-of-service (CoS) prioritization;

IEEE 802.1Q-in-Q: VLAN Stacking

[Tognepxka Private VLAN u QinQ Ha ogHOM HHTEpdeiice

[Tonnepxka nntepdeiica IRB B Private VLAN

TpedoBanus Kk PyHKIHOHAIBLHOCTH 3-T0 YPOBHS

[Tonnepxka Jumbo-frames Ha noruueckux uHTepdeiicax VLAN
[Tonnepxka Crarnueckoit mapmpytuszanuu (RFC 1812)
KomnnuectBo IPv4 Unicast mapiipyToB He meHee 128 000
KommaectBo IPv6 Unicast mapmpyros He MeHee 64 000
IMoanepsxka mportokosa Bidirectional Forwarding Detection (BFD)
[Moxnepskka mporokosioB Mapmpyru3auu RIP v1/v2, OSPF v1/v2

[Mognepxka mpotokonoB mapmpytusanuun BGP, MP-BGP, 1S-1S, 1S-1S for IPv6,
[Pv6 BGP npu namuunu npuodperaeMoi OTACIBHO JUIIEH3UH Ha PaCIIMpPEHHBIN

(byHKIMOHAT MapIIpyTU3aluU
[Tonnepxkka nmporokosioB Mapuipyruzanuu OSPFv3, RIPng
[Moanepxka IPv4 VRF-lite , IPv4 VRF-lite nist PIM u IGMP

TpeboBanus k pynkumnonaasnocru MPLS

ITonnepxxka RSVP LSP, LDP LSP, LDP over RSVP, MPLS L2 VPN, MPLS L3

VPN, MPLS Fast Reroute, MPLS OAM ping

IIpoTOKOJIBI KOHBEPIEeHTHBIX CeTel

IMonnepsxka Data Center Bridging Capability Exchange protocol (DCBX), FIP
snooping, Priority-based flow control (PFC), Enhanced Transmission Selection
(ETS), FC-BB-6, Virtual Fiber Channel Gateway (VFG), FCoE LAG, FC-BB-6

VNZ2VN snooping

Mmuoroaapecnasi nepegada (Multicast)

Kommaectro IPv4 Multicast mapmpyros He menee 104 000
KomuuectBo IPv6 Multicast mapiipyroB He menee 52 000
ITogneprxka NPOTOKOJIOB MHOTOAPECHON NTepeauHn:

Supports Ethernet link aggregation technology with balancing by
source/destination MAC address, source/destination IP address,
TCP/UDP source/destination ports

At least 32 ports in the aggregation group

At least 128 supported aggregation groups

Support for standards

IEEE802.1D - Spanning Tree Protocol (STP);

IEEE802.1w - Rapid Spanning Tree Protocol (RSTP);

IEEE802.1s — Multiple Instance Spanning Tree Protocol (MSTP);
Support for IEEE 802.1AB standards: Link Layer Discovery Protocol
LLDP;

IEEE 802.1p: Class-of-service (CoS) prioritization;

IEEE 802.1Q-in-Q: VLAN Stacking

Supports Private VLAN and QinQ on the same interface

Support for IRB interface in Private VLAN

Requirements for Level 3 functionality

Support for Jumbo-frames on VLAN logical interfaces

Supports Static Routing (RFC 1812)

Number of IPv4 Unicast routes at least 128,000

Number of IPv6 Unicast routes at least 64,000

Bidirectional Forwarding Detection (BFD) protocol support
Support for RIP v1/v2, OSPF v1/v2 routing protocols

Support of BGP, MP-BGP, IS-IS, IS-IS for IPv6, IPv6 BGP routing
protocols if a license for advanced routing functionality is purchased
separately

Support for OSPFv3, RIPng routing protocols

Support IPv4 VRF-lite , IPv4 VRF-lite for PIM and IGMP

MPLS Functionality Requirements
Support RSVP LSP, LDP LSP, LDP over RSVP, MPLS L2 VPN,
MPLS L3 VPN, MPLS Fast Reroute, MPLS OAM ping

Convergent network protocols

[Monnepsxka Data Center Bridging Capability Exchange protocol
(DCBX), FIP snooping, Priority-based flow control (PFC), Enhanced
Transmission Selection (ETS), FC-BB-6, Virtual Fiber Channel
Gateway (VFG), FCoE LAG, FC-BB-6 VN2VN snooping
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Internet Group Management Protocol (IGMP) v1/v2/v3
[Monnepsxka IGMP snooping v1/v2/v3, IGMP ¢unbrpanuun
[Tognepxka npotokosnoB PIM-SM, PIM-SSM

[Monnepsxxa Multicast Listener Discovery (MLD) Protocol v1/v2
IMoxnepsxxa Multicast Source Discovery Protocol

KauectBo o0cay:xuBanue (QoS)

ITognepxka craHIapTOB:

RFC 2474: DiffServ Precedence

RFC 2598: DiffServ Expedited Forwarding (EF)

RFC 2597: DiffServ Assured Forwarding (AF)

[Tonnepkka MEXaHU3MOB YIIPABIICHUS OUEPEISIMU:

Weighted Tail Drop scheduling,

Smoothed Deficit Weighted Round Robin (SDWRR) queuing, Weighted early
detection (WRED), Strict priority queuing (LLQ)

[Tonnepkka kiaccupuKaluy MHOKECTBEHHBIX mojie Ha L2 — L4 ypoBHsX ans
IIOCTAaHOBKH B 04€PENb U NIEPE3aNCH

[Tepemapkuposka noneit DSCP, IEEE 802.1p u IP precedence na normyeckux L3
unTepdeiicax VLAN

Knaccudukanus Ha nornyeckux L3 nnrepdeiicax VLAN

ITonnepxka Mexanu3MoB CoS Ha JIOTHUECKUX arperupoBaHHbIX HHTepdeiicax
KonnuecTBo anmnapaTtHbIX odyepesei Ha TopT He MeHee 12

CrexupoBaHue

[Tonnepxka (QYHKUUH CTEKUPOBaHMS KOMMYTAaTOPOB INPH KOTOPOH HECKOJIBKO
00BEIMHEHHBIX B CTEK KOMMYTAaTOPOB IMPEACTaBISAIOT COO0M €AMHOE JIOTMYECKOe
YCTPOMCTBO

KonnuecTBo KOMMYTaTOpoB, KOTOPHIE MOKHO O0BEIMHUTE B CTEK He MeHee 10
ArperupoBaHHas MakCHMajbHasl IPOU3BOAUTEIBLHOCTD IIMHBI CTEKA HE MeHee 640
I'6ut/c

B03M0XHOCTh 00BEMHEHUS B CTEK C MOJCTSIMA KOMMYTAaTOPOB IPYTHX CEpHil

Bricokast 1oCTYynIHOCTH

[lonnepkka MexaHU3Ma BBICOKOW JIOCTYMHOCTHM IIpH KOTOpPOM, IpHU padoTe
KOMMYTAaTOpOB B CTE€KE, KOMMYTAaTop, padOTaromMi KaK pe3epBHBIA BeAyIIUN
KOMMYTAaTOp CT€Ka CHHXPOHU3UPYET HH(POPMAIMIO YIPABJIECHUS C OCHOBHBIM
BEIyIIUM KOMMYTaTOPOM U B ClIydae OTKa3a OCHOBHOT'O BEIYyIEr0o KOMMYyTaTopa

Multicast

Number of IPv4 Multicast routes at least 104,000

Number of IPv6 Multicast routes at least 52,000

Support for multicast protocols:

a. Internet Group Management Protocol (IGMP) v1/v2/v3
Support IGMP snooping v1/v2/v3, IGMP filtering

Support for PIM-SM, PIM-SSM protocols

Support for Multicast Listener Discovery (MLD) Protocol v1/v2
Support for Multicast Source Discovery Protocol

Quality of Service (QoS)

Support for standards:

RFC 2474: DiffServ Precedence

RFC 2598: DiffServ Expedited Forwarding (EF)

RFC 2597: DiffServ Assured Forwarding (AF) .

Support for queue management mechanisms:

Weighted Tail Drop scheduling,

Smoothed Deficit Weighted Round Robin (SDWRR) queuing,
Weighted early detection (WRED), Strict priority queuing (LLQ)
Support for multiple field classification at L2 - L4 levels for queuing
and rewriting

DSCP, IEEE 802.1p and IP precedence fields marked on logical L3
VLAN interfaces

Classification on logical L3 VLAN interfaces

Support for CoS mechanisms on logical aggregated interfaces
Number of hardware queues per port at least 12

Stacking

Support for switch stacking where multiple stacked switches
represent a single logical device

Number of switches that can be stacked at least 10

Aggregate maximum stack bus performance of at least 640 Gbps
Ability to stack with models of switches of other series

High availability
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CTeKa IUIOCKOCTh IEPENayd AAHHBIX HE BBINONHICT PEUHULUAIN3ALNIO, YTO
MUHUMU3UPYET BIMSHUE HA IEPEIABAEMBbIE JaHHbIE.

ITonnepxka MexaHHM3Ma BBICOKOM JOCTYIHOCTM IpU KOTOpOM, Ipu pabote
KOMMYTAaTOpOB B CTE€KE, KOMMYTAaTop, PalOTAIOMIMi KaK pPE3epBHBIA BEIYyIIHA
KOMMYTAaTop CT€Ka CHHXPOHU3UPYET HH(OpPMALMIO YIPaBIEHUS IMPOTOKOJIOB
Mapupyrusanuuu 3 ypoHs OSI ¢ OCHOBHBIM BEyILIUM KOMMYTAaTOPOM U B CIy4yae
OTKa3a OCHOBHOI'O BEAYHIETO KOMMYTATOpa CTEKa INIOCKOCTh YIIPABJICHHS HE
BBITIOJIHAET IIEPECTPOMKHU TOIIOJIOTUH TPOTOKOJIOB MapiipyTu3anuu 3 yposHs OSIL.
ITonnepxka MexaHHM3Ma BBICOKOM JOCTYIHOCTM IpU KOTOpOM, Ipu pabote
KOMMYTAaTOpOB B CTE€KE, KOMMYTAaTop, paOOTarolMi Kak pe3epBHBIA BEXYIIUN
KOMMYTAaTOp CTE€Ka CHHXPOHHM3UPYET MH(OpMAIUIO YHPABJICHUS NPOTOKOJIOB 2
ypoBHsi OSI ¢ OCHOBHBIM BEAYIIUM KOMMYTaTOPOM M B CIy4yae OTKa3a OCHOBHOI'O
BEYyLIEr0 KOMMYTAaropa CT€Ka IIOCKOCTb YIPABIEHUS HE  BBIIOJIHSCT
[IePECTPOUKH TOIOJIOTUHU MPOTOKOJIOB 2 ypoBHsA OSI.

[Tonnepxka MexaHHM3Ma BBICOKOM JOCTYIHOCTM IpU KOTOpOM, Ipu pabote
KOMMYTAaTOpOB B CT€KE BO3MOYKHO OOHOBIICHHE IMPOTPaMMHOTO obecrieueHus 0e3
BBIKJIIOYEHMSI BCETO CTEKa

[Tognepxkka MexaHM3Ma BBICOKOM JOCTYIIHOCTHM IIPU KOTOPOM BO3MOKHO
OOHOBJIEHHE POTrPaMMHOT0 00eCTIieYeHHsI KOMMYTaTopa 6e3 ero nepe3arpy3ku
IMoanepxka Virtual Router Redundancy Protocol

IMoanmepxka Multichassis link aggregation group (MC-LAG/M-LAG) unu ananora

Nudopmanuonnas 6e30macHOCTb

[Tonnepxka:

Port-based ACL (PACL) mis BXxosiiero rpaduka 1 HCXOISIIETo TpahHKa;
VLAN-based ACL (VACL) ans BXOASIIETO U UCXOJAIIETO TpapuKa;
Router-based ACL (RACL) st BXOASIIETro M HCXOAAIIET0 Tpaduka
[Tognepxka pumbTpauu cpecTBAMU CIIUCKOB KOHTPOJIS JAOCTIIA HA YPOBHSX 2-4
Mo-aenu OSI

[Tognepxka orpannuenns konnuectsa MAC-anpecoB Ha IOpTy
Bo3moxHOCTE py4uHOI HacTpoliku pa3pemeHHbIx MAC-agpecoB Ha TopTy
[Moanepxka mexanusma Dynamic ARP inspection (DAI)

IMonnepsxka mexanusma IP source guard

[Moanepxka mexanuzma DHCP snooping

[Mognepxka npotokosnoB RADIUS u TACACS+

3amyTa IIoCKOCTH yrpasieHu oT atak DoS/DDoS

Support for a high availability mechanism where, when the switches
in the stack are running, a switch operating as a redundant stack
master switch synchronizes the control information with the main
master switch and, in the event of a failure of the main stack master
switch, the data plane does not reinitialize, minimizing the impact on
the data being transmitted.

Supports a high availability mechanism where, when the switches in
the stack are running, a switch operating as a redundant stack master
switch synchronizes the routing protocol management information for
layer 3 routing protocols with the master stack master switch and, if
the master stack master switch fails, the management plane does not
reconfigure the routing protocol topology for layer 3 OSI routing
protocols.

Supports a high availability mechanism where, when the switches in
the stack are running, a switch operating as a redundant master stack
switch synchronizes the OSI layer 2 protocol management
information with the master stack master switch and, in the event of a
failure of the master stack master switch, the control plane does not
reconfigure the OSI layer 2 protocol topology.

Support for a high availability mechanism where the switches in the
stack can update the software without shutting down the entire stack
Support for a high availability mechanism where the switch software
can be updated without rebooting the switch

Support for Virtual Router Redundancy Protocol

Support for Multichassis link aggregation group (MC-LAG/M-LAG)
or analogue

Information Security

Support:

Port-based ACL (PACL) for incoming and outgoing traffic;
VLAN-based ACL (VACL) for incoming and outgoing traffic;
Router-based ACL (RACL) for inbound and outbound traffic
Support for filtering by Drop Lists at Layers 2-4 of the OSI

Support for limiting the number of MAC addresses on the port
Possibility to manually set the allowed MAC addresses on the port
Support for Dynamic ARP inspection (DAI) mechanism

IP source guard mechanism support

DHCP snooping mechanism support
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[Mognepxka ayrentudukammu 802.1X (port-based, multiple supplicant, ¢
BO3MOXXHOCTBIO Ha3HaueHus: VLAN, nuHaMHUYecKHUX CHMCKOB KOHTPOJIS JOCTyIa
Ha ocHoBe atpu0OyToB RADIUS)

[Monnepxkka ayrenruduxarmu 8§02.1X MAC-RADIUS

[lonnep>kka BHYTPEHHETO MHCTPYMEHTA OIEPAIMOHHON CHCTEMbI, KOTOPbIH
BBITOJIHSCT CKaHUPOBaHHUE NamsTH, aupekTopuid OC u ucnoiHseMbIx ¢ailioB Ha
HaJM4re BPeIOHOCHOTO Koaa (malware)

YnpasieHue

[Monnepxka sFlow v5

[Tognepxka OpenFlow v.1.0 u v.1.3.1 unu BbIIIE

B03M0KHOCTh HACTPOWKHM KOMMYTaTOpa Kak uepe3 HHTepdeiic KoMaHIHOMN CTPOKH,
TaK u 4epes telnet

[Mognepxka SSHv2

[Tognepxka mporokoma SNMP v1/v2c¢/v3 B TOM umciae uisi MOHUTOPHUHTA
CTaTUCTHKH TYHHEJIBbHBIX HHTEP(EHCOB

[Tonnepsxka konpuryparmonnoro daina ASCII

BosmoxHocTs Hanucanus u BbinoaHeHus ckpuntoB SLAX, XSLT, Python
[Tognepxka croponHux Y ANG-Mozeneit

[Tognepxka OpenConfig

[Tonnepxka koHpUrypauonHoro ¢aitna B popmare JSON

[Mognepxka gRPC myist uaTepdeiica cOopa CTATUCTUUECKUX TAHHBIX C YCTPOUCTBA
[Tonnepxkka XpaHeHHs Ha YCTPONCTBE pe3epBHOI KOH(UTYpallul yCTpOHCTBa
[Tonnepkka XpaHeHUs Ha yCTPOWCTBE pe3epBHOM KOH(Urypaluu yCTpOICTBa, a
TaKXKe BO3BpaT YCTPOWCTBA Ha MPEABIAYIIYI0 KOHQUIypaluioo, MoAepKKa
BO3BpaTa yCTPOUCTBA Ha Mpeablayilyto Bepcuto [10

He menee 49 kou¢urypamuii, KoTopble aBTOMaTHYECKU COXPAHAIOTCS B MaMSITH
YCTpOICTBa, HA KOTOPbIE BO3MOXKHO OCYLIECTBUTh BO3BpAaT KOHQUTYpalUu
YCTPOMCTBA

[Tonnepsxka nporokosnoB DNS, Syslog

[Monnepxka ¢pynkiuonansHoctd DHCP cepsepa, DHCP Relay

Support for RADIUS and TACACS+ protocols

Protect the management plane from DoS/DDoS attacks

Supports 802.1X authentication (port-based, multiple supplicant, with
VLAN assignment, dynamic access control lists based on RADIUS
attributes)

Supports 802.1X MAC-RADIUS authentication

Support for an internal operating system tool that scans memory, OS
directories and executable files for malware

Management

Support for sFlow v5

Support for OpenFlow v.1.0 and v.1.3.1 or higher

Ability to configure the switch both via command line interface and
via telnet

Support SSHv?2

Support SNMP v1/v2c/v3 protocol including for monitoring statistics
of tunnel interfaces

Support for ASCII configuration file

Ability to write and execute SLAX, XSLT, Python scripts

Support for third-party YANG models

OpenConfig support

Support for JSON format configuration file

Support for gRPC for the device statistics collection interface
Supports storage on device backup configuration

Supports storage on the device back-up configuration, as well as
return of the device to the previous configuration, support for return
of the device to the previous version of software

At least 49 configurations that are automatically saved in the device
memory, to which it is possible to return the device configuration

Support for DNS protocols, Syslog
Support for DHCP server functionality, DHCP Relay
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Attachment #6 to Specification \
punioxenne Ne6 k TexHuuecKoMy 3aIaHUIO

KommyTarop- koandectso 1 mryk (tum — SWAG)

TpeOoBaHusl K KOMMYTATOPY:

Tun — Ethernet kommyTatop

Hannuune mopra USB nmiis 3arpy3ku KOH(GUTYpaIluu U MPOBEIACHUS Olepaiuii 1mo
MOJICpHM3AIIMN TPOTPAMMHOTO 00ecIeueHus

O6beMm onepaTuBHOM namsatu He meHee 8 ['b

O6bveM SSD-namsitu He menee 32 I'b

KommyTtarop momxeH paboraTh MOJA yIpaBiICHHEM MOIYJIbHOW ONepalroOHHON
CHUCTEMBI, TIO3BOJISIONIEH MPOU3BOJAUTH 3alyCK, OCTAaHOBKY, N€pe3arpy3Ky
OTJENbHBIX TMPOTPAMMHBIX MPOILIECCOB 0€3 BIMSIHHUSA Ha Jpyrue pabdoTarouiue
IIPOLIECCHI

OnepannoHHast cUCTeMa KOMMYTaTopa [OJKHO TMOJAEPKUBATh BO3MOKHOCTh
MPOBEPKA  HEMPOTHUBOPEYMBOCTH  KOHPUTYpAlMH  Tepel  ITPUMEHCHUEM
KOH(UTYypaly, MakeTHOe NpPUMEHEHHWE KOMaHJ KOH(HUTypaluu, MpUMEHEHUs
MPOBEPEHHOM KOH(UTYpallMd B 3apaHee YCTAHOBJIEHHOE BpeMs, BO3BpaTa Ha
MpeNbIAyIIyl0  paboTOCOCOOHYI0  KOH(HTrypanmuioo B clIy4ae  OIIMOKH
aMUHUCTpATOpa

[IpouzBoautenbHOCTh HE MeHee 1070 MIIH. MAKETOB B CEKYHAY.
[TpouzBoautensHOCTh HE MeHee 1440 I'Out/cekyHuy.

TpeboBanue k puznyeckum uHTepdeiicam

He menee 24 moproB 1000BASE-X/10GBASE-X ¢ pa3zbemamu misi Moysen
SFP/SFP+

He menee 4 noproB 40GBASE-X ¢ pazbemamu i moayneit QSFP+

Hanmuune He wmenee 2 BbeyieneHHbix uHTepderica 10/100/1000Base-T mmst
ynpasieHus yepes Ethernet

Hanwuwne xoHcoapHOTO TTopTa RJ45 11s ynpasnenus o nporokoiry RS-232
Hannune xonconsHoro Mini-USB nopra juis ynpasineHus no nporokony RS-232

[Momnepxkka cnexyromux THIOB TpaHcuBepoB: 1000BASE-T, 1000BASE-SX,
1000BASE-LX, 10GBASE-USR, 10GBASE-SR, 10GBASE-LR, 10GBASE-ER,
10GBASE-ZR, 40GBASE-SR4, 40GBASE-ESR4, 40GBASE-LR4, 40GBASE-
LX4, 4x10BASE-IR, 40GBASE-IR4

Switch - quantity 1 pcs (type - SWAG)

Requirements for the switch:

Type - Ethernet switch

Availability of USB port for downloading configuration and software
upgrade operations

At least 8 GB of RAM

SSD memory capacity of at least 32 GB

The switch should operate under the control of a modular operating
system that allows to start, stop, reboot individual program processes
without affecting other running processes

The switch operating system must support the ability to verify
configuration consistency before applying the configuration, apply
configuration commands in batch, apply the validated configuration
at a predetermined time, return to the previous valid configuration in
case of an administrator error.

Capacity of at least 1,070 million packets per second.
Performance at least 1440 Ghbps.

Requirement for physical interfaces

At least 24 ports 1000BASE-X/10GBASE-X with connectors for
SFP/SFP+ modules

At least 4 40GBASE-X ports with connectors for QSFP+ modules
At least 2 dedicated 10/100/1000Base-T interfaces for Ethernet
control.

Presence of RJ45 console port for RS-232 protocol management
Presence of Mini-USB console port for RS-232 protocol control.

Support for the following types of transceivers: 1000BASE-T,
1000BASE-SX, 1000BASE-LX, 10GBASE-USR, 10GBASE-SR,
10GBASE-LR, 10GBASE-ER,
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Pu3znyecKue napamMerpsl

Hannymre BO3MOKHOCTH MUTAaHUSI OT IEPEMEHHOT0 ToKa ¢ mapamerpamu S0I'/220B
B03MOXXHOCTh YCTaHOBKH pe3epBHpPYEMbIX OJOKOB mHTaHUS 1o cxeme N+N ¢
0aaHCUPOBKON HArpy3Ku MEX]y HUMU

Hanuuune creMHBIX pe3epBUPYEMBIX OJIOKOB BEHTHIISATOPOB, OAJAEPKKA UX 3aMEHBI
0e3 BBIKJIFOUEHUSI KOMMYTaTopa

Hanuuue BCTpOEHHOI0 TEMIIEPATYpHOTO 1aTYMKa

MakcumanbHOe SHepromnoTpedieHne koMmmyTraTopa He 6osee 360 Bt

Jlu3aiiH a7 yCTaHOBKM B MOHT&XHBI KOHCTPYKTHB 197 COOTBETCTBYIOIIMI
crannapty ANSI/EIA-310

KoMIuiekT noctaBku JOHKEH BKIIIOYATh!

Ka0enu MUTaHusl — He MeHee 2 MIT.,

KOHCOJIBHBIN Kaleb,

HaOOp JIJIs1 MOHTaXa B CTOMKY

KommyTaTop H0DKEH MOCTaBIATHCS C IBYMsI OJIOKaMH MMATAHHS

HamnpaBnenue aBuxkeHUs BO3AYIIHOTO MOTOKA OXJIAXKIACHUS lNopsiumnit
BO3/yX JIOJIKEH BBIOPACHIBATHCS CO CTOPOHBI 010K0B nuTanus. [logaua xonoaHoro
BO3/yXa co CTOpoHbI opToB Ethernet.

TpeOoBanus kK NPOrpaMMHOMY 00eCIICYCHHIO

He menee 4 ceccuii 11 aHanu3a Ha ypoBHE 1opTta (mirroring)
ITonneprxka ananu3a Tpaduka (mirroring) Ha mopty, VLAN
[Monnepxka GpyHKIMK aHAJIM3a MUKPOBCIUIECKOB Tpaduka

TpeboBanus K PyHKUMOHAJBHOCTH (PU3MUECKOT0 YPOBHS
IMonnepxka digital optical monitoring (DOM)

TpeboBanus K PyHKIMOHAJIBLHOCTH 2-T0 YPOBHS

[Tognepxka kaapoB OOJBINON ATUHEI, HE MeHee 9216 OailT

KonnuectBo ognoBpemenHo noanepxkuBaeMeix VLAN He menee 4091
MakcumanbHOe KoanyecTBo nojaaepxuaeMbix MAC aapecoB He MeHnee 288 000
Konnuectso 3anuceit ARP e menee 48 000

IMonnepsxka crangapra IEEE802.3ad — Link Aggregation Control Protocol (LACP)
[Monnepskka TexHonoruu arperanuu Ethernet kananos ¢ 6anancuposkoit mo MAC-
ajzipecy HMCTOYHMKAa/HazHaueHus, [P-anpecy ucrounumka/HazHauenusi, TCP/UDP-
[OpPTaM UCTOYHUKA/HA3HAUYEHUS

He menee 32 nopToB B arperalinoOHHOM Tpynie

10GBASE-ZR, 40GBASE-SR4, 40GBASE-ESR4, 40GBASE-LRA4,
4x10BASE-IR, 40GBASE-IR4, 40GBASE-LR.

Physical parameters

Availability of power supply from AC with parameters 50Hz/220V

Ability to install redundant power supplies in N+N circuit with load
balancing between them

Availability of removable redundant fan blocks, support for their
replacement without switching off the switch.

Presence of an integrated temperature sensor

Maximum switch power consumption not exceeding 360W

Design for installation in 19" ANSI/EIA-310 compliant mounting
structure

The scope of delivery must include:

power cables - at least 2 pcs,

console cable,

rack mounting kit

The switch should come with two power supplies

Direction of air cooling flow Hot air should be discharged from the
power supply side. Cold air supply on the Ethernet port side.

Software Requirements
At least 4 sessions for analysis at the port level (mirroring)
Support for mirroring on port, VLAN

Support for microburst traffic analysis function

Requirements for physical layer functionality

Support for digital optical monitoring (DOM)

Requirements for Level 2 functionality

Support long frame length, at least 9216 bytes

Number of simultaneously supported VLANS at least 4091
Maximum number of addresses supported by ICA at least 288,000
Number of ARP records at least 48,000

IEEE802.3ad - Link Aggregation Control Protocol (LACP) support
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He menee 128 noanepxuBaeMbIX arperalliOHHBIX TPYIII

[Tonnepxka crangapToB

IEEE802.1D — Spanning Tree Protocol (STP);

IEEE802.1w — Rapid Spanning Tree Protocol (RSTP);

IEEE802.1s — Multiple Instance Spanning Tree Protocol (MSTP);

IMonnepsxka cranmapros IEEE 802.1AB: Link Layer Discovery Protocol LLDP;
IEEE 802.1p: Class-of-service (CoS) prioritization;

IEEE 802.1Q-in-Q: VLAN Stacking

[Tognepxka Private VLAN u QinQ Ha ogHOM HHTEpdeiice

[Tonnepxka nntepdeiica IRB B Private VLAN

TpedoBanus Kk PyHKIHOHAIBLHOCTH 3-T0 YPOBHS

[Tonnepxka Jumbo-frames Ha noruueckux uHTepdeiicax VLAN
[Tonnepxka Crarnueckoit mapmpytuszanuu (RFC 1812)
KomnuuectBo IPv4 Unicast mapiipytoB He menee 128 000
KommaectBo IPv6 Unicast mapmpyros He MeHee 64 000
IMoanepsxka mportokosa Bidirectional Forwarding Detection (BFD)
[Moxnepskka mporokosioB Mapmpyru3auu RIP v1/v2, OSPF v1/v2

[Moxnepxxka mpotokonoB mapumpytusauun BGP, MP-BGP, 1S-1S, 1S-1S for IPv6,
IPv6 BGP npu Hamuumu npuoOpeTaeMoil OTIEBHO JIMICH3WH Ha PaCIIPEHHBIN

(byHKIMOHAT MapIIpyTU3aluU
[Tonnepxkka nmporokosioB Mapuipyruzanuu OSPFv3, RIPng
[Moanepxka IPv4 VRFE-lite , IPv4 VRF-lite aist PIM u IGMP

TpeboBanus k pynkumnonaasnocru MPLS

[Monnepxka RSVP LSP, LDP LSP, LDP over RSVP, MPLS L2 VPN, MPLS L3

VPN, MPLS Fast Reroute, MPLS OAM ping

IIpoTOKOJIBI KOHBEPIEeHTHBIX CeTel

IMonnepsxka Data Center Bridging Capability Exchange protocol (DCBX), FIP
snooping, Priority-based flow control (PFC), Enhanced Transmission Selection
(ETS), FC-BB-6, Virtual Fiber Channel Gateway (VFG), FCoE LAG, FC-BB-6

VNZ2VN snooping

Mmuoroaapecnasi nepegada (Multicast)

Kommaectro IPv4 Multicast mapmpyros He menee 104 000
KomuuectBo IPv6 Multicast mapimpyroB He menee 52 000
ITogneprxka NPOTOKOJIOB MHOTOAPECHON NIepeauH:

Supports Ethernet link aggregation technology with balancing by
source/destination MAC address, source/destination IP address,
TCP/UDP source/destination ports

At least 32 ports in the aggregation group

At least 128 supported aggregation groups

Support for standards

IEEE802.1D - Spanning Tree Protocol (STP);

IEEE802.1w - Rapid Spanning Tree Protocol (RSTP);

IEEE802.1s — Multiple Instance Spanning Tree Protocol (MSTP);
upport for IEEE 802.1AB standards: Link Layer Discovery Protocol
LLDP;

IEEE 802.1p: Class-of-service (CoS) prioritization;

IEEE 802.1Q-in-Q: VLAN Stacking

Supports Private VLAN and QinQ on the same interface

Support for IRB interface in Private VLAN

Requirements for Level 3 functionality

Support for Jumbo-frames on VLAN logical interfaces

Supports Static Routing (RFC 1812)

Number of IPv4 Unicast routes at least 128,000

Number of IPv6 Unicast routes at least 64,000

Bidirectional Forwarding Detection (BFD) protocol support
Support for RIP v1/v2, OSPF v1/v2 routing protocols

Support of BGP, MP-BGP, IS-IS, IS-IS for IPv6, IPv6 BGP routing
protocols if a license for advanced routing functionality is purchased
separately

Support for OSPFv3, RIPng routing protocols

Support IPv4 VRF-lite , IPv4 VRF-lite for PIM and IGMP

MPLS Functionality Requirements
Support RSVP LSP, LDP LSP, LDP over RSVP, MPLS L2 VPN,
MPLS L3 VPN, MPLS Fast Reroute, MPLS OAM ping

Convergent network protocols

[Monnepsxka Data Center Bridging Capability Exchange protocol
(DCBX), FIP snooping, Priority-based flow control (PFC), Enhanced
Transmission Selection (ETS), FC-BB-6, Virtual Fiber Channel
Gateway (VFG), FCoE LAG, FC-BB-6 VN2VN snooping
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Internet Group Management Protocol (IGMP) v1/v2/v3
[Monnepsxka IGMP snooping v1/v2/v3, IGMP ¢unbrpanuun
[Tognepxka npotokosnoB PIM-SM, PIM-SSM

[Monnepsxxa Multicast Listener Discovery (MLD) Protocol v1/v2
IMonnepsxxa Multicast Source Discovery Protocol

KauectBo o0cay:xuBanue (QoS)

ITognepxka craHIapTOB:

RFC 2474: DiffServ Precedence

RFC 2598: DiffServ Expedited Forwarding (EF)

RFC 2597: DiffServ Assured Forwarding (AF)

[Tonnepkka MEXaHU3MOB YIIPABJICHUS OUEPEISIMU:

Weighted Tail Drop scheduling,

Smoothed Deficit Weighted Round Robin (SDWRR) queuing, Weighted early
detection (WRED), Strict priority queuing (LLQ)

[Tonnepkka kiaccupuKaluy MHOKECTBEHHBIX mojie Ha L2 — L4 ypoBHsX ans
IIOCTAHOBKH B OU€pe/lb U IIepe3aniucu

[Tepemapkuposka moneir DSCP, IEEE 802.1p u IP precedence Ha mormueckux L3
unTepdeiicax VLAN

Knaccudukanus Ha nornyeckux L3 nnrepdeiicax VLAN

ITonnepxka Mexanu3MoB CoS Ha JIOTHUECKUX arperupoBaHHbIX HHTepdeiicax
KonunuecTBo annapaTtHbIX odyepeseil Ha HopT He MeHee 12

CrexupoBaHue

[Tonnepxka (QYHKIMH CTEKMPOBAaHMS KOMMYTAaTOPOB IPH KOTOPOHl HECKOJIBKO
00BEIMHEHHBIX B CTEK KOMMYTAaTOPOB IMPEACTaBISAIOT COO0M €AMHOE JIOTMYECKOe
YCTPOMCTBO

KonnuecTBo KOMMYTaTOpOB, KOTOPhIE MOKHO OOBEIUHUTH B CTEK He MeHee 10
ArpervpoBaHHasi MaKCUMaJlbHasi IPOM3BOIUTENILHOCTh IIMHBI CTeka He MeHee 640
I'6ut/c

B03M0XHOCTh 00BEMHEHUS B CTEK C MOJCTSIMA KOMMYTAaTOPOB IPYTHX CEpHil

Bricokast 1oCTYynIHOCTH

[lonnepkka MexaHU3Ma BBICOKOW JIOCTYMHOCTHM IIpH KOTOpPOM, IpHU padoTe
KOMMYTAaTOpOB B CTE€KE, KOMMYTAaTop, pa0OTalOMMi KaK PE3epBHBIM BeIYyIIMHA
KOMMYTAaTOp CT€Ka CHHXPOHU3HUPYET HH(GOpPMAIMIO YIPABICHUS C OCHOBHBIM
BEIyIIUM KOMMYTaTOPOM U B ClIydae OTKa3a OCHOBHOT'O BEIYyIEr0o KOMMYyTaTopa

Multicast

Number of IPv4 Multicast routes at least 104,000

Number of IPv6 Multicast routes at least 52,000

Support for multicast protocols:

Internet Group Management Protocol (IGMP) v1/v2/v3

Support IGMP snooping v1/v2/v3, IGMP filtering

Support for PIM-SM, PIM-SSM protocols

Support for Multicast Listener Discovery (MLD) Protocol v1/v2
Support for Multicast Source Discovery Protocol

Quality of Service (QoS)

Support for standards:

RFC 2474: DiffServ Precedence

RFC 2598: DiffServ Expedited Forwarding (EF)

RFC 2597: DiffServ Assured Forwarding (AF) .

Support for queue management mechanisms:

Weighted Tail Drop scheduling,

Smoothed Deficit Weighted Round Robin (SDWRR) queuing,
Weighted early detection (WRED), Strict priority queuing (LLQ)
Support for multiple fields classification at L2 - L4 levels for queuing
and rewriting

DSCP, IEEE 802.1p and IP precedence fields marked on logical L3
VLAN interfaces

Classification on logical L3 VLAN interfaces

Support for CoS mechanisms on logical aggregated interfaces
Number of hardware queues per port at least 12

Stacking

Support for switch stacking where multiple stacked switches
represent a single logical device

Number of switches that can be stacked at least 10

Aggregate maximum stack bus performance of at least 640 Gbps
Ability to stack with models of switches of other series

High availability
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CTeKa IUIOCKOCTh IEPENayd AAHHBIX HE BBINONHICT PEUHULUAIN3ALNIO, YTO
MUHUMU3UPYET BIMSHUE HA IEPEaBAEMbIe JaHHbIE.

ITonnepxka MexaHHW3Ma BBICOKOW [JOCTYIHOCTM IpU KOTOpOM, Ipu pabote
KOMMYTAaTOpOB B CTE€KE, KOMMYTAaTop, PalOTAIOMIMi KaK pPE3epBHBIA BEIYyIIHA
KOMMYTAaTop CT€Ka CHHXPOHU3UPYET HH(OpPMALMIO YIPaBIEHUS IMPOTOKOJIOB
Mapupyrusanuuu 3 ypoHs OSI ¢ OCHOBHBIM BEIyIIUM KOMMYTAaTOPOM U B CIy4yae
OTKa3a OCHOBHOI'O BEAYHIETO KOMMYTATOPa CTEKa IUIOCKOCTh YIIPAaBJICHHs HE
BBITIOJIHAET IIEPECTPOMKHU TOIIOJIOTUH TPOTOKOJIOB MapiipyTu3anuu 3 yposHs OSIL.
ITonnepxka MexaHHM3Ma BBICOKOM JOCTYIHOCTM IpU KOTOpOM, Ipu pabote
KOMMYTAaTOpOB B CTE€KE, KOMMYTAaTop, pa0OTAIOMIMi KaK pPE3epBHBIM BETYyIIHA
KOMMYTAaTOp CTE€Ka CHHXPOHHU3UPYET MH(DOpPMAILUIO YIPABJICHUS MPOTOKOJIOB 2
ypoBHsi OSI ¢ OCHOBHBIM BEAYIIUM KOMMYTaTOPOM M B CIy4yae OTKa3a OCHOBHOI'O
BEYyLIEr0 KOMMYTAaropa CTE€Ka IUIOCKOCTb YIPABICHUS HE  BBIIOJHAET
[IePECTPOUKH TOIOJIOTUHU MPOTOKOJIOB 2 ypoBHsA OSI.

[Tonnepxka MexaHHM3Ma BBICOKOM JIOCTYIIHOCTM HpU KOTOpOM, Ipu pabote
KOMMYTAaTOpOB B CT€KE BO3MOYKHO OOHOBIICHHE IMPOTPaMMHOTO obecrieueHus 0e3
BBIKJIIOYEHMSI BCETO CTEKa

Ilognepxkka MexaHM3Ma BBICOKOM JOCTYIIHOCTH IIpU KOTOPOM BO3MOKHO
OOHOBJICHHE POTrPaMMHOT0 00eCTIeYeHHsI KOMMYTaTopa 6e3 ero nepezarpys3Ku
IMoanepxka Virtual Router Redundancy Protocol

IMoanmepxka Multichassis link aggregation group (MC-LAG/M-LAG) unu ananora

Nudopmanuonnas 6e30macHOCTb

[Tonnepxka:

Port-based ACL (PACL) nns Bxogsmiero Tpaguka U UCXOIAIIEr0 Tpaduka;
VLAN-based ACL (VACL) myist BXOASIIETO ¥ UCXOIAIIEro Tpaduka,
Router-based ACL (RACL) st BXOASIIETro M HCXOAAIIET0 Tpaduka
[Tognepxka pumbTpauu cpecTBAMU CIIUCKOB KOHTPOJIS JAOCTIIA HA YPOBHSX 2-4
Mo-nenu OSI

[Tognepxka orpannuenuns konnuectsa MAC-anpecoB Ha IOpTy
Bo3moxHOCTE py4uHOI HacTpoiku paspenieHHbIX MAC-agpecoB Ha TopTy
[Moanepxka mexanusma Dynamic ARP inspection (DAI)

IMonnepsxka mexanusma IP source guard

[Moanepxka mexanuzma DHCP snooping

[Mognepxka npotokosnoB RADIUS u TACACS+

3amyTa IIoCKOCTH yrpasieHu oT atak DoS/DDoS

Support for a high availability mechanism where, when the switches
in the stack are running, a switch operating as a redundant stack
master switch synchronizes the control information with the main
master switch and, in the event of a failure of the main stack master
switch, the data plane does not reinitialize, minimizing the impact on
the data being transmitted.

Supports a high availability mechanism where, when the switches in
the stack are running, a switch operating as a redundant stack master
switch synchronizes the routing protocol management information for
layer 3 routing protocols with the master stack master switch and, if
the master stack master switch fails, the management plane does not
reconfigure the routing protocol topology for layer 3 OSI routing
protocols.

Supports a high availability mechanism where, when the switches in
the stack are running, a switch operating as a redundant master stack
switch synchronizes the OSI layer 2 protocol management
information with the master stack master switch and, in the event of a
failure of the master stack master switch, the control plane does not
reconfigure the OSI layer 2 protocol topology.

Support for a high availability mechanism where the switches in the
stack can update the software without shutting down the entire stack
Support for a high availability mechanism where the switch software
can be updated without rebooting the switch

Support for Virtual Router Redundancy Protocol

Support for Multichassis link aggregation group (MC-LAG/M-LAG)
or analogue

Information Security

Support:

Port-based ACL (PACL) for incoming and outgoing traffic;
VLAN-based ACL (VACL) for incoming and outgoing traffic;
Router-based ACL (RACL) for inbound and outbound traffic
Support for filtering by Drop Lists at Layers 2-4 of the OSI
Support for limiting the number of MAC addresses on the port
Possibility to manually set the allowed MAC addresses on the port
Support for Dynamic ARP inspection (DAI) mechanism

IP source guard mechanism support

DHCP snooping mechanism support
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[Mognepxka ayrentudukanmuu 802.1X (port-based, multiple supplicant, ¢
BO3MOXXHOCTBIO Ha3HaueHus: VLAN, nuHaMHUYecKHUX CHMCKOB KOHTPOJIS JOCTyIa
Ha ocHoBe atpu0OyToB RADIUS)

[Monnepxka ayrenruduxarmu 802.1X MAC-RADIUS

[lonnep>kka BHYTPEHHETO MHCTPYMEHTA OIEPAIlMOHHON CHCTEMbI, KOTOPBIN
BBITOJIHSCT CKaHUPOBaHHUE NamsTH, aupekTopuid OC u ucnoiHseMbIx ¢ailioB Ha
HaJM4re BPeIOHOCHOTO Koaa (malware)

YnpasieHue

[Monnepxka sFlow v5

[Tognepxka OpenFlow v.1.0 u v.1.3.1 unu BbIIIE

B03M0KHOCTh HACTPOWKHM KOMMYTaTOpa Kak uepe3 HHTepdeiic KoMaHIHOMN CTPOKH,
TaK u 4epes telnet

[Mognepxka SSHv2

[Tognepxka mporokoma SNMP v1/v2c¢/v3 B TOM umciae uisi MOHUTOPHUHTA
CTaTUCTHKH TYHHEJIBbHBIX HHTEP(EHCOB

[Tonnepsxka konpuryparmonnoro daina ASCII

BosmoxHocTs Hanvcanus u BbinoiaHeHus ckpuntoB SLAX, XSLT, Python
[Tonnepxka croporanx Y ANG-moneneit

[Tognepxka OpenConfig

[Tonnepxka koHpUrypauonHoro ¢aitna B popmare JSON

[Mognepxka gRPC myist uaTepdeiica cOopa CTATUCTUUECKUX TAHHBIX C YCTPOUCTBA
[Tonneprkka XpaHeHHs Ha YCTPONCTBE pe3epBHOM KOH(UTYpaIlK yCTPOHCTBA
[Tonnepkka XpaHeHUs Ha YCTPOWCTBE pe3epBHOM KOH(Urypaluu yCTpoOIiicTBa, a
TaKXKe BO3BpaT YCTPOWCTBA Ha MPEABIAYIIYI0 KOHQUIypaluioo, MoAepKKa
BO3BpaTa yCTPOUCTBA Ha Mpeablayilyto Bepcuto [10

He menee 49 kondurypamuii, KoTopble aBTOMaTHYECKH COXPAHSIOTCS B MaMsATH
YCTpOMCTBa, HA KOTOpbIE BO3MOXKHO OCYHIECTBUTH BO3BpaT KOH(QUTYpaluu
YCTPOMCTBA

[Tonnepsxka nporokosnoB DNS, Syslog

[Monnepxka ¢pynkiuonansHoctd DHCP cepsepa, DHCP Relay

Support for RADIUS and TACACS+ protocols

Protect the management plane from DoS/DDoS attacks

Supports 802.1X authentication (port-based, multiple supplicant, with
VLAN assignment, dynamic access control lists based on RADIUS
attributes)

Supports 802.1X MAC-RADIUS authentication

Support for an internal operating system tool that scans memory, OS
directories and executable files for malware

Management

Support for sFlow v5

Support for OpenFlow v.1.0 and v.1.3.1 or higher

Ability to configure the switch both via command line interface and
via telnet

Support SSHv?2

Support SNMP v1/v2c/v3 protocol including for monitoring statistics
of tunnel interfaces

Support for ASCII configuration file

Ability to write and execute SLAX, XSLT, Python scripts

Support for third-party YANG models

OpenConfig support

Support for JSON format configuration file

Support for gRPC for the device statistics collection interface
Supports storage on device backup configuration

Supports storage on the device back-up configuration, as well as
return of the device to the previous configuration, support for return
of the device to the previous version of software

At least 49 configurations that are automatically saved in the device
memory, to which it is possible to return the device configuration

Support for DNS protocols, Syslog
Support for DHCP server functionality, DHCP Relay
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Attachment #7 to Specification \
Hpunioxenne Ne7 k TexHuueckoMy 3aIaHUIO

KommyTarop - kosmmdectBo 2 mryk (tun — MGMT)
TpeOoBaHusi K KOMMYTATOPY YIPABJIEHHSI:

Tun ycrpoiicta - Ethernet kommyTtatop.

Hamnune nmopra USB 1iist 3arpy3ku KOHQUTYpalluu M MPOBEACHUS OINEparuil ¢
IIPOrpaMMHBIM 00€CIIEYEHHEM.

[Ipon3BOIUTENBHOCT, KOMMYTATOpa JOJKHA COCTABJIATH HE MeHee 95 MiH.
[IAKETOB B CEKYHIY

[Tpon3BOANTENFHOCTH KOMMYTATOPa JOJKHA COCTABIATH HE MeHee 128 1'out/c
KommyTarop nomkeH paboTaTh IOJ YHIpaBICHHMEM MOJYJIbHON ONEpalMOHHON
CUCTEMBbI, TO3BOJISIOLIEH NPOU3BOAUTH 3alyCK, OCTaHOBKY, II€pe3arpysKy
OTAENbHBIX IPOrpaMMHBIX HpolleccoB Oe3 BIMSHUSA Ha Jpyrue paboraromiue
IIPOLIECCHI

OmnepannoHHass cUCTEMa KOMMYTaTopa JOJDKHO MOAJEPKHUBATh BO3MOYKHOCTh
MPOBEPKH  HETNPOTUBOPEUYMBOCTH  KOH(MUTYpalluud  Tepe]]  MpUMEHEHHEM
KOHQUrypaluy, TpPUMEHEHUs TPOBEPEHHONM KOH(UTypalluu B  3apaHee
YCTAaHOBJICHHOE  BpeMs, BO3BpaTa Ha MPEIbIAYIIYI0  pabdOTOCIOCOOHYIO
KOH(UIypaluio B ciydae OUIMOKH aIMUHUCTPATOpa.

Jln3aifH KOMMyTaTopa JOJKEH COOTBETCTBOBATH IUISI YCTAaHOBKH B MOHTAa)KHBIN
KOHCTPYKTUB 19” cooTBeTcTBYtomuit cranaapty ANSI/EIA-310.

TpeboBanne k pusnvyeckum uHTepdeiicam

He menee 4SFP untepdeiicoB cranmapra 1000/10GBASE-X, kotopsie MOXXHO
YCTQHOBUTH B KOMMYTATOP.

He menee 24 ne 61okupyeMbIX, pabOTAIONINX Ha MOJIHONW CKOPOCTH CPEJIbI, TOPTOB
crarnapta 10/100/1000BASE-T RJ-45.

He menee 1 Beinenennoro untepgeiica ynpasnenus yepes Ethernet

He menee 1 koHconpHOTrO Iopta RJ-45 s ynpasnenus no npotokony RS-232
He menee 1 xorconpHOTO mopra miniUSB ji1s ynpasiteHus 1o npotokoiry RS-232
Hanuune nopra USB nist moAkIt0ueHUs: BHEIIHUX HAKOMUTEIEH

dusnyecKue napamMmerpsol
Hayimyne BO3MOKHOCTH MUTAHUS OT IEPEeMEHHOro Toka ¢ napamerpamu S0I'/220B

Switch - quantity 2 pcs (type - MGMT)
Requirements for the control switch:

Device type - Ethernet switch.

Availability of a USB port for downloading configuration and
performing operations with the software.

The performance of the switch should be at least 95 million packets
per second.

The performance of the switch shall be at least 128 Gbps.

The switch should operate under the control of a modular operating
system that allows to start, stop, reboot individual program processes
without affecting other running processes

The switch operating system must support the ability to verify
configuration consistency before applying the configuration, apply
the validated configuration at a predetermined time, return to the
previous valid configuration in case of an administrator error.

The switch design must comply with the ANSI/EIA-310 standard for
installation in a 19" mounting structure.

Requirement for physical interfaces

At least 4SFP interfaces of standard 1000/10GBASE-X, which can be
installed in the switch.

At least 24 non-lockable 10/100/1000BASE-T RJ-45 standard ports
operating at full speed.

At least 1 dedicated control interface over Ethernet

At least 1 RJ-45 console port for RS-232 protocol control

At least 1 miniUSB console port for RS-232 protocol control.
Availability of USB port for connecting external drives

Physical parameters

Availability of power supply from AC with parameters 50Hz/220V
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Haname BCTpOGHHOTO TEMIIEpaTypHOTO JaTYUKa

[ym, n31aBaeMblii yCTpOHCTBOM JI0JDKEH COCTaBIATh He Oonee 34,2 dBA
DHepromnorpebdiienne He 6onee 55 Bt

KommiieKT mocTaBKU JOKEH BKIIIOYATh Kalelb MUTaHUsS, KOHCOJBHBIN Kalelnb,
Ha0Op Ul MOHTaXa B CTOWKY

TpeOoBaHusi K NPOrpaMMHOMY o0eclie4eHH 0

[Monnepxka ananmusza Tpaduka (mirroring) Ha mopty, VLAN, nzOuparenbHbIi
3axBar Tpaduka Ha OCHOBE CIIMCKOB JIOCTYIa

[Moxnepskka ananuza Tpaduka (mirroring) HECKOJIBKHUX MOPTOB HA3HAYCHHUSI B OJIUH
MOPT aHaM3aTopa

[Moxneprxka aHanm3a Tpaduka ¢ yIaJIeHHOTO yCTPOMCTBA

[lonnepkka npu HAIWYMK TPUOOpETaeMOW OTHENbHO JHIEH3UH (QYyHKIUU
HACTPOMKM TPOrPaMMHBIX TPOOHHUKOB B BHUJIC IAKeTOB MPOoTOKOIIOB ICMP,
UDP/TCP, HTTP nns ompeneneHusi JOCTYMHOCTH Y3JIOB CETH U IapamMeTpoB
KaHAJIOB CBSI3U

[Tonnepkka si3plka HAMHMCAHUSA CKPUIITOB (CLIEHAPHEB) HEMOCPEICTBEHHO Ha
KOMMYTaTope. SI3bIK HanMcaHus CKPUIITOB JI0JIKEH MO/1JIEPKUBATH OOIIETIPUHSATHIE
KoMmaH /bl s13bIKa Stylesheet Language Alternative Syntax (SLAX) w/unu Extensible
Stylesheet Language Transformations (XSLT) w/unu TCL u/unu Python

TpeboBanus K QyHKIMOHAIBHOCTH (PU3NYECKOTO YPOBHS

[Ipy HanmuyuM OTIENBHOW JMIIEH3MM TNOJUIEpP’)KKa MeXaHu3Ma oOecredyeHus
pe3epBUPOBaHUS KaHAJIOB MEX Ty KOMMyTaTOopaMu. [Ipu 3TOM B KauecTBe KaHaJIOB
MOTYT BBICTYNaTh KakK OT/E€lbHble (U3NYECKHUE JTMHUU CBSI3H, TaK U JOTHYECKHE
KaHaJIbl, COCTOSIIIIUE U3 HECKOIBKUX (PU3MUECKUX JIMHUH CBS3H

Hamuune ¢ynkuuum pednexromerpa (Time-domain reflectometry, TDR) nnsa
orpezeneHus: OOpbHIBOB M 3aMbIKaHHUM KalOesst

Hannune ¢pynkunn Auto MDI/MDIX

[Tonnepskka quarnocTuku ontudyeckux auHuid Digital Optical Monitoring
[Monnepxxa Energy Efficient Ethernet (EEE)

TpeboBanus K yHKIHOHAJIBLHOCTH 2-T0 YPOBHS
[Tognepxka dperimoB Gonbinoi mmHb (9216 baiit)

He menee 4093 Konnuectso nogaepxuBacmbix VLANoOB
[MonnepxuBaemble uneHTHGUKaTopsl VLAN (1-4094)
KomnuectBo MAC angpecos He meree 16000

KonnuectBo ARP 3anuceitne menee 1500

Presence of an integrated temperature sensor

Noise emitted by the device shall not exceed 34.2 dBA

17. Power consumption not more than 55 Watt

Supply includes power cable, console cable, rack mounting Kit.

Software Requirements

Support for mirroring on port, VLAN, selective capturing of traffic
based on access lists

Supports mirroring multiple destination ports into a single analyzer
port

Support for traffic analysis from remote device

Support for customizing software probes in the form of ICMP,
UDP/TCP, HTTP packets to determine the availability of network
nodes and link parameters, if a license is purchased separately

Scripting language support directly on the switch. The scripting
language must support common Stylesheet Language Alternative
Syntax (SLAX) and/or Extensible Stylesheet Language
Transformations (XSLT) and/or TCL and/or Python commands.

Requirements for physical layer functionality

If you have a separate license, support for the mechanism of
providing channel redundancy between switches. Thus as channels
can act both separate physical communication lines, and the logic
channels consisting of several physical communication lines
Availability of the Time-domain reflectometry (TDR) function for
the detection of cable breaks and short circuits.

Presence of Auto MDI/MDIX function

Support for Digital Optical Monitoring line diagnostics

Supports Energy Efficient Ethernet (EEE)

Requirements for Level 2 functionality
Support long frame lengths (9216 bytes)

At least 4093 Number of VLANSs supported
Supported VLAN IDs (1-4094)
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IMoxnepsxka crangapra IEEE802.3ad — Link Aggregation Control Protocol (LACP)
[Monnepsxka Texnonoruu arperanuu Ethernet kananos ¢ 6anancuposkoit mo MAC-
ajpecy HWCTOYHWKa/HazHaueHus, IP-aapecy ucrounuka/Haznauenus, TCP/UDP-
MopTaM UCTOYHHUKA/HA3HAYCHHUS.

He menee 8 mopToB B arperaiifmoHHOM TpyIiie

He menee 128 arperalinoHHbIX TPy

[Tognepxka cranapToB

IEEE802.1D — Spanning Tree Protocol (STP);

IEEE802.1w — Rapid Spanning Tree Protocol (RSTP);

IEEE802.1s — Multiple Instance Spanning Tree Protocol (MSTP);

He menee 64 momumepkuBaeMbIX 5K3eMInisipoB mporokona IEEE802.1s Multiple
Instance Spanning Tree Protocol (MSTP)

[Tognepxka craniapToB

IEEE 802.1AB: Link Layer Discovery Protocol (LLDP), LLDP-MED;

IEEE 802.1p: Class-of-service (CoS) prioritization;

IEEE 802.1Q-2006: VLAN tagging;

IEEE 802.3: 10BASE-T,;

IEEE 802.3u: 100BASE-T,;

IEEE 802.3ab: 1000BASE-T,;

IEEE 802.3z: 1000BASE-X;

IEEE 802.3x: Pause Frames/Flow Control

IMonnepxka IEEE 802.1ad Q-in-Q VLAN Stacking

[Mopnepxkka Q-in-Q ¢ Hexonpkumu S-VLAN Ha m0OpPTYy C CENEKTHBHBIM
HazHaueHrneM VLAN c ucrnofib30BaHHEM CITUCKOB JIOCTYIIA

IMoamepxka Layer 2 protocol tunneling (L2PT)

IMoxnepsxxa Multiple VLAN Registration Protocol, IEEE 802.1ak

TpebdoBanusi K PyHKUMOHAJBLHOCTH 3-TO YPOBHS

ITonnepxka Crarnueckoit mapmpytusanuu (RFC 1812)

He menee 1500 IPv4 Unicast mapuipyTos

KommuaectBo IPv4 Unicast /32 mapuipytoB He menee 4096

ITonnepxxka mpotokona Bidirectional Forwarding Detection (BFD), BFD nns
cratudyeckux mapupytos, uis OSPFv3 mpu Hamuuuu npuobperaemMoil oTaeabHO
JTULEH3UU

[Monnepskka mpoTokoIoB Mapipytuzauu RIP v1/v2

[Monnepxka mpoTokosnoB Mapupytusauud RIPng nmpu Hamumuuu npuobperaemoit
OTJEJIbHO JIMLIEH3UU

Number of MAC addresses at least 16000
Number of ARP records less than 1500
IEEE802.3ad - Link Aggregation Control Protocol (LACP) support

Supports Ethernet link aggregation technology with balancing by
source/destination MAC address, source/destination IP address,
TCP/UDP source/destination ports.

At least 8 ports in the aggregation group

At least 128 aggregation groups

Support for standards

IEEE802.1D - Spanning Tree Protocol (STP);

IEEE802.1w - Rapid Spanning Tree Protocol (RSTP);
IEEE802.1s — Multiple Instance Spanning Tree Protocol (MSTP);
At least 64 supported IEEE802.1s Multiple Instance Spanning Tree
Protocol (MSTP) instances

Support for standards

IEEE 802.1AB: Link Layer Discovery Protocol (LLDP), LLDP-
MED;

IEEE 802.1p: Class-of-service (CoS) prioritization;

IEEE 802.1Q-2006: VLAN tagging;

IEEE 802.3: 10BASE-T,;

IEEE 802.3u: 100BASE-T,;

IEEE 802.3ab: 1000BASE-T,;

IEEE 802.3z: 1000BASE-X;

IEEE 802.3x: Pause Frames/Flow Control

Support IEEE 802.1ad Q-in-Q VLAN Stacking

Q-in-Q support with some S-VLANS on the port with selective
VLAN assignment using access lists

Support for Layer 2 protocol tunneling (L2PT)

Support Multiple VLAN Registration Protocol, IEEE 802.1ak
Requirements for Level 3 functionality

Supports Static Routing (RFC 1812)

At least 1500 IPv4 Unicast routes

Number of IPv4 Unicast /32 routes less than 4096

Support for Bidirectional Forwarding Detection (BFD), BFD for
static routes, for OSPFv3 with a license purchased separately

Support for RIP v1/v2 routing protocols
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[Mognepxka mnporokonoB wmapmpytuzaiun OSPF  v1/v2
nproOpeTaeMoi OTACTHHO JTUIICH3UU
[Tonnepxka mnporokosoB VRRP, VRRPv3
OT/ICJIHHO JINIICH3UH

IIpyu HaJIU4INHU

Ipy HAIUYUU T[PHOOpeTaeMoii

Mmuoroaapecnasi nepegada (Multicast)

[Tonneprxkka MPOTOKOJIOB MHOT0AIpECHON Nepeaayn:

Internet Group Management Protocol (IGMP) v1/v2/v3 npu Hanmuuuu
puoOpeTaeMol OTJENBHO JIULIEH3UU

[Monnepxka mporokona Multicast Listener Discovery v1/2 npu Hanuyuu
npuodpeTaeMol OTJEeNIBHO JIULIEH3UU

[Momnepkka mporokoma Multicast Source Discovery protocol (MSDP) mnpu
HJINYUU IproOpeTaeMoit OTAEIBHO JIMLEH3UH

[Moxnepxxka IGMP snooping v1/v2/v3

He menee 2000 moanepskuBaeMbix 3anuceit IGMP snooping

[Monnepxxka mpotokonoB PIM-SM, PIM-SSM, PIM-DM 1npu Hamuunu
npuodpeTaeMol OTJeNBHO JIULIEH3UU

He menee 2048 momaep:xuBaeMbIX MapmpyToB multicast

He menee 2048 noaaep>xrBaeMbIx rpynn multicast

KauectBo o0cayxuBanue (QoS)

[Tonnepxka crangapTOB:

RFC 2474: DiffServ Precedence, including 8 queues/port

RFC 2598: DiffServ Expedited Forwarding (EF)

RFC 2597: DiffServ Assured Forwarding (AF)

[Tognepxka MEXaHU3MOB YIIPABICHUS OYEPEIAMMU:

Tail Drop scheduling u WRED,

Shaped Deficit Weighted Round Robin (SDWRR) queuing,

Strict priority queuing,

[Tonnepxka kiaaccuuKauu MHOKECTBEHHBIX mosield Ha L2 — L4) ypoBHAX as
IIOCTAaHOBKH B OU€PENb U NIEPE3aNKCH

[Tonnepxka kpuTepreB KiaccuuKaum 1o BxoaHomy uurepodeiicy, MAC-aapecy,
nomto EtherType, momsm 802.1p, mory VLAN, IP-agpecy, momsm DSCP/IP
precedence u Homepam nmoptoB TCP/UDP

CrexnpoBanue

Support for RIPng routing protocols if a license is purchased
separately

Support for OSPF v1/v2 routing protocols if a license is purchased
separately

Support for VRRP, VRRPv3 protocols if a license is purchased
separately

Multicast

Support for multicast protocols:

Internet Group Management Protocol (IGMP) v1/v2/v3 with a license
purchased separately

Support for Multicast Listener Discovery v1/2 protocol if a license is
purchased separately

Multicast Source Discovery protocol (MSDP) support if a license is
purchased separately

Support IGMP snooping v1/v2/v3

At least 2000 supported IGMP snooping records

Support for PIM-SM, PIM-SSM, PIM-DM protocols if a license is
purchased separately

At least 2048 supported multicast routes

At least 2048 supported multicast groups

Quality of Service (QoS)

Support for standards:

RFC 2474: DiffServ Precedence, including 8 queues/port

RFC 2598: DiffServ Expedited Forwarding (EF)

RFC 2597: DiffServ Assured Forwarding (AF) .

Support for queue management mechanisms:

Tail Drop scheduling and WRED,

Shaped Deficit Weighted Round Robin (SDWRR) queuing,
Strict priority queuing,

Support for multiple fields classification at L2 - L4) levels for
queuing and rewriting

Supports classification criteria by input interface, MAC address,
EtherType field, 802.1p fields, VLAN tag, IP address, DSCP/IP
precedence fields and TCP/UDP port numbers

Stacking
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[lonnepxka GYHKIUM CTEKHPOBAHHUS KOMMYTAaTOPOB IpPH KOTOPOM HECKOJIBKO
00BbETUHEHHBIX B CTEK KOMMYTAaTOPOB IMPEICTABISAIOT COOON €INHOE JOrMYecKoe
YCTPOMCTBO

KoMmMmyTaTop 10JKeH oAAepKUBATh PAaCIIPENCIICHHbBIN CTEK

[Moanepskka crekupoBanus yepe3 Bcrpoennbie moptel 100010GBASE-X SFP/SFP+
KOMMYTaropa

BosmoxHOCTh 00beiHeHNs He MeHee 8 (hU3HMUeCKHUX MOPTOB B OJMH JIOTUYECKUI
JUISL YBEITMYEHHSI TPOMTYCKHOM CITIOCOOHOCTH IIMHBI CTEKA

Bo3moxHOCTh 00BEAMHEHNS HE MeHee 4 KOMMYTaTOPOB B CTE€K

MakcumanbHast arperupoBaHHast MPOITyCKHAsl CIOCOOHOCTH IIMHBI CTEKa HE MEHEE
80 I'éut/c

[Momnepxka Graceful Restart 1yt KOMMYTaTOpOB, COSTUHEHHBIX B CTEKE
[lonnep>kka MexaHU3Ma BBICOKOW JIOCTYMHOCTH IIPH KOTOpPOM, Ipu padbote
KOMMYTAaTOpOB B CTE€KE, KOMMYTAaTOp, paOOTalOMMi KaK pPE3epBHBIA BEIYIIHNA
KOMMYTaTOp CTEKa CHHXPOHHU3UPYET HH(POPMAIUIO YIPABICHHUS C OCHOBHBIM
BEIYLIUM KOMMYTaTOPOM U B Cllydae OTKa3a OCHOBHOT'O BEIYILEro KOMMYyTaTopa
CTeKa IUIOCKOCTh IMepelayd JAHHBIX HE BBIMONHIET PEUHUIUAINU3AINIO, YTO
MUHUMU3HUPYET BIMSIHHME Ha IepeaBaeMble AaHHbE. [logzepikka yka3aHHOTO
MexaHu3Ma JuIst mpoTokonoB ARP 1 6a3bl JaHHBIX KOMMYTaIUH

Nudopmanuonnas 6e30nacHOCTb

3amuTa MoJACUCTEMBI yIipaBieHus oT atak Tuna «Otka3 B oOciyxuBanum» (DoS)
U pacnpeeseH bl oTka3 B oociayxuBanun DDOS

KonnuecTBo noanepxuBaeMbIx ClUcKOB KOHTpoutst goctyna (ACL)
256 nus KaXI0ro TUIMA B KaKJIOM HallpaBJICHUN

KonuuecTBo 3ammceit cnuckoB KoHTposst poctyna (ACL), Ha cucreMy He MeHee
2000

[Tonnepxka:

Port-based ACL (PACL) nns BXOASIIEro M UCXOASAIIETo Tpaduka ;

VLAN-based ACL (VACL) ms BXOASIIETO W UCXOAAIIETo TpaduKa;
Router-based ACL (RACL) st BXOASIIETro U HCXOAAIIETo Tpaduka

[Tognepxka orpannuenus konnuectsa MAC-anpecoB Ha IOpTy

Bo3moxHOCTE py4uHOI HacTpoliku pa3pemeHHbIx MAC-agpecoB Ha TopTy
[Moanepxka mexanu3zma Dynamic ARP inspection (DAI)

[Monnepxka mexanuzma DHCP snooping

[Mognepxka npotokoia 8§02.1X

[Tognepxka ayrentudukaiuu yepe3 Captive portal Ha Layer 2 unrepdeiice

HE MCHCEC

Support for switch stacking where multiple stacked switches
represent a single logical device

The switch must support the distributed stack

Supports stacking via built-in ports 100010GBASE-X SFP/SFP+
switch

Ability to combine at least 8 physical ports into one logical port to
increase the stack bus bandwidth

Ability to stack at least 4 switches

Maximum aggregate stack bandwidth of at least 80 Gbps

Graceful Restart support for switches connected in the stack

Support for a high availability mechanism where, when the switches
in the stack are running, a switch operating as a redundant stack
master switch synchronizes the control information with the main
master switch and, in the event of a failure of the main stack master
switch, the data plane does not reinitialize, minimizing the impact on
the data being transmitted. Supports this mechanism for ARP and
switching database protocols

Information Security

Control subsystem protection against Denial of Service (DoS) and
distributed denial of service (DDOS) attacks

Number of supported access control lists (ACLs) of at least 256 for
each type in each direction

Number of access control list (ACL) records per system, at least 2000
Support:

a. Port-based ACL (PACL) for inbound and outbound traffic ;
VLAN-based ACL (VACL) for incoming and outgoing traffic;
Router-based ACL (RACL) for inbound and outbound traffic
Support for limiting the number of MAC addresses on the port
Possibility to manually set the allowed MAC addresses on the port
Support for Dynamic ARP inspection (DAI) mechanism

DHCP snooping mechanism support

802.1X protocol support

Support for authentication via Captive portal on Layer 2 interface
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Hozmepxq(a Ha3SHa4YCHUA JUHAMHUYCCKHUX CIIMCKOB KOHTPOJAd J0CTyla IIpu
ayteHTU(uKanuu 1o nporokoiy 802.1X Ha ocHoBe arpudyroB RADIUS
[Tognepxka tumos 802.1X EAP:

Message Digest 5 (MD5),

Transport Layer Security (TLS),

Tunneled Transport Layer Security (TTLS),

Protected Extensible Authentication Protocol (PEAP)

YnpasieHue

[Monnepxka sFlow RFC 3176

[Monnep>xxka HTTP/HTTPs ynpaBnenus

[Moxnepxka SSHv2/Secure Copy

[Tognepxka npotokosa SNMP v1/v2c/v3

[Mognepxka RMON (RFC 2819), I'pynmsr 1,2,3,9

[Tonnepxka nporokosioB RADIUS u TACACS+

[Monnepsxka koHpuUryparmonHoro ¢aitna ASCII

[Tonnepkka XpaHeHUs: Ha YCTPOWCTBE pe3epBHOI KOH(pUTrypanuu ycTpoiicTBa, a
TaKXKe BO3BpAT YCTPOWCTBA HA MPEOBIAYIIYI0 KOHPHUTYpaIHio, MOIACPKKa
BO3BpaTa yCTPOMCTBA Ha Npeabayiyto Bepcuto 110

He menee 49 coxpaHseMbIX aBTOMAaTMYECKU MpPENbIAYyIIUX KOHQUTYypaluid, Ha
KOTOPBbIE MOXKHO OCYIIIECTBUTH BO3BpAT B J1I000€ BpeMs

HeorpannuenHoe KOJIUYECTBO COXpaHsEMbIX MO TPEOOBaHUIO KOHPUTYpaIui, Ha
KOTOPBbIE MOXKHO OCYIIIECTBUTH BO3BpAT B J1I000€ BpeMs

[Tognepxka Bo3BpaTa ycTpoicTBa Ha peabaymryto Bepcuto [10

B03M0OKHOCTB BBINIOJTHEHUSI HACTPOMKHU yCTpoiicTBa uepe3 web-unrepdeiic
[Tonnepsxka nporokosnoB NTP, DNS resolver, Syslog

IMonnepxka ¢ynkuuonansHoctt DHCP cepsepa, DHCP proxy, DHCP Relay,
DHCP helper, nogaepxka onuuu 82.

Support for assigning dynamic access control lists when
authenticating via 802.1X protocol based on RADIUS attributes
Support for 802.1X EAP types:

Message Digest 5 (MD5),

Transport Layer Security (TLS),

Tunneled Transport Layer Security (TTLS),

Protected Extensible Authentication Protocol (PEAP)

Management

Support for sFlow RFC 3176

Support HTTP/HTTPs management

Support SSHv2/Secure Copy

SNMP v1/v2c/v3 protocol support

Support RMON (RFC 2819), Groups 1,2,3,9

Support for RADIUS and TACACS+ protocols

Support for ASCII configuration file

Supports storage on the device back-up configuration, as well as
return of the device to the previous configuration, support for return
of the device to the previous version of software

At least 49 automatically saved previous configurations to which you
can return at any time

Unlimited number of on-demand saved configurations that can be
returned at any time

Support for returning the device to a previous version of software
Ability to configure the device via web-interface

Support for NTP protocols, DNS resolver, Syslog

Support for DHCP server functionality, DHCP proxy, DHCP Relay,
DHCP helper, 82 option support.
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Attachment #8 to Specification \
Hpunioxenne Ne§ k TexHuueckoMy 3aIaHUIO

KommyTarop gocryna - komdecto 16 mryk (tun — SWACS24)
TpeOoBaHusl K KOMMYTATOPY:

Tun ycrpoiicta - Ethernet kommyTtatop.

Hamnune nmopra USB 1iist 3arpy3ku KOHQUTYpalluu M MPOBEACHUS OINEparuil ¢
IIPOrpaMMHBIM 00€CIIEYEHHEM.

[Ipon3BOIUTENBHOCT, KOMMYTATOpa JOJKHA COCTABJIATH HE MeHee 95 MiH.
[IAKETOB B CEKYHIY

[Tpon3BOANTENFHOCTH KOMMYTATOPa JOJKHA COCTABIATH HE MeHee 128 1'out/c
KommyTarop nomkeH paboTaTh IOJ YHIpaBICHHMEM MOJYJIbHON ONEpalMOHHON
CUCTEMBbI, TO3BOJISIOLIEH NPOU3BOAMTH 3allyCK, OCTaHOBKY, I€pe3arpys3Ky
OTAENbHBIX IPOrpPaMMHBIX MpOIecCOB Oe3 BIMSHMUA Ha Jpyrue paboTaroliue
IIPOLIECCHI

OnepannoHHasl CUCTEMa KOMMYTaTopa [JOJDKHO IOJJAEPKUBAThb BO3MOYKHOCTD

MIPOBEPKH  HENPOTHUBOPEUYMBOCTH  KOHQUTYpallMM  Mepel  IPUMEHEHUEM
KOH(UTYypaluy, TNPUMEHEHHs] TPOBEPEHHONW KOHUTYpallMM B  3apaHee
YCTAaHOBJICHHOE  BpeMs, BO3Bpara Ha MPEObIAYIIyI0 paboTOCIOCOOHYIO

KOH(UIypaluio B ciydae OUIMOKH aIMUHUCTPATOpa.
Jln3aifH KOMMyTaTopa JOJKEH COOTBETCTBOBATH IUISI YCTAaHOBKH B MOHTAa)KHBIN
KOHCTPYKTUB 19” cooTBeTcTBYtomuit cranaapty ANSI/EIA-310.

TpeboBanne k pusnvyeckum uHTepdeiicam

He menee 4 SFP-unrtepdeiicoB crangapra 1000/10GBASE-X, koTopble MOXHO
YCTQaHOBUTH B KOMMYTATOp

He menee 24 ne 61okupyeMbIX, pabOTAIONINX Ha MOJIHONW CKOPOCTH CPEJIbI, TOPTOB
crarnapta 10/100/1000BASE-T RJ-45

[Mognepxka cranmaptoB 802.3af u 802.3at na Bcex moptax 10/100/1000BASE-T
RJ-45

Ob6ecneuenne mutanus cornmacHo cranaaptoB 802.3af m 802.3at Ha Bcex mopTax
10/100/1000BASE-T RJ-45

MaxkcumanbHbiil OrokeT PoE+ He menee 365 Bt

Hannune Beinenennoro untepdeiica ynpasienus yepe3 Ethernet

Haynmune xonconbHoro nopra RJ-45 muis ynpasnenust no nporokony RS-232

Access switch - quantity 16 pcs (type - SWACS24)
Requirements for the switch:

Device type - Ethernet switch.

Availability of a USB port for downloading configuration and
performing operations with the software.

The performance of the switch should be at least 95 million packets
per second.

The performance of the switch shall be at least 128 Gbps.

The switch should operate under the control of a modular operating
system that allows to start, stop, reboot individual program processes
without affecting other running processes

The switch operating system must support the ability to verify
configuration consistency before applying the configuration, apply
the validated configuration at a predetermined time, return to the
previous valid configuration in case of an administrator error.

The switch design must comply with the ANSI/EIA-310 standard for
installation in a 19" mounting structure.

Requirement for physical interfaces

At least 4 SFP-interfaces of the 1000/10GBASE-X standard, which
can be installed in the switch

At least 24 10/100/1000BASE-T RJ-45 standard ports that are not
lockable and operate at full speed of the environment.

Support for 802.3af and 802.3at standards on all 10/100/1000BASE-
T RJ-45 ports

Power supply according to 802.3af and 802.3at standards on all
10/100/1000BASE-T RJ-45 ports

Maximum PoE+ budget at least 365 watts

Dedicated control interface via Ethernet

Presence of RJ-45 console port for RS-232 protocol control.
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Hanmnune konconpHoro mopra miniUSB ais ynpasnerus mo npotokosy RS-232
Hanuune nopra USB nist moAkIt0ueHUs: BHEIIHUX HAKOMUTENEH

du3znyeckue napamMeTpsbl

Hannyure BO3MOKHOCTH MUTAHUS OT TIEPEMEHHOTO TOKa ¢ mapamerpamu S0I'1/220B
Hanuuue BCTpOEHHOI0 TEMIIEPATypHOTO 1aTYMKa

[Iym, nznaBaembli ycTporicTBoM He Ooiee 40,6 dBA

Ouepromnorpebienue cucrtemsl 0e3 yuera PoE+ ne 6onee 80 Bt

KoMruiekT nmoctaBku OJDKEH BKIIIOYATh KaOelb MUTaHMs, KOHCOJIbHBIN KaOenb,
Ha0Op AJIT MOHTaXKa B CTOMKY

TpeGoBanus kK NporpaMMHOMY o0ecneYeHH 0

He menee 4 ceccuii Ay ananusa (mirroring)

[Monnepxka anammus3a Tpaduka (mirroring) Ha mopty, VLAN, nzOuparenbHbIi
3axBaT Tpauka Ha OCHOBE CIIUCKOB JI0CTYIA

[Moxneprkka ananm3a Tpaduka (mirroring) HeCKOJIBKUX MIOPTOB HA3HAYCHUS B OJIUH
IOPT aHaNIMU3aTopa

[Moxneprxka aHanm3a Tpaduka ¢ yIaIeHHOTO yCTPOKWCTBA

[Tonnepxka Npu HAIMYUKM TNPHOOpETaeMOM OTAEIbHO JMIEH3UH (YHKIHUU
HAaCTPOMKM TMPOTPAaMMHBIX MPOOHUKOB B BHUJE NaKETOB MpoTokoyioB [CMP,
UDP/TCP, HTTP nans ompeneneHust AOCTYIHOCTH Y3JIOB CETH M TapaMeTpoOB
KaHaJIOB CBSI3U

ITonnepxka s3bIKa HaNMCaHUS CKPUNTOB (CLIEHApUEB) HEMOCPEJICTBEHHO Ha
KOMMYyTaTope. SI3bIK HanMcaHus CKPUIITOB JI0JKEH MOJIEPKUBATH OOIIETIPUHSATHIE
KoMaHIbI s13b1Ka Stylesheet Language Alternative Syntax (SLAX) w/unu Extensible
Stylesheet Language Transformations (XSLT) w/unu TCL u/unu Python

TpedoBanus k QyHKIMOHAJIBHOCTH (PU3NYECKOr0 YPOBHSA

[Ipy HanmuyuM OTHENBHOW JMIIEH3UM TOJUIEpP’)KKa MeXaHu3Ma oOOecledeHus
pe3epBUPOBaHUS KaHAJIOB MEXTy KOMMyTaTopaMu. [Ipy 3TOM B KauecTBe KaHAJIOB
MOTYT BBICTYNATh KakK OT/ElbHble (U3NUYECKHUE JTMHUU CBS3H, TaK U JOTHYECKHE
KaHaJIbI, COCTOSIINE U3 HECKOIBKUX (PU3MUECKUX JIMHUH CBS3H

Hamuune ¢ynkuuum pednexromerpa (Time-domain reflectometry, TDR) s
orpezieneHus: OOpPbIBOB M 3aMbIKaHHUM Kalenst

Hamnuune ¢pynkunu Auto MDI/MDIX

[Tonneprkka quarHOCTUKY onTryeckux juHui Digital Optical Monitoring
[Monnepsxxa Energy Efficient Ethernet (EEE)

TpeboBanus K yHKIMOHAJBHOCTH 2-T0 YPOBHS

Presence of miniUSB console port for RS-232 protocol control.
Availability of USB port for connecting external drives

Physical parameters

Availability of power supply from AC with parameters 50Hz/220V
Presence of an integrated temperature sensor

Noise emitted by the device not exceeding 40.6 dBA

System power consumption excluding RoE+ not exceeding 80W
Supply includes power cable, console cable, rack mounting Kit.

Software Requirements

At least 4 sessions for analysis (mirroring)

Support for mirroring on port, VLAN, selective capturing of traffic
based on access lists

Supports mirroring multiple destination ports into a single analyzer
port

Support for traffic analysis from remote device

Support for customizing software probes in the form of ICMP,
UDP/TCP, HTTP packets to determine the availability of network
nodes and link parameters, if a license is purchased separately

Scripting language support directly on the switch. The scripting
language must support common Stylesheet Language Alternative
Syntax (SLAX) and/or Extensible Stylesheet Language
Transformations (XSLT) and/or TCL and/or Python commands.

Requirements for physical layer functionality

If you have a separate license, support for the mechanism of
providing channel redundancy between switches. Thus as channels
can act both separate physical communication lines, and the logic
channels consisting of several physical communication lines
Availability of the Time-domain reflectometry (TDR) function for
the detection of cable breaks and short circuits.

Presence of Auto MDI/MDIX function

Support for Digital Optical Monitoring line diagnostics
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[Tognepxka dperimoB Gonbinoi mmmHb (9216 baiit)

He menee 4093 noanepxxuBaembix VLANoB

He menee 1-4094 nopnepxuBaeMbix uaeHTugukaropos VLAN

He menee 16000 MAC anpecos

He menee 1500 ARP 3anuceit

IMonnepxka crannapra IEEE802.3ad — Link Aggregation Control Protocol (LACP)
[Tognepxka Texnosoruu arperanuu Ethernet kananos ¢ 6anancupoBkoi mo MAC-
ajZipecy HMCTOYHMKAa/Ha3HaueHus, [P-agpecy ucrounuka/Haznauenus, TCP/UDP-
MopTaM UCTOYHHUKA/HAa3HAUCHUS

He Menee 8 mopToB B arperaiinOHHOM rpyrine

He menee 128 arperainoOHHBIX rpyni

[Tonnepxka crangapToB

IEEE802.1D — Spanning Tree Protocol (STP);

IEEE802.1w — Rapid Spanning Tree Protocol (RSTP);

IEEE802.1s — Multiple Instance Spanning Tree Protocol (MSTP);

He menee 64 mommepkuBaeMbix 3k3eMIuisipoB nporokona IEEE802.1s Multiple
Instance Spanning Tree Protocol (MSTP)

[Tonnepxka crangapToB

IEEE 802.1AB: Link Layer Discovery Protocol (LLDP), LLDP-MED;

IEEE 802.1p: Class-of-service (CoS) prioritization;

IEEE 802.1Q-2006: VLAN tagging;

IEEE 802.3: 10BASE-T;

IEEE 802.3u: 100BASE-T,;

IEEE 802.3ab: 1000BASE-T;

IEEE 802.3z: 1000BASE-X;

IEEE 802.3x: Pause Frames/Flow Control

IMonnepxka IEEE 802.1ad Q-in-Q VLAN Stacking

[Mogmepxkka Q-iN-Q ¢ Hekompkumu S-VLAN Ha mOpTy € CEICKTHBHBIM
HazHaueHreM VLAN c ncnoib30BaHUEM CIIUCKOB JJOCTYIIA

[Moanepxka Layer 2 protocol tunneling (L2PT)

IMonnepsxka Multiple VLAN Registration Protocol, IEEE 802.1ak

TpeboBanus kK yHKIMOHAJBLHOCTH 3-TO YPOBHS
[Monnepxka Cratnueckoit mapmpytusanuu (RFC 1812)
He menee 1500 IPv4 Unicast mapuipyToB

He menee 4096 1Pv4 Unicast /32 mapuipyToB

Supports Energy Efficient Ethernet (EEE)

Requirements for Level 2 functionality

Support long frame lengths (9216 bytes)

At least 4093 supported VLANS

At least 1-4094 supported VLAN IDs

At least 16,000 MAC addresses

At least 1500 ARP records

IEEE802.3ad - Link Aggregation Control Protocol (LACP) support

Supports Ethernet link aggregation technology with balancing by
source/destination MAC address, source/destination IP address,
TCP/UDP source/destination ports

At least 8 ports in the aggregation group

At least 128 aggregation groups

Support for standards

IEEE802.1D - Spanning Tree Protocol (STP);

IEEE802.1w - Rapid Spanning Tree Protocol (RSTP);
IEEE802.1s — Multiple Instance Spanning Tree Protocol (MSTP);
At least 64 supported IEEE802.1s Multiple Instance Spanning Tree
Protocol (MSTP) instances

Support for standards

IEEE 802.1AB: Link Layer Discovery Protocol (LLDP), LLDP-
MED;

IEEE 802.1p: Class-of-service (CoS) prioritization;

IEEE 802.1Q-2006: VLAN tagging;

IEEE 802.3: 10BASE-T,;

IEEE 802.3u: 100BASE-T,;

IEEE 802.3ab: 1000BASE-T,;

IEEE 802.3z: 1000BASE-X;

IEEE 802.3x: Pause Frames/Flow Control

Support IEEE 802.1ad Q-in-Q VLAN Stacking

Q-in-Q support with some S-VLANS on the port with selective
VLAN assignment using access lists

Support for Layer 2 protocol tunneling (L2PT)

Support Multiple VLAN Registration Protocol, IEEE 802.1ak
Requirements for Level 3 functionality

Supports Static Routing (RFC 1812)

At least 1500 IPv4 Unicast routes
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[Mognepxka mporokona Bidirectional Forwarding Detection (BFD), BFD s
cratudyeckux mapupytos, s OSPFv3 npu Hammuuu npuoOperaeMoil OTAETbHO
JTULECH3UU

[Monneprxka mpoTokonoB MapipyTtuzanuu RIP v1/v2

[Tognepxka mpoTtokosioB Mapmpytu3anuu RIPng npu Hammumm npuodperaeMoit
OTJIEJIBbHO JINLIEH3UH

[Tonnepxxka mnpotokosnoB Mapupyrtuzanuu  OSPF
npuodpeTaeMoil OTJENBHO JIUIIEH3UU
[Tonnepxka mnporokosoB VRRP, VRRPv3
OTJIEJIbHO JINLIEH3UH

vl/v2 Tnpum HamM4uH

Opy HAIUYUU T[IPHOOpEeTaeMoit

Muoroaapecnas nepeaaua (Multicast)

[Tonnepskka MPOTOKOJIOB MHOTOAIPECHOI Mepeaayu:

Internet Group Management Protocol (IGMP) v1/v2/v3 mnpu Hamumuuu
proOpeTaeMoil OTAETBHO JTUICH3UU

[Monnepxka mporokonma Multicast Listener Discovery v1/2 npu Hammuun
pruoOpeTaeMoil OTAETHHO JTUIICHIUU

[Momnepkka mporokoma Multicast Source Discovery protocol (MSDP) mnpu
HJINYUU IproOpeTaeMoi OTAEIbHO JIMIEH3UH

[Moanepskka IGMP snooping v1/v2/v3
He menee 2000 3anuceit IGMP snooping
[Moxnmepxka mporokonoB PIM-SM,
npuodpeTaeMoi OTJEeNbHO JIULEH3UU

He menee 2048 nonnepkuBaeMbIX MapiipyToB multicast
He menee 2048 noaaep>xrBaeMbIx rpynn multicast

PIM-SSM, PIM-DM npu Hamuuuu

KauectBo oocayxkuBanue (QoS)

[Tonnepxka crangapTOB:

RFC 2474: DiffServ Precedence, including 8 queues/port
RFC 2598: DiffServ Expedited Forwarding (EF)

RFC 2597: DiffServ Assured Forwarding (AF)
[Tognepxka MEXaHU3MOB YIIPABIICHUS OYEPEISIMMU:

Tail Drop scheduling u WRED,

Shaped Deficit Weighted Round Robin (SDWRR) queuing,
Strict priority queuing,

[Momnepkka kaaccuuKauu MHOKECTBEHHBIX mosield Ha L2 — L4) ypoBHSX Ais
IIOCTAaHOBKH B OUCPEAb U IEPE3AINNUCHU

At least 4096 IPv4 Unicast /32 routes
Support for Bidirectional Forwarding Detection (BFD), BFD for
static routes, for OSPFv3 with a license purchased separately

Support for RIP v1/v2 routing protocols

Support for RIPng routing protocols if a license is purchased
separately

Support for OSPF v1/v2 routing protocols if a license is purchased
separately

Support for VRRP, VRRPv3 protocols if a license is purchased
separately

Multicast

Support for multicast protocols:

Internet Group Management Protocol (IGMP) v1/v2/v3 with a license
purchased separately

Support for Multicast Listener Discovery v1/2 protocol if a license is
purchased separately

Multicast Source Discovery protocol (MSDP) support if a license is
purchased separately

Support IGMP snooping v1/v2/v3

At least 2000 IGMP snooping records

Support for PIM-SM, PIM-SSM, PIM-DM protocols if a license is
purchased separately

At least 2048 supported multicast routes

At least 2048 supported multicast groups

Quiality of Service (QoS)

Support for standards:

RFC 2474: DiffServ Precedence, including 8 queues/port

RFC 2598: DiffServ Expedited Forwarding (EF)

RFC 2597: DiffServ Assured Forwarding (AF) .

Support for queue management mechanisms:

Tail Drop scheduling and WRED,

Shaped Deficit Weighted Round Robin (SDWRR) queuing,

Strict priority queuing,

Support for multiple fields classification at L2 - L4) levels for
queuing and rewriting
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[Tognepxka kpurepues KiaccudukaIyy mo BxogHomy uarepgeiicy, MAC-anpecy,
nomio EtherType, momsm 802.1p, tory VLAN, IP-agpecy, momsm DSCP/IP
precedence u Homepam nmoptoB TCP/UDP

CrekupoBanue

[Monnepxka (GYHKIMH CTEKUPOBAaHHMSA KOMMYTAaTOPOB INPH KOTOPOH HECKOJIBKO
00bEIMHEHHBIX B CTEK KOMMYTAaTOPOB IIPEJCTABIAIOT COOOM €IMHOE JOrMYecKoe
YCTPOHCTBO

KoMMyTaTop nomKeH NoANepKUBATh PacIpeACICHHbIN CTEK

[Moanepxka crekupoBanus yepes BcrpoeHHbie noptel 100010GBASE-X SFP/SFP+
KOMMYTaropa

Bo3MokHOCTE 00BbETUHEHNST HE MEHEE § (PU3NUECKUX TIOPTOB B OJIMH JIOTUIECKUAN
JUIsl YBEIMYEHUSI TPOITYCKHOM CITIOCOOHOCTH ILIMHBI CTEKA

Bo3moxHOCTh 00BEAMHEHNS HE MEHEE 4 KOMMYTaTOPOB B CTEK

MakcumanbHas arperupoBaHHast IPOITyCKHask CHOCOOHOCTD IIMHBI CTEKa HE MEHEe
80 I'dut/c

ITonnepxxka Graceful Restart 1151 KOMMYyTaTOpPOB, CO€IMHEHHBIX B CTEKE
[lonnepkka MexaHU3Ma BBICOKOW JIOCTYHMHOCTHM IIpM KOTOpPOM, IpU padore
KOMMYTAaTOpOB B CTE€KE, KOMMYTAaTrop, pabOTarolMi Kak pe3epBHBbIA BeayIIHUH
KOMMYTaTOp CT€Ka CHHXPOHU3UPYET HH(POPMAIMIO YIPABICHHUS C OCHOBHBIM
BEIYIIUM KOMMYTaTOPOM U B Cllydae OTKa3a OCHOBHOTI'O BEIYIIEr0 KOMMYyTaTopa
CTeKa IUIOCKOCTh IMEepelayd JAaHHBIX HE BBINOJHIET PEHHULUANIU3AIMIO, YTO
MUHUMHU3HPYET BIMSHHME Ha IepeAaBacMble NaHHble. [loanepikka yka3aHHOTO
MexaHHu3Ma /71 IpoTokoa0B ARP 1 6a3bl 1aHHBIX KOMMYTalluu

Nudopmanuonnas 6e30nacHOCTb

3amyTa noACUCTeMbI yIpaBieHHs oT atak Tuna «OTka3 B o0ciyxuBanum» (DoS)
U pacmupeiesIeHHbIN 0TKa3 B oocmyxuBanun DDOS

KonnyectBo nopnepkuBaeMbIx ciuckoB KOHTpostsa goctyna (ACL)
256 nnst KakA0ro TUIA B KaXKJIOM HaIlpaBJICHUU

KonnuectBo 3anuceil cnuckosB koHTpousst poctyna (ACL), Ha cucreMy He MeHee
2000

[Tonnepxka:

Port-based ACL (PACL) ans BXOAAIIETO W UCXOMASIIETO Tpaduka ;

VLAN-based ACL (VACL) st BXOASIIETO ¥ HCXOASAIIETO TpaduKa;
Router-based ACL (RACL) a5 BXOAAILIETO U UCXOIAIIET0 Tpaduka

[Tonnepxka orpannuenus koauyectsa MAC-aapecoB Ha TOPTY

Bo3moxHOCTE py4yHOH HacTpoiiku paspenieHHbIX MAC-agpecoB Ha opTy

HC MCHEC

Supports classification criteria by input interface, MAC address,
EtherType field, 802.1p fields, VLAN tag, IP address, DSCP/IP
precedence fields and TCP/UDP port numbers

Stacking
Support for switch stacking where multiple stacked switches
represent a single logical device

The switch must support the distributed stack

Supports stacking via built-in ports 1000010GBASE-X SFP/SFP+
switch

Ability to combine at least 8 physical ports into one logical port to
increase the stack bus bandwidth

Ability to stack at least 4 switches

Maximum aggregate stack bandwidth of at least 80 Gbps

Graceful Restart support for switches connected in the stack
Support for a high availability mechanism where, when the switches
in the stack are running, a switch operating as a redundant stack
master switch synchronizes the control information with the main
master switch and, in the event of a failure of the main stack master
switch, the data plane does not reinitialize, minimizing the impact on
the data being transmitted. Supports this mechanism for ARP and
switching database protocols

Information Security

Control subsystem protection against Denial of Service (DoS) and
distributed denial of service (DDOS) attacks

Number of supported access control lists (ACLs) of at least 256 for
each type in each direction

Number of access control list (ACL) records per system, at least 2000

Support:

Port-based ACL (PACL) for inbound and outbound traffic ;
VLAN-based ACL (VACL) for incoming and outgoing traffic;
Router-based ACL (RACL) for inbound and outbound traffic
Support for limiting the number of MAC addresses on the port

67




[Moanepsxkka mexanuzma Dynamic ARP inspection (DAI)

[Monnepxka mexannzma DHCP snooping

[Tonnepxka nporokosa 802.1X

[Monnepxka ayrenruduxarmm uyepes3 Captive portal ma Layer 2 uatepdeiice
[lognepxkka Ha3HAYeHUs JAMHAMUYECKHX CIUCKOB KOHTPOJIS [JOCTYyNa IpHU
ayreHTU(uKanuu 1o nporokoiy 802.1X Ha ocHoBe arprdyroB RADIUS
[Tognepxka tumos 802.1X EAP:

Message Digest 5 (MD5),

Transport Layer Security (TLS),

Tunneled Transport Layer Security (TTLS),

Protected Extensible Authentication Protocol (PEAP)

Yunpagsiaenue

[Tonnepxka sFlow RFC 3176

[Monnep>xxka HTTP/HTTPs ynpaBnenus

[Moxnepxka SSHv2/Secure Copy

[Tognepxka npotokosia SNMP v1/v2c/v3

[Mognepxka RMON (RFC 2819), I'pynmsr 1,2,3,9

[Mognepxka npotokosnoB RADIUS u TACACS+

[Tonnepxka koHpuryparmonnoro ¢aina ASCII

[Tonnepkka XpaHeHUs Ha YCTPOWCTBE pe3epBHON KOH(UTypaluu yCTpOICTBa, a
TaKK€ BO3BpaT YCTPOWCTBA Ha MpPENbIAYIIYI0 KOH(Urypamuio, MHOIIepiKKa
BO3BparTa yCTpOWCTBa Ha npeapiayiyto Bepcuto [10

He menee 49 coxpaHsieMbIX aBTOMAaTMYECKU MpPENbIAYyIIUX KOHQUTYypaluid, Ha
KOTOPBbIE MO’KHO OCYIIIECTBUTH BO3BpAT B J1I000€ BpeMsI

HeorpannuenHoe KOJIMYECTBO COXPAHSIEMBIX IO TPEOOBAHUIO KOHPUTYpaIui, Ha
KOTOPBbIE MO>KHO OCYIIIECTBUTH BO3BpAT B J1I000€ BpeMs

[Tonnepkka Bo3Bpara ycTporMCTBa Ha MPEAbIAYIYI0 Bepcuto 110

B03M0OKHOCTh BBINIOJTHEHUSI HACTPOHKHU yCTpoiicTBa uepe3 web-unrepderic
[Tognepxka nmpotokosoB NTP, DNS resolver, Syslog

IMonnepxka ¢ynkuuonansHoctt DHCP cepsepa, DHCP proxy, DHCP Relay,
DHCP helper, nogaepxka onuuu 82.

Possibility to manually set the allowed MAC addresses on the port
Support for Dynamic ARP inspection (DAI) mechanism

DHCP snooping mechanism support

802.1X protocol support

Support for authentication via Captive portal on Layer 2 interface
Support for assigning dynamic access control lists when
authenticating via 802.1X protocol based on RADIUS attributes
Support for 802.1X EAP types:

Message Digest 5 (MD5),

Transport Layer Security (TLS),

Tunneled Transport Layer Security (TTLS),

Protected Extensible Authentication Protocol (PEAP)
Management

Support for sFlow RFC 3176

Support HTTP/HTTPs management

Support SSHv2/Secure Copy

SNMP v1/v2c/v3 protocol support

Support RMON (RFC 2819), Groups 1,2,3,9

Support for RADIUS and TACACS+ protocols

Support for ASCII configuration file

Supports storage on the device back-up configuration, as well as
return of the device to the previous configuration, support for return
of the device to the previous version of software

At least 49 automatically saved previous configurations to which you
can return at any time

Unlimited number of on-demand saved configurations that can be
returned at any time

Support for returning the device to a previous version of software
Ability to configure the device via web-interface

Support for NTP protocols, DNS resolver, Syslog

Support for DHCP server functionality, DHCP proxy, DHCP Relay,
DHCP helper, 82 option support.
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Attachment #9 to Specification \
IIpuiaoxenne Ne9 k TexunueckoMy 3a1aHHIO

KommyTaTop nocryna - koaudecTBo 6 mryk (Tunm — SWACS48)
TpeGoBanust K KOMMYTaTOpY:

Tun ycrpoiictBa - Ethernet kommyTatop.

Hamnume nopra USB s 3arpy3ku KoH(Urypamuu ¥ MpOBEICHUS OINEparui ¢
IPOTPaMMHBIM 00ECTICYCHHEM.

[Tpon3BOIUTENBHOCT, KOMMYTAaTOpa IOJDKHA COCTaBisATh He MeHee 130 muiH.
MIAKETOB B CEKYHY

[Tpon3BOIUTENBHOCTH KOMMYTATOPA JIOJKHA COCTaBISITh He MeHee 170 ['out/c
KommyTtarop nomxeH paboraTh IOJ YNpPaBICHUEM MOJIYJIbHOW ONEpaliOHHON
CUCTEMBbI, TIO3BOJISIIONIEH MPOU3BOAUTH 3aMyCK, OCTaHOBKY, Mepe3arpysKy
OTJENbHBIX IPOTrPaMMHBIX IPOLIECCOB 0€3 BIMSHUS Ha Jpyrue paboraroliue
MIPOLIECCHI

OnepannoHHasi CUCTEMa KOMMYTaTopa JOJDKHO IOJJAEpPKUBaThb BO3MOKHOCTb

NPOBEPKH  HENPOTUBOPEUMBOCTH  KOH(MUTYpalluu  Mepes;  NpUMEHEHHEM
KOH(pUTrypaluy, T[PUMEHEHHMs] TMPOBEPEHHON KOHQUIypalluh B  3apaHee
YCTAHOBJICHHOE  BpeMsi, BO3BpaTa Ha MPeAbIAyIlyl0 paboTOCIOCOOHYIO

KOH(UTypalMio B cilyyae OIIUOKU aIMUHUCTPATOPA.
Jlu3aiiH KOMMyTaTopa JOJKEH COOTBETCTBOBATH Ui YCTAHOBKM B MOHTa)KHBIN
KOHCTPYKTUB 19” cooTBeTcTBYtomuii crangapty ANSI/EIA-310.

TpeboBanue k puznyeckum uHTepdeiicam

He menee 4 SFP-untepdeiicoB cranmapra 1000/10GBASE-X, xoTopble MOXKHO
YCTaHOBUTBH B KOMMYTAaTOp

He menee 48 He O0KHpyeMbIX, pabOTAIOMIKX Ha MOJIHOM CKOPOCTH CPebl, TOPTOB
crarnapta 10/100/1000BASE-T RJ-45

[Tonnepxka crangaproB 802.3af u 802.3at Ha Bcex moprax 10/100/1000BASE-T
RJ-45

Obecneuenne nuranus coraacHo crangaptoB 802.3af u 802.3at Ha Bcex moprax
10/100/1000BASE-T RJ-45

Maxkcumanbhblii Or0pket POE+ e menee 730 Bt

Hanuune BeinenenHoro unrepdeiica ynpasnenus yepe3 Ethernet

Hannune xonconbHOTro opta RJ-45 nnst ynpasnenus mo nmporokony RS-232
Haymune xonconbHoro nopra miniUSB miist ynpasnenust mo npotokoixy RS-232

Access switch - quantity 6 pcs (type - SWACS48)
Requirements for the switch:

Device type - Ethernet switch.

Availability of a USB port for downloading configuration and
performing operations with the software.

The performance of the switch should be at least 130 million packets
per second.

The performance of the switch should be at least 170 Gbps.

The switch should operate under the control of a modular operating
system that allows to start, stop, reboot individual program processes
without affecting other running processes

The switch operating system must support the ability to verify
configuration consistency before applying the configuration, apply
the validated configuration at a predetermined time, return to the
previous valid configuration in case of an administrator error.

The switch design must comply with the ANSI/EIA-310 standard for
installation in a 19" mounting structure.

Requirement for physical interfaces

At least 4 SFP-interfaces of the 1000/10GBASE-X standard, which
can be installed in the switch

At least 48 non-lockable 10/100/1000BASE-T RJ-45 standard ports
operating at full speed of the environment.

Support for 802.3af and 802.3at standards on all 10/100/1000BASE-
T RJ-45 ports

Power supply according to 802.3af and 802.3at standards on all
10/100/1000BASE-T RJ-45 ports

Maximum PoE+ budget not less than 730W

Dedicated control interface via Ethernet

Presence of RJ-45 console port for RS-232 protocol control.
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Hanuune nopra USB 14 moakitoueHUs] BHEIIHUX HAKOMUTEIEH

dusnyecKue napamMmerpol

Hanmune BO3MOKHOCTH MTUTaHUS OT IIEPEMEHHOT0 TOKa ¢ mapameTpamu S0I'1/220B
Haym4me BCTPOCHHOTO TEMIIEPaTypHOTO JaTuynKa

[ym, n3gaBaeMsblii ycTpoiictBoMm He 6onee 51 dBA

DHepromnoTrpebdiienne cucreMsl 6e3 yuera PoE+ ue 6omee 100 Bt

KOMIUIEKT mocTaBKH MOJDKEH BKIIOYATh KaOelb MUTAHMS, KOHCOJIbHBIN KaOenb,
Ha0Op I MOHTaXKa B CTOUKY

TpeGoBanus kK MPOrpaMMHOMY O0ecIIe4eHH IO

He menee 4 ceccuii 11 ananm3a (mirroring)

[Tonnepxka ananmuza tpaduka (mirroring) Ha mopTy, VLAN, uzOuparenbHbIi
3axBaT Tpauka Ha OCHOBE CITMCKOB JIOCTYTIA

[Tonnepsxka ananuza Tpaduka (mirroring) HECKOJIbKUX MOPTOB HA3HAYECHUSI B OJIUH
MOPT aHAIMU3aTopa

[Tonnepskka ananu3a Tpaduka ¢ yIajJeHHOTO yCTPOCTBa

[Momnepxka TpW HAIMYMKA TMPHOOPETAEMOM OTAETBHO JHMIEH3WW (DYHKIHH
HAacCTpOWKM NPOTPaMMHBIX NPOOHMKOB B BHJE MakeToB MNpoTokonoB ICMP,
UDP/TCP, HTTP nns omnpeneneHus IOCTYIHOCTH Y3JOB CETH M MapaMeETpOB
KaHaJIOB CBSI3U

[Momnepkka s3bpIKa HANMHMCAHUS CKPUNTOB (CIIEHApWEB) HEMOCPEICTBEHHO Ha
KOMMYyTaTope. SI3bIK HanucaHusi CKpUIITOB JOJDKEH MOJIEPKUBATh OOIIETIPUHSATHIE
koMaH bl a3bika Stylesheet Language Alternative Syntax (SLAX) n/unu Extensible
Stylesheet Language Transformations (XSLT) w/wiu TCL u/unu Python

TpeboBanus kK yHKIMOHAJBHOCTH (PU3MYECKOT0 YPOBHS

[Ipn HamuuuM OTHENBHON JMIEH3MM TMOJJIepKKa MeXaHu3Ma oOecreueHus
pe3epBUPOBaHUS KAHAJIOB MEXKIy KOMMyTatopaMmHu. [Ipu 3ToM B KauecTBe KaHAJIOB
MOTYT BBICTYNAaTh KaK OT/AEJIbHbIE (U3NYECKUE JIMHUM CBSA3H, TaK U JIOTUYECKUE
KaHaJIbl, COCTOSIINE U3 HECKOJIbKUX (PU3NUYECKUX JIMHUH CBA3H

Hamuuue ¢ynkuun peduexkromerpa (Time-domain reflectometry, TDR) nmns
orpeJiesIeHUs] OOPBIBOB M 3aMbIKaHHH Kabes

Hanuuue ¢pynxun Auto MDI/MDIX

[Monneprkka quarHoCTUKU onTrueckux juHuil Digital Optical Monitoring
[Monnepxxa Energy Efficient Ethernet (EEE)

TpeboBanus K yHKIMOHAJBHOCTH 2-T0 YPOBHS

Presence of miniUSB console port for RS-232 protocol control.
Availability of USB port for connecting external drives

Physical parameters

Availability of power supply from AC with parameters 50Hz/220V
Presence of an integrated temperature sensor

Noise emitted by the device not exceeding 51 dBA

System power consumption excluding RoE+ not more than 100W
Supply includes power cable, console cable, rack mounting Kit.

Software Requirements

At least 4 sessions for analysis (mirroring)

Support for mirroring on port, VLAN, selective capturing of traffic
based on access lists

Supports mirroring multiple destination ports into a single analyzer
port

Support for traffic analysis from remote device

Support for customizing software probes in the form of ICMP,
UDP/TCP, HTTP packets to determine the availability of network
nodes and link parameters, if purchased separately

Scripting language support directly on the switch. The scripting
language must support common Stylesheet Language Alternative
Syntax (SLAX) and/or Extensible Stylesheet Language
Transformations (XSLT) and/or TCL and/or Python commands.

Requirements for physical layer functionality

If you have a separate license, support for the mechanism of
providing channel redundancy between switches. Thus as channels
can act both separate physical communication lines, and the logic
channels consisting of several physical communication lines
Availability of the Time-domain reflectometry (TDR) function for
the detection of cable breaks and short circuits.

Presence of Auto MDI/MDIX function

Support for Digital Optical Monitoring line diagnostics

Supports Energy Efficient Ethernet (EEE)
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[Tognepxka dperimoB Gonbinoi mmmHb (9216 baiit)

He menee 4093 noanepxxuBaembix VLANoB

He menee 1-4094 noanepxuBaeMbix uaeHTuGukaropos VLAN

He menee 16000 MAC anpecos

He menee 1500 ARP 3anuceit

IMonnepxka crannapra IEEE802.3ad — Link Aggregation Control Protocol (LACP)
[Tognepxka Texnosoruu arperanuu Ethernet kananos ¢ 6anancupoBkoi mo MAC-
ajZipecy MCTOYHMKAa/HazHaueHus, [P-agpecy wucrounuka/Haznauenus, TCP/UDP-
MOpTaM UCTOYHHUKA/Ha3HAYCHHUS

He Menee 8 mopToB B arperaiinOHHOM rpyrine

He menee 128 arperainoOHHBIX rpyni

[Tonnepxka crangapToB

IEEE802.1D — Spanning Tree Protocol (STP);

IEEE802.1w — Rapid Spanning Tree Protocol (RSTP);

IEEE802.1s — Multiple Instance Spanning Tree Protocol (MSTP);

He menee 64 mommepkuBaeMbix 3k3eMIuisipoB nporokona IEEE802.1s Multiple
Instance Spanning Tree Protocol (MSTP)

[Tonnepxka crangapToB

IEEE 802.1AB: Link Layer Discovery Protocol (LLDP), LLDP-MED;

IEEE 802.1p: Class-of-service (CoS) prioritization;

IEEE 802.1Q-2006: VLAN tagging;

IEEE 802.3: 10BASE-T;

IEEE 802.3u: 100BASE-T,;

IEEE 802.3ab: 1000BASE-T;

IEEE 802.3z: 1000BASE-X;

IEEE 802.3x: Pause Frames/Flow Control

IMonnepxka IEEE 802.1ad Q-in-Q VLAN Stacking

[Mogmepxkka Q-iN-Q ¢ Hekompkumu S-VLAN Ha mopTy € CEICKTHBHBIM
HazHaueHreM VLAN c ncnoib30BaHUEM CIIUCKOB JJOCTYIIA

[Moanepxka Layer 2 protocol tunneling (L2PT)

IMonnepsxka Multiple VLAN Registration Protocol, IEEE 802.1ak

TpeboBanus kK PyHKIHOHAJIBLHOCTH 3-TO YPOBHS
[Monnepxxka Cratnyeckoit mapmpytuszauuu (RFC 1812)
He menee 1500 IPv4 Unicast mapuipyToB

He menee 4096 1Pv4 Unicast /32 mapuipyToB

Requirements for Level 2 functionality

Support long frame lengths (9216 bytes)

At least 4093 supported VLANS

At least 1-4094 supported VLAN IDs

At least 16,000 MAC addresses

At least 1500 ARP records

IEEE802.3ad - Link Aggregation Control Protocol (LACP) support
Supports Ethernet link aggregation technology with balancing by
source/destination MAC address, source/destination IP address,
TCP/UDP source/destination ports

At least 8 ports in the aggregation group

At least 128 aggregation groups

Support for standards

IEEE802.1D - Spanning Tree Protocol (STP);

IEEE802.1w - Rapid Spanning Tree Protocol (RSTP);

IEEE802.1s — Multiple Instance Spanning Tree Protocol (MSTP);
At least 64 supported IEEE802.1s Multiple Instance Spanning Tree
Protocol (MSTP) instances

Support for standards

IEEE 802.1AB: Link Layer Discovery Protocol (LLDP), LLDP-
MED;

IEEE 802.1p: Class-of-service (CoS) prioritization;

IEEE 802.1Q-2006: VLAN tagging;

IEEE 802.3: 10BASE-T,;

IEEE 802.3u: 100BASE-T,;

IEEE 802.3ab: 1000BASE-T;

IEEE 802.3z: 1000BASE-X;

IEEE 802.3x: Pause Frames/Flow Control

Support IEEE 802.1ad Q-in-Q VLAN Stacking

Q-in-Q support with some S-VLANS on the port with selective
VLAN assignment using access lists

Support for Layer 2 protocol tunneling (L2PT)

Support Multiple VLAN Registration Protocol, IEEE 802.1ak
Requirements for Level 3 functionality

Supports Static Routing (RFC 1812)
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[Mognepxka mporokona Bidirectional Forwarding Detection (BFD), BFD s
cratudyeckux mapupytos, uis OSPFv3 nmpu Hammumu npuobperaeMoil oTAeIbHO
JTULECH3UU

[Monneprxka mpoTokonoB Mapupytuzanuu RIP v1/v2

[Tognepxka mpoTtokosioB Mapmpytu3anuu RIPng npu Hammumm npuodperaeMoit
OTJIEJIBbHO JINLIEH3UH

[Tonnepxxka mnpotokosnoB Mapupyrtuzanuu  OSPF
npuodpeTaeMoii OTJEeNbHO JIULIEH3UU

[Tognepxka nmporokosioB VRRP, VRRPv3 npu Hanmuwu npuodperaeMoit OTACIbHO
JULEH3UU

vl/v2 Tnpum HamM4uH

Muoroaapecnas nepeaaua (Multicast)

[Tonnepskka MPOTOKOJIOB MHOTOAIPECHOI Mepeaayu:

Internet Group Management Protocol (IGMP) v1/v2/v3 mnpu Hamumuuu
pruoOpeTaeMoil OTAETHHO JTUICH3UU

[Monnepxka mporokonma Multicast Listener Discovery v1/2 npu Hamuunu
pruoOpeTaeMoil OTAETHHO JTUIICHIUU

[Momnepkka mporokoma Multicast Source Discovery protocol (MSDP) mnpu
HJINYUU IproOpeTaeMoi OTAEIbHO JIMIEH3UH

[Mognepxka IGMP snooping v1/v2/v3
He menee 2000 3anuceit IGMP snooping
[Moxnmepxka mporokonoB PIM-SM,
npuodpeTaeMoi OTJEeNbHO JIULEH3UU

He menee 2048 nonnepkuBaeMbIX MapiipyToB multicast
He menee 2048 noaaep>xrBaeMbIx rpynn multicast

PIM-SSM, PIM-DM npu Hamuuuu

KauectBo o0cayxuBanue (QoS)

[Tonnepxka crangapTOB:

RFC 2474: DiffServ Precedence, including 8 queues/port
RFC 2598: DiffServ Expedited Forwarding (EF)

RFC 2597: DiffServ Assured Forwarding (AF)
[Tognepxka MEXaHU3MOB YIIPABIICHUS OYEPEISIMMU:

Tail Drop scheduling u WRED,

Shaped Deficit Weighted Round Robin (SDWRR) queuing,
Strict priority queuing,

[Monnepkka KinaccupUKaM MHOXKECTBEHHBIX mosiel Ha L2 — L4) ypoBHSIX s
IMOCTAaHOBKH B OUCPEAb U IEPE3ANUCHU

At least 1500 IPv4 Unicast routes

At least 4096 IPv4 Unicast /32 routes

Support for Bidirectional Forwarding Detection (BFD), BFD for
static routes, for OSPFv3 with a license purchased separately
Support for RIP v1/v2 routing protocols

Support for RIPng routing protocols if a license is purchased
separately

Support for OSPF v1/v2 routing protocols if a license is purchased
separately

Support for VRRP, VRRPv3 protocols if a license is purchased
separately

Multicast

Support for multicast protocols:

Internet Group Management Protocol (IGMP) v1/v2/v3 with a license
purchased separately

Support for Multicast Listener Discovery v1/2 protocol if a license is
purchased separately

Multicast Source Discovery protocol (MSDP) support if a license is
purchased separately

Support IGMP snooping v1/v2/v3

At least 2000 IGMP snooping records

Support for PIM-SM, PIM-SSM, PIM-DM protocols if a license is
purchased separately

At least 2048 supported multicast routes

At least 2048 supported multicast groups

Quality of Service (QoS)

Support for standards:

RFC 2474 DiffServ Precedence, including 8 queues/port

RFC 2598: DiffServ Expedited Forwarding (EF)

RFC 2597: DiffServ Assured Forwarding (AF) .

Support for queue management mechanisms:

Tail Drop scheduling and WRED,

Shaped Deficit Weighted Round Robin (SDWRR) queuing,

Strict priority queuing,

Support for multiple fields classification at L2 - L4) levels for
queuing and rewriting
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[Tognepxka kpurepues KiaccudukaIyy mo BxogHomy uarepgeiicy, MAC-anpecy,
nomio EtherType, momsm 802.1p, tory VLAN, IP-agpecy, momsm DSCP/IP
precedence u Homepam nmopros TCP/UDP

CrekupoBanue

[Monnepxka (GYHKIMH CTEKUPOBAaHHMSA KOMMYTAaTOPOB INPH KOTOPOH HECKOJIBKO
00bEIMHEHHBIX B CTEK KOMMYTAaTOPOB IIPEJCTABIAIOT COOOM €IMHOE JOrMYecKoe
YCTPOHCTBO

KoMMyTaTop nomKkeH NoANepKUBATh PACIIPEACICHHBIN CTEK

[Moanepxka crekupoBanus yepes BcrpoeHHbie noptel 100010GBASE-X SFP/SFP+
KOMMYTaropa

Bo3MokHOCTE 00BbETUHEHNST HE MEHEE § (PU3NUECKUX TIOPTOB B OJIMH JIOTUIECKUAN
JUIsl YBEIMYEHUSI TPOITYCKHOM CITIOCOOHOCTH ILIMHBI CTEKA

Bo3moxHOCTh 00BEIMHEHUS HE MEHEE 4 KOMMYTaTOPOB B CTEK

MakcumanbHas arperupoBaHHast IPOITyCKHAasl CHOCOOHOCTH IIMHBI CTEKa HE MEHee
80 I'dut/c

ITonnepxxka Graceful Restart 1151 KOMMYyTaTOpPOB, CO€IMHEHHBIX B CTEKE
[lonnepkka MexaHU3Ma BBICOKOW JIOCTYHMHOCTHM IIpM KOTOpPOM, IpU padore
KOMMYTAaTOpOB B CTE€KE, KOMMYTaTrop, pa0OTalolMi KaK pe3epBHBIM BeqyIIMH
KOMMYTaTOp CT€Ka CHUHXPOHU3UPYET HH(POPMALUIO YIPABICHHUS C OCHOBHBIM
BEIYIIUM KOMMYTaTOPOM U B Cllydae OTKa3a OCHOBHOTI'O BEIYIIEr0 KOMMYyTaTopa
CTeKa IUIOCKOCTh IMepe/ladd JAHHBIX HE BBINOJIHSIET PEMHUIUAIN3ALNIO, YTO
MUHUMHU3HPYET BIMSHHME Ha IepeAaBacMble NaHHble. [loanepikka yka3aHHOTO
MexaHHu3Ma /71 IpoTokoa0B ARP 1 6a3bl 1aHHBIX KOMMYTalluu

Nudopmanuonnas 6e30nacHOCTb

3amyTa noACUCTeMbI yIpaBieHHs oT atak Tuna «OTka3 B o0ciyxuBanum» (DoS)
U pacmupeiesIeHHbIN 0TKa3 B oocmyxxkuBanun DDOS

KonnyectBo nopnepkuBaeMbIx ciuckoB KOHTpostsa goctyna (ACL)
256 nnst KakA0ro TUIA B KaXKJIOM HaIlpaBJICHUU

KonnuectBo 3anuceil cnuckosB koHTpousst poctyna (ACL), Ha cucreMy He MeHee
2000

[Tonnepxka:

Port-based ACL (PACL) ans BXOAAIIETO W UCXOMASIIETO Tpaduka ;

VLAN-based ACL (VACL) st BXOASIIETO ¥ HCXOASAIIETO TpaduKa;
Router-based ACL (RACL) ans BXOAAILIETO U UCXOIAIIET0 Tpaduka

[Tonnepxka orpannuenus koauyectsa MAC-aapecoB Ha TOPTY

Bo3moxHOCTE py4yHOH HacTpoiiku paspenieHHbIX MAC-agpecoB Ha opTy

HE MCHEC

Supports classification criteria by input interface, MAC address,
EtherType field, 802.1p fields, VLAN tag, IP address, DSCP/IP
precedence fields and TCP/UDP port numbers

Stacking
Support for switch stacking where multiple stacked switches
represent a single logical device

The switch must support the distributed stack

Supports stacking via built-in ports 1000010GBASE-X SFP/SFP+
switch

Ability to combine at least 8 physical ports into one logical port to
increase the stack bus bandwidth

Ability to stack at least 4 switches

Maximum aggregate stack bandwidth of at least 80 Gbps

Graceful Restart support for switches connected in the stack

Support for a high availability mechanism where, when the switches
in the stack are running, a switch operating as a redundant stack
master switch synchronizes the control information with the main
master switch and, in the event of a failure of the main stack master
switch, the data plane does not reinitialize, minimizing the impact on
the data being transmitted. Supports this mechanism for ARP and
switching database protocols

Information Security

Control subsystem protection against Denial of Service (DoS) and
distributed denial of service (DDOS) attacks

Number of supported access control lists (ACLs) of at least 256 for
each type in each direction

Number of access control list (ACL) records per system, at least 2000

Support:

Port-based ACL (PACL) for inbound and outbound traffic ;
VLAN-based ACL (VACL) for incoming and outgoing traffic;
Router-based ACL (RACL) for inbound and outbound traffic
Support for limiting the number of MAC addresses on the port
Possibility to manually set the allowed MAC addresses on the port
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[Moanepsxkka mexanuzma Dynamic ARP inspection (DAI)

[Monnepxka mexanuzma DHCP snooping

[Tonnepxka nporokosa 802.1X

[Monnepxka ayrenruduxarmm uyepes3 Captive portal ma Layer 2 uatepdeiice
[lognepxkka Ha3HAYeHUs JAMHAMUYECKHX CIUCKOB KOHTPOJIS [JOCTYyNa IpHU
ayreHTU(uKanuu 1o nporokoiy 802.1X Ha ocHoBe arpudyroB RADIUS
[Tognepxka tumos 802.1X EAP:

Message Digest 5 (MD5),

Transport Layer Security (TLS),

Tunneled Transport Layer Security (TTLS),

Protected Extensible Authentication Protocol (PEAP)

Yunpagsiaenue

[Tonnepxka sFlow RFC 3176

[Monnep>xxka HTTP/HTTPs ynpaBnenus

[Moxnepxka SSHv2/Secure Copy

[Tognepxka nmpotokosia SNMP v1/v2c/v3

[Tonnepxxka RMON (RFC 2819), I'pynnsr 1,2,3,9

[Mognepxka npotokosnoB RADIUS u TACACS+

[Tonnepxka koHpuryparmonnoro ¢aina ASCII

[Tonnepkka XpaHeHUs Ha YCTPOWCTBE Pe3epBHON KOH(UTypaluu yCTpOICTBa, a
TaKkKe BO3BpAaT YCTPOMCTBA HaA MPEABIAYIIYI0 KOH(PUTYpaIMio, TMOAAECPKKA
BO3BparTa yCTpOWCTBa Ha npeapiayiyto Bepcuto [10

He menee 49 coxpaHsieMbIX aBTOMAaTMYECKU MpPENbIAYyIIUX KOHQUTYypaluid, Ha
KOTOpBIE MO’KHO OCYIIIECTBUTH BO3BpAT B JII000E BpeMs

HeorpannuenHoe KOJIMYECTBO COXPAHSIEMBIX IO TPEOOBAHUIO KOHPUTYpaIui, Ha
KOTOpBIE MO’KHO OCYIIIECTBUTH BO3BpAT B JII000E BpeMs

[Tonnepkka Bo3Bpara ycTporMCTBa Ha MPEAbIAYIYI0 Bepcuto 110

B03MOXHOCTB BBIMOTHEHUSI HACTPOHKH YCTPOMCTBA Yepes web-uHTepdeiic
[Tognepxka nmpotokosoB NTP, DNS resolver, Syslog

IMonnepxxka ¢ynknuonansHoctd DHCP cepepa, DHCP proxy, DHCP Relay,
DHCP helper, nogaepxka onuuu 82.

Support for Dynamic ARP inspection (DAI) mechanism

DHCP snooping mechanism support

802.1X protocol support

Support for authentication via Captive portal on Layer 2 interface
Support for assigning dynamic access control lists when
authenticating via 802.1X protocol based on RADIUS attributes
Support for 802.1X EAP types:

Message Digest 5 (MD5),

Transport Layer Security (TLS),

Tunneled Transport Layer Security (TTLS),

Protected Extensible Authentication Protocol (PEAP)

Management

Support for sFlow RFC 3176

Support HTTP/HTTPs management

Support SSHv2/Secure Copy

SNMP v1/v2c/v3 protocol support

Support RMON (RFC 2819), Groups 1,2,3,9

Support for RADIUS and TACACS+ protocols

Support for ASCII configuration file

Supports storage on the device back-up configuration, as well as
return of the device to the previous configuration, support for return
of the device to the previous version of software

At least 49 automatically saved previous configurations to which you
can return at any time

Unlimited number of on-demand saved configurations that can be
returned at any time

Support for returning the device to a previous version of software
Ability to configure the device via web-interface

Support for NTP protocols, DNS resolver, Syslog

Support for DHCP server functionality, DHCP proxy, DHCP Relay,
DHCP helper, 82 option support.
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Attachment #10 to Specification \
Hpuioxenne Nel() k TexHuueckomMy 3aJaHUIO

Axceccyapsl - koandecTBo 1 kommiekT (tun — SWACSKIT)

KosmuecTBo akceccyapos

Small Form Factor Pluggable 10 GE, SFP+, SR— ne menee 132 mrTyk.

SFP 1000Base-SX GE, LC, 850nm for up to 550m, Transmission on MMF — ue
menee 60 mTyk

Small Form Factor Pluggable 10 GE, SFP+, qucranius He McHee 2 KM — HE MCHEE
8 mTyk

QSFP+ DAC cable, 1m — ue menee 10 mTyk

SFP 1000BASE-T GE module — e menee 6 mryk

OO0uue TpeGoBanust

[TocraBmvk B mpaBe H3MEHHTh KOJMYECTBO IIOCTABISIEMBIX aKCECCyapoB B
COOTBCTCTBHMH C BHCAPSACMBIM PCHICHUCM, IIPU YCIOBUU o0ecriedeHus IOIHOMI
paboTtocrnocoOHOCTH cxeMbl BHeApeHus. [Ipu sTom HeoOxoaumo yuyects 3UIT ans
aKCeCCyapoB B KOJMYECTBE 5% OT KaXKIOT0 MOCTABIIIEMOTO aKceccyapa.

Accessories - quantity 1 set (type - SWACSKIT)

Number of accessories

Small Form Factor Pluggable 10 GE, SFP+, SR- at least 132 pieces.

SFP 1000Base-SX GE, LC, 850nm for up to 550m, Transmission on
MMF - at least 60 pieces

Small Form Factor Pluggable 10 GE, SFP+, distance not less than 2

km - not less than 8 pieces

QSFP+ DAC cable, 1m - at least 10 pieces

SFP 1000BASE-T GE module - at least 6 pieces

General requirements

The supplier has the right to change the number of supplied
accessories in accordance with the implemented solution, provided
that the implementation scheme is fully operational. In this case it is
necessary to take into account the NIP for accessories in the amount
of 5% of each delivered accessory.
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Attachment #11 to Specification \
Hpuioxenne Nell k TexuuueckomMy 3aJaHUIO

Cucrema ynpaB/ieHMSI U MOHUTOPHMHIA - KOJHYeCTBO 1 KOMIUIEKT (TN —
SWMGMT)

TpeboBanne Kk pyHKIMOHATY

®opm-dakTop BUpTyalbHas MalllMHA WIK alllapaTHbIM IPOrpaMMHBIN KOMIUIEKC
Bo3moxxHOCTh pa3BepThiBanus Ha runepBuzopax VMWare ESXi u KVM (npu
YCJIOBUU BUPTYaIbHON MaIIMHBbI)

aBTOMATH3MPOBAHHOE OOHApY)KEHHE CETEBBIX Y3JIOB B peEaJbHOM MacmTabe
BpEMEHU

OTIpaBKa KOH(QUTYPAIIMOHHBIX KOMAaH]I Ha CETEBBIE Y3JIbI

cOOp M MpeaCcTaBICHHE MHBEHTAPU3ALlMOHHBIX JaHHBIX YIPaBIIIEMBIX YCTPOUCTB:
cepuiinble Homepa, Bepcuu [10, KonyecTBO NOPTOB, CIOTOB U MOAYJIEH
nojajepKKa yrnpasieHus uepes3 uarepdeiic WEB2.0

yIOpaBiI€HUE MPOLECCOM HWHBEHTapuU3allMd MJii aBTOMAaTHU3MPOBAHHOIO cbopa
JAHHBIX MHBEHTapU3allui ¢ 000pYyOBaHUS

HarJIsiJHOE MPEAICTaBICHUE JaHHBIX (PU3MUECKON M JIOTMYECKON MHBEHTAapU3aluu
000pyZI0BaHUS C BO3MOYKHOCTBIO TIOCTPOEHHUS IIOIb30BATEIBCKUX OTUETOB
HarJisiTHOE TPEJCTABIEHUE CTAaTUCTHUYECKHUX JIaHHBIX O paboTe CETeBBbIX Y3JIOB,
JAHHBIX O COCTOSHUU (PYHKIIMOHUPYIOIIUX CETEBBIX Y3JI0B

aBTOMATU3HPOBAaHHAs! CHHXPOHU3aLMs KOHPUTYpallud Ha 000py1I0BaHUHI
BO3MO>XHOCTb aBTOMaTU3UPOBAHHOI'O UCCIIEJOBAHMSI CETEBOM TOIOJIOTUH BKIIIOYAs
CeTeBOE 00OPYIOBAaHUE U COCTUHEHUS

LeHTpanu3oBaHHas ycraHoBka 11O Ha Bce ympaBiisieMble yCTPOWCTBA TOIOJOTUU
BKJIIOYasi CETeBOE 000PYIOBAHNUE U COCTUHEHUS

BO3MOXKHOCTh ~MHTETpallud C MPOrpaMMHBIM  00ecreueHHeM CTOPOHHUX
MIPOU3BOJUTENIEN /JII MOHUTOPUHIA COCTOSIHUSI CETEBBIX YCTPOWCTB M aHalu3a

IIPOU3BOIUTEIILHOCTH
o0ecrieueHrne  ympaBlieHUsT  KOH(QUTypalus MU  yIpaBIs€MbIX  YCTPOMCTB:
KONMPOBaHWE KOHPUIYypalMd C YCTPOMCTB B  JIENO3UTApPUA  CHUCTEMBI,

OTCJIe)KUBAHUE BEpPCUM, BO3MOXKHOCTh 3arpy3Kd pe3epBHOM KOHGUTypaluu Ha
YCTPOHCTBO,  BO3MOXHOCTh ~ CHHXPOHM3AallMM  KOH(HUIypallMd  CETEBOIO
00OpYyZOBaHUS C ICHTPAJU30BAaHHOM 0a30i MaHHBIX KOH(HUrypaluii, KoTopas
BEJIETCS CPEACTBAMH CUCTEMBI

Control and monitoring system - quantity 1 set (type -
SWMGMT)

Requirement for functionality
Form factor virtual machine or hardware software system

Ability to deploy on VMWare ESXi and KVVM hypervisors (subject
to virtual machine)

real-time automated discovery of network nodes

configuration commands to network nodes

collection and presentation of inventory data of managed devices:
serial numbers, software versions, number of ports, slots and modules
management support via WEB2.0 interface

management of the inventory process for automated collection of
inventory data from equipment

Visual presentation of physical and logical equipment inventory data
with the ability to build custom reports

visual presentation of statistical data on network nodes operation,
data on the state of functioning network nodes

machine synchronization

capability of automated network topology research including network
equipment and connections

centralized software installation on all managed topology devices
including network equipment and connections

Ability to integrate with third-party software for network device
monitoring and performance analysis

Providing management of managed device configurations: copying
configurations from devices to the system repository, version
tracking, possibility of downloading backup configuration to the
device, possibility of synchronization of network equipment
configuration with a centralized database of configurations
maintained by the system facilities

simultaneous configuration of several devices using templates
device failure detection
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BO3MOYKHOCTh OJJHOBPEMEHHOTO KOH(UTYPUPOBAHHS HECKOJIIBKUX YCTPOWCTB MPH
MTOMOIITH Ma0JIOHOB

JETEeKTUPOBAHNE OTKA30B YCTPOMICTB

MOHHUTOPHUHT NapaMeTPOB MPOU3BOAUTEIBHOCTH U COOEB YCTPOWCTB (3arpys3ka u
COCTOsIHUE MHTEp(EHCOoB, ceTeBasi TOCTYITHOCTh YCTPOUCTR)

noJiep)kka KoHGHUrypupoBanus ycrpoiictB cpeactBamu  NetConf, Device
Management Interface (DMI), Ha 6a3e cxem XML, 3arpy3ku KOHPUTYpaAITMOHHBIX
¢aiinoB B TeKCTOBOM (popmMaTe, CUMTHIBAHNE NaHHBIX Syslog

yIIpaBJICHUE JOJDKHO OCYIICCTBIATHCS 4Yepe3 MpOorpaMMHpyeMblid HHTEp(eric,
WCIIONB3YIOUIUMN B KaueCTBE TPAHCHOPTHOTO MpoTokoia mporokoia SSH (Secure
Shell)

cbop HeoOxoauMoi nHpOpMaHKu 00 YCTPOMCTBE ¢ KOTOPBIM MPOU30IIe] COOM u
COJICHCTBHUE NP OOpAICHUH B CEPBUCHYIO TOICPIKKY TIPOU3BOIUTEIS
BO3MOYKHOCTh OTCJIECKUBAHHUS O(UIUAIBHBIX YBEJOMJICHUH IPOU3BOJUTEIS O
Oarax B MpoOrpaMMHOM oOecrieueHiH 000PY/IOBaHUS M aHAJIN3 BIMSHUS STHX 0aroB
Ha paboTy cetu

BO3MOYKHOCTh ~ OTCJIC)KUBAHHsI  YBEJOMIJICHUH O
MIPOU3BOJICTBA.

CHATHH 060py,Z[OBaHI/I$I C

Monitor performance parameters and device failures (interface
loading and status, network availability of devices)

support for configuring devices using NetConf, Device Management
Interface (DMI), based on XML schemes, loading configuration files
in text format, reading Syslog data

control must be exercised through a programmable interface that uses
SSH (Secure Shell) as the transport protocol.

Collection of necessary information about the device with which the
failure occurred and assistance in contacting the manufacturer's
service support

ability to track official manufacturer's bug alerts in hardware software
and analyze the impact of these bug alerts on network performance
ability to track down disposable notices
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Attachment #12 to Specification \
Hpunioxenne Nel2 k TexuuueckoMy 3aIaHHI0

TpeGoBanuss k ¢aiipBosaM cJeIylIIero IMOKoJeHHus, - KOJUYeCTBO 2
ycTpoiicTBa B pe:xknMe Kiaacrepa aktus/aktus (tun FWMCC)

OO0mme TpeboBaHUA

11103 6€30MaCHOCTH I0JKEH MCIOIb30BaTh KOHTPOJIb COCTOSIHUS COEAMHEHUN Ha
OCHOBE JICTAIM3MPOBAHHOTO AaHAIN3a CBSI3M M COCTOSHHS TPHIOKCHHUS IS
OTCJIC)KUBAHUS U YIIPABJICHUS CETEBBIM IIOTOKOM.

Pemenwne momxHo moxnepxkusate DHCP, cepsep u relay.

Pewmenne nomxno nonnepxxusate HTTP & HTTPS proxy.

Pemenune 1omKkHO MOAIEPKUBATh (DYHKIIMOHAT TEVErse proxy.
Pemenne pAomKHO BKIIOYATH B ce0S BO3MOXKHOCTH PabOTHI
Transparent/Bridge.

Pemenue nomkHo noaaepkuBaTh padoty Ha 2 ypoBHe mozenu OSI (pexxum bridge).
Pemenwne nomkuao mognepxkusars Firewall, IPS, URL-duisrpamuro, DLP, Antibot,
Antivirus, Yopasnenue npunoxenusmu, uacneknuro HTTPS, Identity Awareness
u Sandboxing B pexxume bridge.

Pemenue momkHO moamepxuBaTh Kiactepusanuio Active/Standby B pexime
bridge.

Pemmennie 101KHO MOAEPKUBATEH BBICOKYIO JOCTYITHOCT IIUTI03a U pacIpe/eieHre
HAarpy3kd C CHUHXPOHM3AlMEN COCTOSHUN CETEBBIX COEAUMHEHH. B pexume
BBICOKOW JIOCTYMTHOCTH WM PEXKHUME paclpeleNieHduss Harpy3Ku JOJKHO
MOJIIEP KUBATHCS 110 § Y3JI0B KJacTepa.

Pemenne nomKHO TONAEpKUBATH BUPTYaATU3alUI0 U032 0€30MacHOCTU IS
KOHCOJIMJAIIMA HECKOJIbKHX BUPTYaJbHBIX IIIIFO30B HAa OJHOM (pH3MUECKOM
YCTPOMCTBE.

[To ymonuaHWO, MOIKHO TOIICPKUBATHCS 2 BHPTYAIbHBIE CHUCTEMBI, a C
MPUMEHEHHEM JOTIOJIHUTENbHON JIMIICH3UH JOJDKHO TMoanepKuBathess A0 20
BUPTYaJIBHBIX [IUTIO30B HAa OJTHOM (PH3MUYECKOM IIITIO3E.

CereBble BO3MOXHOCTH: pEIICHHE JOIDKHO TOJJCPKUBATh BUPTyaJbHBIC
KOMMYTATOPbI U BUPTYaTbHBIC MAPIIPYTH3ATOPHI IS KOHQUTYPHUPOBAHUS CETEBBIX
KOMMYHHKAITUI MKy BUPTYaTbHBIMUA CUCTEMaMH (BUPTYATbHBIMU IILTIO3aMH).
D¢ dexTuBHOE 0OecTieueHNE OE30MACHOCTH: KaXKAbIi BUPTYAIbHBIN IIUTIO3 OJKEH
UMETh BO3MOXHOCTh 3allyCKa CBOEro COOCTBEHHOro Habopa CepBHUCOB
6e3onacHoctu. Hampumep, oauH BHpTyanbHbIM 1nuto3 paboraer kak Firewall,

B PCKUMC

Requirements for next generation firewalls — quantity 2 devices
in cluster mode active/active (FWMCC type)

General requirements

The Security Gateway should use link state monitoring based on
detailed link and application analysis to monitor and control network
flow.

The solution must support DHCP, server and relay.

The solution must support HTTP & HTTPS proxy.

The solution must support reverse proxy functionality.

The solution must include the ability to work in Transparent/Bridge
mode.

The solution must support layer 2 of the OSI model (bridge mode).
The solution must support Firewall, IPS, URL filtering, DLP, Antibot,
Antivirus, Application Management, HTTPS inspection, Identity
Awareness and Sandboxing in bridge mode.

The solution must support Active/Standby clustering in bridge mode.
The solution must support high gateway availability and load
balancing with synchronized network connection states. In high
availability mode or load balancing mode, up to 8 cluster nodes must
be supported.

The solution must support security gateway virtualization to
consolidate multiple virtual gateways on a single physical device.

By default, 2 virtual systems must be supported, and with an additional
license, up to 20 virtual gateways must be supported on a single
physical gateway.

Networking capabilities: The solution must support virtual switches
and virtual routers to configure network communications between
virtual systems (virtual gateways).

Effective security: Each virtual gateway must be able to run its own set
of security services. For example, one Virtual Gateway works as
Firewall, one Virtual Gateway works as Firewall and IPS, one Virtual
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Bropoii — kak Firewall u IPS, tpetuit — Firewall, IPS, Application Control, URL
Filtering, u Tak nanee.

Boigenenue  pecypcoB:  pelieHHe — JIOJDKHO — OOecneuMBaTh — YIpaBlICHUE
BBIYUCIIUTENIEHBIMU MOIIHOCTSMH, TapaHTHPYS, YTO KaXKAas BUPTyaJbHAs CUCTEMa
MOJIYYUT TO KOJMYECTBO IMPOIECCOPHONH MOIIHOCTH U OMNEPATUBHOM IMaMATH,
KOTOpast He00XO0AMMa ISl BBITIOJTHEHUS ee 3aj1au.

Pemenue nomkHo obecriedynBaTh MoaaepxkKy IPvo.

Perrenue n1omKHO MOIEPKUBATH MOJUTUKY, OCHOBaHHYIO Ha QOS.

Pemennie MOMKHO MO3BOJATH TApaHTHPOBATh WM OTPAHUYMBATH IPOIYCKHYIO
CIIOCOOHOCTh W YIPABISTH 3aACPKKOM nysi ompeneneHHoro [P ucrounuka, IP
MyHKTa Ha3HAUEHUS WIH CEPBHCA.

Pemrenue 10KHO UMETH BOZMOKHOCTB ITPOU3BOJILHOTO MTpUMEHEHH rpaBmi QoS
s VPN tpaduxa.

Pemenne momxHO obecneumBaTh ¢GyHkuumonan IPS (cuctemsl mpemoTBpamieHus
BTOP)KCHHH ).

Cucrema IPS nomkHa OCHOBBIBaThCSI Ha CIEAYIOLIUX MEXaHU3MaX OOHApPYKEHUS:
UCIOJIb30BaHNUE CUTHATYp, OTCJICKUBAHHE aHOMAIWW MPOTOKOJIOB, YIpPaBIICHUE
MPUIIOKECHUSIMHU 1 OOHApy>KEHHE HAa OCHOBE TIOBEICHHUSI.

Pemenue nomkHo obecneunBaTh pyHKIMOHAN VaeHTHUKAIIMY TOJIB30BATENEH.
JlomkHO OBITH CTOCOOHO K COOPY UIEHTU(PUKATOPOB MOJTH30BATEIEH TTOCPECTBOM
3ampoca Microsoft Active Directory Ha ocHOBe cOOBITHIT 0€301MacCHOCTH.

JIOJDKHO MMETh METOJl ayTeHTH(UKAIMH WICHTH(PHKATOpa II0Jb30BaTeNs Ha
OCHOBe Opay3epa JUIsl HeZJOMEHHBIX MOJIb30BaTeNIeN MM KOMITBIOTEPOB.

JIOJDKHO MMETh CHEeNHaIbHOTO areHTa, KOTOPHI MOXET OBITh YCTaHOBJIEH IO
MOJIUTUKE Ha KOMIIBIOTEpax IMOJb30BaTeiae, U KOTOPBIH MOXKET coOupaTrh MU
nepeaaBaTh NICHTH(PHUKATOPHI HA IUTI03 0€30MacHOCTH.

Pemenue nomxHo obecrieunBaTh (DYHKIMOHAN YTpaBIEHUS NPUIOKEHUSIMH U
URL-¢dunpTpanuu.

ba3a naHHBIX ymnpaBieHUS NPUIIOKEHUSMHU JOJDKHA conaepxkarb csbime 8000
W3BECTHBIX MTPHUIIOKCHUH.

Pemenue nomkHO obecrieunBaTh JeTajdbHBIN KOHTPOJIb 0€30MAaCHOCTH MHUHUMYM
g 250000 Web 2.0 BumxeToB.

Pemenne nomkno obecneunBarh URL kareropusanuto, BKIrodaronryto 6omnee 200
munonoB URL.

Pemenne nomkHo obecrieunBarh GpyHKimoHan Anti-Bot u Anti-Virus.
[Tpunoxenue Anti-bot m0/KHO OBITH CIIOCOOHO OOHAPYKUTh W OCTAHOBHTH
MOJI03PUTENILHOE aHOPMAaJIbHOE CETEBOE MOBE/ICHHUE.

Gateway works as Firewall, IPS, Application Control, URL Filtering,
and so on.

Allocation of resources: The solution must provide computational
power management, ensuring that each virtual system gets the amount
of processor power and RAM needed to perform its tasks.

The solution must support IPv6.

The solution must support a policy based on QoS.

The solution must be able to guarantee or limit bandwidth and manage
latency for a specific IP source, destination IP or service.

The solution must be able to randomly apply QoS rules to VPN traffic.
The solution must provide IPS (intrusion prevention system)
functionality.

The IPS system should be based on the following detection
mechanisms: use of signatures, tracking of protocol anomalies,
application management and behavioral based detection.

The solution must provide user identification functionality.

Must be able to collect user IDs by requesting Microsoft Active
Directory based on security events.

Must have a browser-based method of authenticating user ID for non-
domain users or computers.

There must be a special agent that can be installed by policy on the
users' computers, and that can collect and pass IDs to the security
gateway.

The solution must provide application management functionality and
URL filtering.

The Application Management Database must contain over 8000
known applications.

The solution must provide detailed security control for at least 250000
Web 2.0 widgets.

The solution must provide URL categorization, which includes more
than 200 million URLs.

The solution must provide Anti-Bot and Anti-Virus functionality.

The Anti-bot application must be able to detect and stop suspicious
abnormal network behavior.

The Anti-Bot application must use a multi-layered discovery
mechanism that includes IP, URL and DNS reputation and bot
discovery via communication protocol templates.
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[Mpunoxenne Anti-Bot T0KHO HCIOIB30BaTh MHOTOYPOBHEBBIH MEXaHHU3M
oOHapyeHHs, KOoTopblii Bkmowdaer penyramuio [P, URL u DNS anpecoB u
oOHapyxeHre 00TOB MO MIA0JIOHAM MTPOTOKOJIOB CBS3H.

[Tpunoxxenne Anti-virus JOJDKHO MPEAOTBpAIIaTh JOCTYI K BPEIOHOCHBIM BeO-
caiiTaM M OCTaHABJIMBATh BXOJSIINE BPEIOHOCHBIC (DaiiiIbl.

[Tpunoxxenue Anti-virus JOKHO OBITH CIOCOOHO MPOBEPSTH MHPpoBaHHBIA SSL
Tpaduk.

Pemenne nomxHo oOecrneunBarh (yHKIMOHan uHcnekuuun SSL (Bxomsmero /
ucxosIero Tpaduka).

Pemienue 10KHO HHTETPUPOBATHCS C «TIeCOUHUIEH» - Sandboxing (MHCTIEKIUS —
B 00JIake WJIM Ha BBIJICJICHHOM JIOKQJIBHOM YCTPOMCTBE) IMyTEeM MPHOOPETCHUS
JOTIOJTHUTEIbHON JTMLIEH3UH.

OyHKIIMOHA «ITECOYHHIIB JOJDKEH 00€CIeUnBaTh 3aIIUTy OT aTaK HYJIEBOTO JIHS
(0-day attacks), a Takke OT Heu3BecTHOTO 3710BpeaHOr0 [10 — 0OecneunBas 3aumUTy
B TICPUO/T JIO MOSIBJIICHUS] CTATUYECKUX CUTHATYP, 3alUIIAIOIINX OT TAKUX YIPO3.
Tonosorus BHEAPEHUS:

[Tognepxka pexxuma ceTeBOl «rmecouHuIb» (network based).

[Moxnepxka pexxuma urnaiin (bridge mode).

[Monnepskka pexxuma mouroBoro areHta (Mail Transfer Mode, MTA).

[Tonnepxka pexxuma 3epkansHoro nopra (TAP/SPAN nopr).

Pemenne He OMKHO coaepXkaThb pa3lelibHYI0 HHPPACTPYKTYpY Ul 3aIlUTHI
MOYTHI U BeOa.
Pemienne  momxHO
OTKa30yCTOWYHUBOCTH.
Pemienue nOMKHO SMyNUpOBaTh MCHOJHSEMble (Dalibl, apXWBbI, JOKYMEHTHI,
BKutouast Java u flash.

JIBIDKOK SMYJISIIIMU JOJDKEH MOJIEP)KUBATh Pa3IMYHbIE ONEpPallMOHHbIE CUCTEMBI,
Hanpumep, XP u Windows 7, B TOM uucie U crieuaibHO HACTPOCHHBIE 00pasbl.
JIBMKOK IMYJISIIIUM JOJDKEH HHCIEKTHPOBATh, AMYJIHPOBATh, MPENOTBpalaTh U
nepeiaBaTh COOBITHS B HHPPACTPYKTYpY 3aIIUThI OT 3710Bpeanoro I10.

Pemenue nomkHO obecnieunBaTh SMYJISALUIO (paiiioB Kak HEOOJBIIOTO pa3Mepa, Tak
1 pazmepoM cBbitie 10MOaiT.

Pemenne 1OMKHO JETEKTHPOBATh aTakd Ha CTaJMU BBIOJHEHUS HKCIOWTa
(exploitation) — T.e. M0 TOro Kak 3amycKaeTcs IMIEII-KOJ M OCYIIECTBISCTCS
3arpy3Ka/ucrosHeHue caMmoro koja 31oBpenHoro I10.

Pemenune nomxHo nerektupoBaTh ROP (return oriented programming) u npyrue
TEXHUKA OKCIUIOMTOB (a TOM 4HCJIEe OCKalaldio TpuBWiIernii — privilege

NOAACPIKUBATD KJIaCTCpU3aluro JJIA obecrnieueHUs

The Anti-virus application should prevent access to malicious websites
and stop incoming malicious files.

The Anti-virus application must be able to verify SSL encrypted
traffic.

The solution should provide SSL (inbound/outbound traffic)
inspection functionality.

The solution must integrate with Sandboxing (inspection - in the cloud
or on a dedicated local device) by purchasing an additional license.
The sandbox feature should provide protection against zero-day
attacks, as well as unknown malware - providing protection until static
signatures appear to protect against such threats.

Implementation topology:

Supports network based sandbox mode.

Support for in-line (bridge mode).

Support for Mail Transfer Mode (MTA).

Supports mirror port mode (TAP/SPAN port).

The solution must not contain a separate infrastructure to protect the
mail and the web.

The solution must support clustering to ensure fault tolerance.

The solution must emulate executable files, archives, documents
including Java and flash.

The emulation engine must support a variety of operating systems,
such as XP and Windows 7, including specially configured images.
The emulation engine should inspect, emulate, prevent and transmit
events to the anti-malware infrastructure.

The solution should provide emulation of files both small and larger
than 10Mbytes.

The solution must detect attacks at the executable execution stage (i.e.
before the shell code is launched and the malware code itself is
loaded/executed.

The solution must detect ROP (return oriented programming) and other
exploit techniques (including privilege escalation) by monitoring the
execution of the CPU instruction sequence.

The solution should provide link scanning inside email messages to
protect against zero-day attacks as well as unknown malware.

The solution should contain the means to combat the methods of
detecting the performance in the "sandbox".
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exploitation) mMMOCpPEeICTBOM MOHHMTOPHHTA BBITIOJIHEHHUS IOCIEA0BATEIBHOCTH
MHCTPYKLUI LEHTPAIBHOTO IIPOLECCOpPA.

Pemenne pomkHO oOecreynBaTh CKAaHUPOBAHHME CCHUIOK BHYTPH IOYTOBBIX
cooOmieHuit anst 3amuTel oT atak HyneBoro nHs (0-day attacks), a Takxke oT
Hen3BecTHOTro 350BpeaHoro [10.

Pemenue momKkHO conmepkaTh cpeicTBa OOpPbOBI ¢ METOIMKAMHU JAECTEKTUPOBAHHS
UCIIOJIHEHUS B «IIECOYHUIIEN.
Pemenne  nomkHO — oOecrieunBaTh
LEHTPATU30BAaHHOTO MEHEKMEHTA.
Pemenne MOMKHO TeHEPUPOBATH JETATBHBIA OTYET IO pe3yjbTaTaM aHaIn3a
Ka)KJI0T0 3apaKeHHOTo (haiiia.

Pemenue nomxHO oOecrneunBaTh YCTpPAaHEHHE Yrpo3 M yAaJleHUE ONACHOIO
COJIEP>KUMOT0, BKITFOUAsi aKTUBHBIA KOHTEHT U BCTPOCHHBIE OOBEKTHI.

Pemenue nomkHO obecnieunBaTh PEKOHCTPYUPOBAHHE (PAiJIOB C HCIIOIB30BAaHUEM
0€30MAaCHBIX AIEMEHTOB.

Pemenne momkHO oOecrieumBaTh THOKHE  HACTPOMKH IO  TOJACPKKE
opuruHanpbHOro Qopmara (aiioB M yKa3aHHs Te€X BUAOB KOHTEHTA, KOTOPBIHA
JIOJKEH OBITh yJlaleH.

Pemenue nomkHO o0ecrieuuTh BO3MOXKHOCTD MOJTyYEHHsI OpUTHHaja ¢aiina nocie
OIMYJISIIIAN Yepe3 MopTall caMOOOCITy)KUBaHUS 0e3 MOIKITIOYEHUS aJIMUHUCTPATOpa
CHCTEMBI.

Pemenune nomkHo obecneunBaTh (QyHKIMOHaN Anti-Spam u be3onacHoctu
3JIEKTPOHHOMN MOYTHI.

Pemenue nomkuo obecnieunBats pynkuronan [IPSEC VPN.

HomxkHa ObiTh moanepxka BHyTpeHHero CA (Certificate Authority), a Taxke
BHEUIHUX cTOpoHHUX CA.

Pemenue nomxno nognepxusatrs 3DES u AES-256 mmdposanue ams IKE ¢assr |
u Il IKEv2, a takxke "Suite-B-GCM-128" u "Suite-B-GCM-256" mis dazer 11.
Pemenne n0KHO MOANEpXKHUBAaTh Kak MUHUMYM cienyrouie rpynnsl Diffie-
Hellman: I'pynna 1 (768 6ur), ['pynmna 2 (1024 6ut), ['pynna 5 (1536 6uT), 'pynna
14 (2048 6ur), I'pynna 19 u I'pynna 20

Pemrenune momkHO moaiepKUBaTh 00eCTieYeHHE IIEIOCTHOCTH IAaHHBIX CPEICTBAMHA
md5, shal SHA-256, SHA-384 u AES-XCBC

Pemenne nomxHO BKIIOUaTh B ceOs momnepkky st VPN Ttuma site-to-site B
CIICAYIOIIUX TOMOJOTHSX:

[TonHOCBsI3HAS CEeTh (BCE-CO-BCEMU);

3Be3no000paszHas ceTh (yaaneHHbIe OUCH K IEHTPAITBHOMY CalTy);

BO3MOXXHOCTb YIIpaBJICHUA UM C

The solution must be able to manage it from a central management
point of view.

The solution should generate a detailed report on the results of each
infected file.

The solution must eliminate threats and remove dangerous content,
including active content and embedded objects.

The solution should allow for the reconstruction of files using secure
elements.

The solution should provide flexible settings to support the original file
format and specify the types of content to be removed.

The solution should make it possible to receive the original file after
emulation through a self-service portal without administrator
connection.

The solution must provide Anti-Spam and email security functionality.
The solution must provide IPSEC VPN functionality.

There should be support for an internal CA (Certificate Authority) as
well as external third party CAs.

The solution must support 3DES and AES-256 encryption for phase |
and Il IKEv2 as well as "Suite-B-GCM-128" and "Suite-B-GCM-256"
for phase II.

The decision must support at least the following Diffie-Hellman
groups: Group 1 (768 bits), Group 2 (1024 bits), Group 5 (1536 bits),
Group 14 (2048 bits), Group 19 and Group 20.

The solution should support md5, shal SHA-256, SHA-384 and AES-
XCBC data integrity.

The solution must include support for VPNs like site-to-site in the
following topologies:

Fully connected network (all of them);

Star network (remote offices to the central site);

Fan network (remote site through a central site to another remote site);
Have the opportunity to purchase a license for DLP functionality. DLP
functionality should provide control over confidential information
leaks via SMTP, FTP, HTTP, HTTPS, TLS and webmail, the ability to
decrypt SSL traffic should be supported. The ability to identify
sensitive documents by predefined templates or by watermarked
documents must be supported. The system must support over 500 file

types;
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BeepHas ceTh (yaaJeHHBIN CAalT Yepe3 MEHTPaIbHbIN CalT Ha APYrod ynaaeHHbIN
cauT);

HNmeTh BO3MOXHOCTH TPHOOpETeHUS ulleH3nH Ha hyHKIroHan DLP. dynkmuonan
DLP nomken o0ecrnednBaTh KOHTPOJIb 3a YTEYKOW KOH(HICHIIUAIHHOU
nHpopmanuu mo nporokosam SMTP, FTP, HTTP, HTTPS, TLS u Be6-moure,
JOJDKHA TIOJIEP’KUBATHCS BO3MOXKHOCTH pacmudpoBku SSL-tpaduka. JlomkHa
MOJEPKUBATHCS BO3MOXKHOCTh OIpeeeHs] KOH(GUICHINATbHBIX JTOKYMEHTOB
0 MPEAHACTPOCHHBIM MIA0JI0OHAM HMITU TI0 METKE JOKYMEHTOB BOJISTHBIMHU 3HAKAMHU.
Cucrema nospkHa nojaepkuBarh 6osee S00 TUoB (haiiios;

AnnapartHbie U padouue TpeOOBAHUS K LLIIO3Y.

®opm-daxTop He Oosiee 1U.

[IponykTuBHBIE ceTeBble MHTEPPEHCH (MUHUMAIbHBIE TPEOOBAHMUS):

6x1 I'6ut/c mennbie Ethernet.

4x1 I'éut/c ontrueckue noptsl SFP

4x SR SFP TtpancuBepos

ITponycknas cioco6nocts IPS: Mmunnmym 2.9 I'6ut/c.

[Tponycknas ciocoonocts Firewall: Muaumym 15 I'out/c.

ITponycknas ciocoonocts NGFW (¢ aktuBHpoBaHHBIM (pyHKIIMOHANIOM Firewall,
Application Control u IPS): Mmunumym 2.5 I'Gut/c.

ITponycknas cioco6HocTh Threat Prevention (¢ akTHBUPOBaHHBIM ()YHKIIMOHAJIOM
Firewall, Application Control, URL Filtering, IPS, Antivirus, Anti-Bot u o6naunas
«recoyHunay): Muaumym 1.1 I'éut/c.

OnHOBpeMEHHBIE COSAMHEHUS: MUHUMYM 3,2 MUJITHOHA.

Hossle coenunenus: muanmyM 120 000 B cexyHny.

JlokanbHOE AMCKOBOE mpocTpaHcTBO: HE MeHee 1x1 TB HDD.

O3V: ne menee 16 I'G.

He menee 1 6nok nuranus AC (AC 250V 50Hz)

IHoanep:xkka n noanMcKa.
TexHnueckas moaaep/KKa v MOJMUCKN OT IPOU3BOJUTEINS CPOKOM Ha 3 roaa, 9x5,
rapaHTHPOBAHHOE BpeMs peaklnu — 4 yaca.

Hardware and working requirements for the gateway.

The form factor is not more than 1U.

Productive network interfaces (minimum requirements):

6x1 Gbps copper Ethernet.

4x1 Gbps optical SFP ports

4x SR SFP transceivers

IPS bandwidth: minimum 2.9 Gbps.

Firewall bandwidth: minimum 15 Gbps.

NGFW throughput (with Firewall, Application Control and IPS
activated): minimum 2.5 Gbps.

Throughput Threat Prevention (with Firewall, Application Control,
URL Filtering, IPS, Antivirus, Anti-Bot, and cloud sandbox activated):
minimum 1.1 Gbps.

Simultaneous connections: minimum 3.2 million.

New connections: minimum 120,000 per second.

Local disk space: at least 1x1 TB HDD.

RAM: at least 16 GB.

At least 1 AC power supply (AC 250V 50Hz)

Support and subscription.
Technical support and subscriptions from the manufacturer for 3
years, 9x5, guaranteed reaction time - 4 hours.
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Attachment #13 to Specification \
IIpunioxenne Nel3 k Texuuueckomy 3agaHuI0

TpedoBanus k (aiipBoJ1y cileyI0LIero NOKOJeHHUS - KOJNYEeCTBO 2 IITYK (THI
FWRS)

O61mme TpedoBaHMS

[Imr03 6e30macHOCTH JIOJDKEH UCTIOIh30BaTh KOHTPOIb COCTOSHUS COSAMHECHMI Ha
OCHOBE JICTAJM3WPOBAHHOIO aHAJIM3a CBSI3U U COCTOSIHMSI TMPUIOKEHHS IS
OTCJIC)KUBAHUS U YIIPABJICHUS CETEBBIM IIOTOKOM.

Pemenue nomxno nonnepxkusate DHCP, cepsep u relay.

Pemenue nomkuo nonnepxxkusats HTTP & HTTPS proxy.

Pemenne nomxHO moaaepKuBath GyHKIIMOHAT reVerse proxy.
Pemenne momKHO BKIOYATH B ce0S BO3SMOXKHOCTH PabOTHI
Transparent/Bridge.

Pemenwue nomkHO oaaepkuBaTh padoty Ha 2 ypoBHe Mozenu OS] (pexum bridge).
Pemenue nomxuo moanepxkusath Firewall, IPS, URL-dunbrpanuto, DLP, Antibot,
Antivirus, Ynpasnenue npuioxkeHusimu, nacnekiuo HTTPS, Identity Awareness
u Sandboxing B pexxume bridge.

Pemenre momkHO momiepkuBath Kiactepu3anuio Active/Standby B pexume
bridge.

Pemenvie 10KHO TOAIEPIKUBATE BRICOKYIO JOCTYITHOCTD ITUTIO3a U PACTIPE/ICIICHNE
Harpy3kd C CHHXPOHH3AIMEel COCTOSIHMII CETeBhIX COeAMHEHUU. B pexume
BBICOKOW JIOCTYITHOCTH HWJIM PEXKHUME pacHpeeNieHuss Harpy3Kd JIOJDKHO
MOJIEP>KUBATHCSA A0 8 y3JI0B KIIacTepa.

Pemenne nOMmKHO TOIACPKUBATH BUPTYATU3ANHIO U032 OE30MACHOCTH IS
KOHCONUJAIMA HECKOJIbKHX BHUPTYANbHBIX IIIIO30B HA OJHOM (DHU3HUYECKOM
YCTPOMCTBE.

[To yMmomuaHuiO, TOMKHO TMOAAEPKUBATHCS 2 BHUPTyalbHBIE CHCTEMBI, a C
MPUMEHEHUEM JOMOJHUTEIIbHON JHUIEH3UN JIOJDKHO ToaaepkuBaTbess A0 20
BUPTYaIbHBIX IITI030B HA OAHOM (DU3MUECKOM IILITIO3E.

CereBble BO3MOXHOCTH: pEIICHHE JIOJDKHO TIOJJICPKUBATH BUPTYaJIbHBIC
KOMMYTATOPbI U BUPTYaTbHBIE MAPIIPYTU3ATOPHI 7151 KOH(OUTYPHPOBAHUS CETEBBIX
KOMMYHHKAITUH MKy BUPTYaTbHBIMUA CUCTEMaMH (BUPTYATbHBIMH IILTIO3aMH).
D¢ dexTuBHOE 0OecTieueHNE OE30MACHOCTH: KaXKAbIi BUPTYAIbHBIN IIUTIO3 OJKEH
UMETh BO3MOXHOCTh 3allyCKa CBOETO COOCTBEHHOro Habopa CEepBHUCOB
O0e3onacHocTH. Hampumep, onuH BUPTyanbHBIM 1UTIO3 pabdoTtaeT kak Firewall,

B pEXHUME

Requirements for the next generation firewall — quantity 2 pcs
(FWRS type)

General requirements

The Security Gateway should use link state monitoring based on
detailed link and application analysis to monitor and control network
flow.

The solution must support DHCP, server and relay.

The solution must support HTTP & HTTPS proxy.

The solution must support reverse proxy functionality.

The solution must include the ability to work in Transparent/Bridge
mode.

The solution must support layer 2 of the OSI model (bridge mode).
The solution must support Firewall, IPS, URL filtering, DLP,
Antibot, Antivirus, Application Management, HTTPS inspection,
Identity Awareness and Sandboxing in bridge mode.

The solution must support Active/Standby clustering in bridge mode.
The solution must support high gateway availability and load
balancing with synchronized network connection states. In high
availability mode or load balancing mode, up to 8 cluster nodes must
be supported.

The solution must support security gateway virtualization to
consolidate multiple virtual gateways on a single physical device.

By default, 2 virtual systems must be supported, and with an
additional license, up to 20 virtual gateways must be supported on a
single physical gateway.

Networking capabilities: The solution must support virtual switches
and virtual routers to configure network communications between
virtual systems (virtual gateways).

Effective security: Each virtual gateway must be able to run its own
set of security services. For example, one Virtual Gateway works as
Firewall, one Virtual Gateway works as Firewall and IPS, one Virtual
Gateway works as Firewall, IPS, Application Control, URL Filtering,
and so on.
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Bropoii — kak Firewall u IPS, tpetuit — Firewall, IPS, Application Control, URL
Filtering, u Tak nanee.

Boigenenue  pecypcoB:  pelieHHe — JIOJDKHO — OOecneuMBaTh — YIpaBlICHUE
BBIYUCIIUTEILHBIMU MOIIHOCTSIMU, TAPAaHTHPYS, YTO KaXKAas BUPTyaJbHasl CUCTEMa
MOJIYYUT TO KOJMYECTBO IMPOIECCOPHONH MOIIHOCTH U OMNEPATUBHOM IMaMATH,
KOTOpast He00XO0AMMa ISl BBITIOJTHEHUS ee 3aj1au.

Pemenue nomkHo obecriedynBaTh MoaaepxkKy IPvo.

Perrenue n1omKHO MOIEPKUBATH MOJUTUKY, OCHOBaHHYIO Ha QOS.

Pemenne nOMKHO MO3BOJSATH TApaHTHPOBATh WM OTPAaHUYMBATH IPOIYCKHYIO
CIIOCOOHOCTh W YIPABISTH 3aACPKKOM nysi ompeneneHHoro [P ucrounuka, IP
MyHKTa Ha3HAUEHUS WIH CEPBHCA.

Pemrenue 10KHO UMETH BOZMOKHOCTB ITPOU3BOJILHOTO MTpUMEHEHH rpaBmi QoS
s VPN tpaduxa.

Pemenne momxHO obecneunBath ¢GyHkuunonan IPS (cuctembl mpemoTBpamieHus
BTOP)KCHHH ).

Cucrema IPS nomkHa OCHOBBIBaThCSI Ha CIEAYIOLIUX MEXaHU3MaX OOHApPYKEHUS:
UCIOJIb30BaHNUE CUTHATYp, OTCJICKUBAHHE aHOMAIWW MPOTOKOJIOB, YIpPaBIICHUE
MPUIIOKECHUSIMHU 1 OOHApy>KEHHE HAa OCHOBE TIOBEICHHUSI.

Pemenue nomxHo obecnednBath QyHKIIMOHAN VaeHTH(UKAIIMY [TOJIb30BaTEEH.
JlomkHO OBITH CTOCOOHO K COOPY UIEHTU(PUKATOPOB MOJTH30BATEIEH TTOCPECTBOM
3ampoca Microsoft Active Directory Ha ocHOBe cOOBITHIT 0€301MacCHOCTH.

JIOJDKHO MMETh METOJl ayTeHTU(UKAIMH WACHTH(PHUKATOpa TOJIh30BATENS Ha
OCHOBe Opay3epa JUIsl HeZJOMEHHBIX MOJIb30BaTeNeN MM KOMITBIOTEPOB.

JIOJDKHO MMETh CHEeNHaIbHOTO areHTa, KOTOPHI MOXET OBITh YCTaHOBJIEH IO
MOJIUTUKE Ha KOMIIBIOTEpax IMOJb30BaTeiae, U KOTOPBIH MOXKET coOupaTrh MU
nepeaaBaTh NACHTH(PHUKATOPHI Ha IUTI03 0€30MacCHOCTH.

Pemenue nomxkHo obecrieunBarh (YHKIMOHAN YTIPaBJIEHUS NPHIOKEHUSIMH U
URL-¢dunpTpanuu.

ba3a naHHBIX ymnpaBieHUS NPUIIOKEHUSMHU JOJDKHA conaepxkarb csbime 8000
W3BECTHBIX MTPHUIIOKCHUH.

Pemenue nomkHO obecrieunBaTh JeTajdbHBIN KOHTPOJIb 0€30MAaCHOCTH MHUHUMYM
g 250000 Web 2.0 BumkeToB.

Pemenne nomkno obecneunBate URL kareropusaiuto, Brirodariy 6omee 200
munonoB URL.

Pemenne nomkHo obecrieunBarh GpyHKimoHan Anti-Bot u Anti-Virus.
[Tpunoxenue Anti-bot m0/KHO OBITH CIIOCOOHO OOHAPYKUTh W OCTAHOBHTH
MOJI03PUTENILHOE AaHOPMAaJIbHOE CETEBOE MOBEACHHUE.

Allocation of resources: The solution must provide computational
power management, ensuring that each virtual system gets the
amount of processor power and RAM needed to perform its tasks.
The solution must support IPv6.

The solution must support a policy based on QoS.

The solution must be able to guarantee or limit bandwidth and
manage latency for a specific IP source, destination IP or service.
The solution must be able to randomly apply QoS rules to VPN
traffic.

The solution must provide IPS (intrusion prevention system)
functionality.

The IPS system should be based on the following detection
mechanisms: use of signatures, tracking of protocol anomalies,
application management and behavioral based detection.

The solution must provide user identification functionality.

Must be able to collect user IDs by requesting Microsoft Active
Directory based on security events.

Must have a browser-based method of authenticating user ID for non-
domain users or computers.

There must be a special agent that can be installed by policy on the
users' computers, and that can collect and pass IDs to the security
gateway.

The solution must provide application management functionality and
URL filtering.

The Application Management Database must contain over 8000
known applications.

The solution must provide detailed security control for at least
250000 Web 2.0 widgets.

The solution must provide URL categorization, which includes more
than 200 million URLs.

The solution must provide Anti-Bot and Anti-Virus functionality.
The Anti-bot application must be able to detect and stop suspicious
abnormal network behavior.

The Anti-Bot application must use a multi-layered discovery
mechanism that includes IP, URL and DNS reputation and bot
discovery via communication protocol templates.

The Anti-virus application should prevent access to malicious
websites and stop incoming malicious files.
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[Ipunoxxenue Anti-Bot M0MKHO HCMOIB30BaTh MHOTOYPOBHEBBIH MEXaHHU3M
oOHapyeHHs, KOoTopblii Bkmowdaer penyramuio [P, URL u DNS anpecoB u
oOHapyxeHre 00TOB MO MIA0JIOHAM MTPOTOKOJIOB CBS3H.

[Tpunoxxenne Anti-virus JOJDKHO MPEAOTBpAIIaTh JOCTYI K BPEIOHOCHBIM BeO-
caiiTaM M OCTaHABJIMBATh BXOJSIINE BPEIOHOCHBIC (Daiiiibl.

[Tpunoxxenue Anti-virus JOKHO OBITH CIOCOOHO MPOBEPSTH MHPpoBaHHBIA SSL
Tpaduk.

Pemenne nomxHo oOecrneunBarh (yHKIMOHan uHcnekuuun SSL (Bxomsmero /
ucxosIero Tpaduka).

Pemenue 10KHO HHTETPUPOBATHCS C «TecouHuIei» - Sandboxing (MHCTIEKIUS —
B 00JIake WJIM Ha BBIJICJICHHOM JIOKQJIBHOM YCTPOMCTBE) IMyTEeM MPHOOPETCHUS
JOTIOJTHUTEIbHON JTMLIEH3UH.

OyHKIIMOHA «ITECOYHHIIB JOJDKEH 00€CIeUnBaTh 3aIIUTy OT aTaK HYJIEBOTO JIHS
(0-day attacks), a Takke OT Heu3BecTHOTO 3710BpeaHOr0 [10 — 0OecneunBas 3aumUTy
B TICPUO/T JIO MOSBJIICHUS CTATUYECKUX CUTHATYP, 3alMINAIOIINX OT TAKUX YIPO3.
Tonosorus BHEAPEHUS:

[Tognepxka pexxuma ceTeBOl «rmecouHuIb» (network based).

[Moxnepxka pexxuma urnaiin (bridge mode).

[Moanepxka pexuma moutoBoro areira (Mail Transfer Mode, MTA).

[Tonnepxka pexxuma 3epkanbHoro nopra (TAP/SPAN nopr).

Pemenne He OMKHO coaepXkaThb pa3lelibHYI0 HHPPACTPYKTYpY Ul 3aIlUTHI
MOYTHI U BeOa.
Pemienne  momxHO
OTKa30yCTOWYHUBOCTH.
Pemienne nOMKHO SMyNUpOBaTH MCHOJHSAEMbIE (ailiibl, apXWUBbI, JTOKYMEHTHI,
BKutouast Java u flash.

JIBIDKOK SMYJISIIIMU JOJDKEH MOJIEP)KUBATh Pa3IMYHbIE ONEpPallMOHHbIE CUCTEMBI,
Hanpumep, XP u Windows 7, B TOM uucie U crieuaibHO HACTPOCHHBIE 00pasbl.
JIBIDKOK SMYJSALIMU JOJDKEH WHCIEKTHPOBATh, AMYJIHMPOBATh, MPEAOTBpPAIIATh U
nepeiaBaTh COOBITHS B HHPPACTPYKTYpY 3aIUTHI OT 3710Bpeanoro I10.

Pemenue nomkHO obecnieunBaTh SMYJISALUIO (paiiioB Kak HEOOJBIIOTO pa3Mepa, Tak
1 pazmepoM cBbitie 10MOaiT.

Pemenne 1OMKHO JETEKTHPOBATh aTakd Ha CTaJMU BBIOJHEHUS HKCIOWTa
(exploitation) — T.e. M0 TOro Kak 3amycKaeTcs IIEII-KOJ W OCYIIECTBIISCTCS
3arpy3Ka/ucrosHeHue caMmoro koja 31oBpenHoro I10.

Pemenune nomxHo nerektupoBaTh ROP (return oriented programming) u npyrue
TEXHUKA OKCIUIOMTOB (a TOM 4HCJIEe OCKalaldio TpuBWiIernii — privilege

NOAACPIKUBATD KJIaCTCpU3aluro JJIA obecrnieueHUs

The Anti-virus application must be able to verify SSL encrypted
traffic.

The solution should provide SSL (inbound/outbound traffic)
inspection functionality.

The solution must integrate with Sandboxing (inspection - in the
cloud or on a dedicated local device) by purchasing an additional
license.

The sandbox feature should provide protection against zero-day
attacks, as well as unknown malware - providing protection until
static signatures appear to protect against such threats.
Implementation topology:

Supports network based sandbox mode.

Support for in-line (bridge mode).

Support for Mail Transfer Mode (MTA).

Supports mirror port mode (TAP/SPAN port).

The solution must not contain a separate infrastructure to protect the
mail and the web.

The solution must support clustering to ensure fault tolerance.

The solution must emulate executable files, archives, documents
including Java and flash.

The emulation engine must support a variety of operating systems,
such as XP and Windows 7, including specially configured images.
The emulation engine should inspect, emulate, prevent and transmit
events to the anti-malware infrastructure.

The solution should provide emulation of files both small and larger
than 10Mbytes.

The solution must detect attacks at the executable execution stage
(i.e. before the shell code is launched and the malware code itself is
loaded/executed.

The solution must detect ROP (return oriented programming) and
other exploit techniques (including privilege escalation) by
monitoring the execution of the CPU instruction sequence.

The solution should provide link scanning inside email messages to
protect against zero-day attacks as well as unknown malware.

The solution should contain the means to combat the methods of
detecting the performance in the "sandbox".
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exploitation) mOCpPeICTBOM MOHHTOPHHTA BBITIOJIHEHHS IOCIIEI0BATEILHOCTH
MHCTPYKLUI LEHTPAIBHOTO IIPOLECCOpPA.

Pemenne pomkHO oOecreynBaTh CKAaHUPOBAHHME CCHUIOK BHYTPH IOYTOBBIX
cooOmieHuit anst 3amuTel oT atak HyneBoro nHs (0-day attacks), a Takxke oT
Hen3BecTHOTro 350BpeaHoro [10.

Pemenue momkHO comepkaTh cpeacTBa OOpPHOBI C METOIMKAMHU JETEKTUPOBAHHS
UCIIOJIHEHUS B «IIECOYHUIIEN.
Pemenne  nomkHO — oOecrieunBaTh
LEHTPATU30BAaHHOTO MEHEKMEHTA.
Pemenne MOMKHO TeHEPUPOBATH JETATBHBIA OTYET IO pe3yjbTaTaM aHaIn3a
KaXKJI0T0 3apakeHHOTro (aiina.

Pemenue nomxHO oOecrneunBaTh YCTpAaHEHHE Yrpo3 M YAaJE€HUE OIACHOTO
COJIEP>KUMOT0, BKITFOUAsi aKTUBHBIA KOHTEHT U BCTPOCHHBIE OOBEKTHI.

Pemenue nomkxHo oOecrieunBaTh peKOHCTPYHUPOBaHUE (DANIOB C MCIIOJIB30BaHUEM
0€30MAaCHBIX AIEMEHTOB.

Pemenue nmomkHO oOecneywBaTh TMOKHE  HACTPOMKH MO TMOJIEPKKE
opuruHanpbHOro Qopmara (aiioB M yKa3aHHs Te€X BUAOB KOHTEHTA, KOTOPBIHA
JIOJKEH OBITh yJlaleH.

Pemenue nomkHO o0ecrieuuTh BO3MOXKHOCTD MOJTyYEHHsI OpUTHHaja ¢aiina nocie
OIMYJISIIIAN Yepe3 MopTall caMOOOCITy)KUBaHUS 0e3 MOIKITIOYEHUS aJIMUHUCTPATOpa
CHCTEMBI.

Pemenune pnomkHOo obecneuuBaTh (QyHKHMOHaN Anti-Spam u be3omnacHoctu
3JIEKTPOHHOMN MOYTHI.

Pemenue nomkuo obecnieunBats pynkuronan [IPSEC VPN.

HomxkHa ObiTh moanepxka BHyTpeHHero CA (Certificate Authority), a Taxke
BHEUIHUX cTOpoHHUX CA.

Pemenue nomxno nognepxusatrh 3DES u AES-256 mmdposanue ams IKE ¢assr [
u Il IKEv2, a takxke "Suite-B-GCM-128" u "Suite-B-GCM-256" mis dazer 11.
Pemenne n0KHO MOANEpXKHUBAaTh Kak MUHUMYM cienyrouie rpynnsl Diffie-
Hellman: I'pynna 1 (768 6ur), ['pynna 2 (1024 6urt), ['pynna 5 (1536 6ut), I'pynmna
14 (2048 6ur), I'pynna 19 u I'pynna 20

Pemrenune momkHO moaiepKUBaTh 00eCTieYeHHE IIEIOCTHOCTH IAaHHBIX CPEICTBAMHA
md5, shal SHA-256, SHA-384 u AES-XCBC

Pemenne nomxHO BKIIOUaTh B ceOs momnepkky st VPN Ttuma site-to-site B
CIICAYIOIIUX TOMOJOTHSX:

[TonHOCBsI3HAS CETh (BCE-CO-BCEMU);

3Be3m000pa3zHas ceTh (yaaneHHbIe OUCH K IEHTPAIBHOMY CaiTy);

BO3MOXXHOCTb YIIpaBJICHHUA UM C

The solution must be able to manage it from a central management
point of view.

The solution should generate a detailed report on the results of each
infected file.

The solution must eliminate threats and remove dangerous content,
including active content and embedded objects.

The solution should allow for the reconstruction of files using secure
elements.

The solution should provide flexible settings to support the original
file format and specify the types of content to be removed.

The solution should make it possible to receive the original file after
emulation through a self-service portal without administrator
connection.

The solution must provide Anti-Spam and email security
functionality.

The solution must provide IPSEC VPN functionality.

There should be support for an internal CA (Certificate Authority) as
well as external third party CAs.

The solution must support 3DES and AES-256 encryption for phase |
and 11 IKEv2 as well as "Suite-B-GCM-128" and "Suite-B-GCM-
256" for phase II.

The solution must support at least the following Diffie-Hellman
groups: Group 1 (768 bits), Group 2 (1024 bits), Group 5 (1536 bits),
Group 14 (2048 bits), Group 19 and Group 20.

The solution should support md5, shal SHA-256, SHA-384 and
AES-XCBC data integrity.

The solution must include support for VPNs like site-to-site in the
following topologies:

Fully connected network (all of them);

Star network (remote offices to the central site);

Fan network (remote site through a central site to another remote
site);

Have the opportunity to purchase a license for DLP functionality.
DLP functionality should provide control over confidential
information leaks via SMTP, FTP, HTTP, HTTPS, TLS and
webmail, the ability to decrypt SSL traffic should be supported. The
ability to identify sensitive documents by predefined templates or by
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BeepHas ceTh (yaaJeHHBIN CAalT Yepe3 MEHTPaIbHbIN CalT Ha APYrod ynaaeHHbIN
cauT);

HNmeTh BO3MOXHOCTH TPHOOpETeHUS ulleH3nH Ha hyHKIroHan DLP. dynkmuonan
DLP nomken oOecniednBaTh KOHTPOJb 3a YTEUKOW KOHQPUACHIIMATHLHOU
nHpopmanuu mo nporokosam SMTP, FTP, HTTP, HTTPS, TLS u Be6-moure,
JOJDKHA TIOJIEP’KUBATHCS BO3MOXKHOCTH pacmudpoBku SSL-tpaduka. JlomkHa
MOJEPKUBATHCS BO3MOXKHOCTh OIpeeeHs] KOH(GUICHINATbHBIX JTOKYMEHTOB
0 MPEAHACTPOCHHBIM MA0JI0OHAM HITH TI0 METKE JOKYMEHTOB BOJISTHBIMH 3HAKAMHU.
Cucrema nospkHa nojaepkuBarh 6osee S00 TUoB (haiiios;

AnnapartHbie U padouue TpeOOBAHUS K LLIIO3Y.

®opm-daxTop He Oosiee 1U.

[IponykTuBHBIE ceTeBble MHTEPPEHCH (MUHUMAIbHBIE TPEOOBAHMUS):

6x1 I'6ut/c mennbie Ethernet.

4x1 I'éut/c ontrueckue noptsl SFP

4x SR SFP TtpancuBepos

ITponycknas cioco6Hocts IPS: Munnmym 2.3 I'6ut/c.

[Tponycknas ciocoonocts Firewall: Muaumym 14 I'out/c.

ITponycknas ciocoonocts NGFW (¢ aktuBHpoBaHHBIM (pyHKIIMOHANIOM Firewall,
Application Control u IPS): munumym 2 I'Out/c.

ITponycknas cioco6HocTh Threat Prevention (¢ akTHBUPOBaHHBIM ()YHKIIMOHATIOM
Firewall, Application Control, URL Filtering, IPS, Antivirus, Anti-Bot u o6naunas
«ecoYHUIIa»): MUHUMYM 1 I'6uTt/c.

OnHOBpeMEHHBIE COSAMHEHUS: MUHUMYM 3,2 MUJITHOHA.

Hossle coenunenusa: muanmyM 110 000 B cexyHny.

JlokanbHOE AMCKOBOE mpocTpaHcTBO: HE MeHee 1x1 TB HDD.

O3V: ne menee 16 I'6.

He menee 1 6nok nuranus AC (AC 250V 50Hz)

Moanep:xkka u moanmMcKa.

TexHuyeckas noaiepKKa U MOAMUCKH OT MPOU3BOAUTENS CPOKOM Ha 3 roja, 9xS5,
rapaHTHPOBAaHHOE BpeMs peakuuu — 4 yaca.

watermarked documents must be supported. The system must support
over 500 file types;

Hardware and working requirements for the gateway.

The form factor is not more than 1U.

Productive network interfaces (minimum requirements):

6x1 Gbps copper Ethernet.

4x1 Gbps optical SFP ports

4x SR SFP transceivers

IPS bandwidth: minimum 2.3 Gbps.

Firewall bandwidth: minimum 14 Gbps.

NGFW throughput (with Firewall, Application Control and IPS
activated): minimum 2 Gbps.

Throughput Threat Prevention (with Firewall, Application Control,
URL Filtering, IPS, Antivirus, Anti-Bot, and cloud sandbox
activated): minimum 1 Gbps.

Simultaneous connections: minimum 3.2 million.

New connections: minimum 110,000 per second.

Local disk space: at least 1x1 TB HDD.

RAM: at least 16 GB.

At least 1 AC power supply (AC 250V 50Hz)

Support and subscription.

Technical support and subscriptions from the manufacturer for 3
years, 9x5, guaranteed reaction time - 4 hours.
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Attachment #14 to Specification \
Hpuioxenne Nel4 k TexuuueckoMy 3aJaHUIO

TpeooBanus k ¢paiipBoJIy cJIeayONIEro NOKOJEeHUs - KOJU4YecTBO 1 mTYyK (THII
FWUP)

OO0mme TpeboBaHUA

11103 6€30MacHOCTH TOJIKEH UCIIOIb30BaTh KOHTPOIb COCTOSIHUS COSAMHEHUN Ha
OCHOBE JICTAJIM3MPOBAHHOTO AaHAIM3a CBSA3M M COCTOSIHHS TPHIOKEHHS IS
OTCJIC)KUBAHUS U YIIPABJICHUS CETEBBIM IIOTOKOM.

Pemenwne momxHo moxnepxkusate DHCP, cepsep u relay.

Pewmenne nomxno nonnepxxusate HTTP & HTTPS proxy.

Pemenune 1omkHO MOAIEPKUBATh (DYHKIIMOHAI TEVErse proxy.
Pemenne A0MKHO BKIIOYATh B ce0S BO3MOXKHOCTH PabOTHI
Transparent/Bridge.

Pemenue nomkHo noaaepkuBaTh padoty Ha 2 ypoBHe mozenu OSI (pexxum bridge).
Pemenne nomkuao mognepxkusarek Firewall, IPS, URL-dunsrpanuro, DLP, Antibot,
Antivirus, Yopasnenue npunoxenusmu, uacnekiuo HTTPS, Identity Awareness
u Sandboxing B pexxume bridge.

Pemenue momkHO moamepxuBaTh Kiactepusanuio Active/Standby B pexime
bridge.

Pemmennie 101KHO MOAEPKUBATEH BBICOKYIO JOCTYITHOCT IIUTI03a U pacIpe/eieHre
HAarpy3kd C CUHXPOHM3AIMEH COCTOSHUN CETEBBIX COEAWHEHH. B pexume
BBICOKOW JIOCTYMHOCTH WM PEXKHUME paclpeeNieHduss Harpy3Ku JOJKHO
MOJIIEP KUBATHCS 110 § Y3JI0B KJacTepa.

Pemenne nomKHO TONAEpKUBATH BUPTYaATU3alUI0 U032 0€30MacHOCTU IS
KOHCOJIMJIAIINA HECKOJIbKAX BUPTYaJbHBIX IIIIO30B Ha OJHOM (PH3HUYECKOM
YCTPOMCTBE.

[To ymonuaHWIO, MOIKHO TOIACPKUBATHCS 2 BHPTYAJIbHBIE CHUCTEMBI, a C
MPUMEHEHHEM JOTIOJIHUTENbHON JIMIICH3UH JOJDKHO TMoanepKuBathess A0 20
BUPTYaJIBHBIX [IUTIO30B HAa OJTHOM (PH3MUYECKOM IIITIO3E.

CereBble BO3MOXHOCTH: pEIIEHHE JIOJDKHO TOJJIEPKUBATH BUPTYaJIbHbBIE
KOMMYTATOPbI U BUPTYaTbHBIC MAPIIPYTH3ATOPHI 111 KOHOUTYPHUPOBAHUS CETEBBIX
KOMMYHHKAITUI MKy BUPTYaTbHBIMUA CUCTEMaMH (BUPTYATbHBIMU IILTIO3aMH).
D¢ dexTuBHOE 0OecTieueHNE OE30MACHOCTH: KaXKAbIi BUPTYAIbHBIN IIUTIO3 OJKEH
UMETh BO3MOXHOCTh 3allycKa CBOEro COOCTBEHHOro Habopa CEpBHCOB
6e3onacHoctu. Hampumep, onuH BUpTyanbHbIM nuto3 paboraer kak Firewall,

B PCKUMC

Requirements for the next generation firewall - quantity 1 pcs
(FWUP type)

General requirements

The Security Gateway should use link state monitoring based on
detailed link and application analysis to monitor and control network
flow.

The solution must support DHCP, server and relay.

The solution must support HTTP & HTTPS proxy.

The solution must support reverse proxy functionality.

The solution must include the ability to work in Transparent/Bridge
mode.

The solution must support layer 2 of the OSI model (bridge mode).
The solution must support Firewall, IPS, URL filtering, DLP,
Antibot, Antivirus, Application Management, HTTPS inspection,
Identity Awareness and Sandboxing in bridge mode.

The solution must support Active/Standby clustering in bridge mode.
The solution must support high gateway availability and load
balancing with synchronized network connection states. In high
availability mode or load balancing mode, up to 8 cluster nodes must
be supported.

The solution must support security gateway virtualization to
consolidate multiple virtual gateways on a single physical device.
By default, 2 virtual systems must be supported, and with an
additional license, up to 20 virtual gateways must be supported on a
single physical gateway.

Networking capabilities: The solution must support virtual switches
and virtual routers to configure network communications between
virtual systems (virtual gateways).

Effective security: Each virtual gateway must be able to run its own
set of security services. For example, one Virtual Gateway works as
Firewall, one Virtual Gateway works as Firewall and IPS, one Virtual
Gateway works as Firewall, IPS, Application Control, URL Filtering,
and so on.
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Bropoii — kak Firewall u IPS, tpetuit — Firewall, IPS, Application Control, URL
Filtering, u Tak nanee.

Boigenenue  pecypcoB:  pemieHHe  JIOJDKHO — o0ecreuuBaTh  yIpaBliCHHE
BBIYUCIIUTEILHBIMU MOIIHOCTSIMH, TAPAHTHPYS, YTO KaXKAas BUPTyaJbHasi CUCTEMa
MOJIYYUT TO KOJMYECTBO IMPOIECCOPHONH MOIIHOCTH U OMNEPATUBHOM IMaMATH,
KOTOpast He00XO0AMMa ISl BBITIOJTHEHUS ee 3aj1au.

Pemenue nomkHo obecriedynBaTh MoaaepxkKy IPvo.

Perrenue nomkHO MOIEPKUBATH OJMTUKY, OCHOBaHHYIO Ha QOS.

Pemennie OMKHO TMO3BOJSATH TAPAaHTHPOBATh WM OTPAHUYMBATH IMPOITYCKHYIO
CIIOCOOHOCTh W YIPABISTH 3aACPKKOM nysi ompeneneHHoro [P ucrounuka, IP
MyHKTa Ha3HAUEHUS WIH CEPBHCA.

Pemrenue 10/KHO UMETH BO3MOKHOCTH IPOM3BOJILHOTO IpUMEHEeHHUs TipaBiil QoS
s VPN tpaduxa.

Pemenne momxHO obecneunBath ¢GyHkuunonan IPS (cuctemsl mpemoTBpamieHus
BTOP)KCHHH ).

Cucrema IPS nomkHa OCHOBBIBaThCSI Ha CIEAYIOLIUX MEXaHU3MaX OOHApPYKEHUS:
UCIOJIb30BaHNUE CUTHATYp, OTCJICKUBAHHE aHOMAIWW MPOTOKOJIOB, YIpPaBIICHUE
MPUIIOKECHUSMHU M 0OHApY>KEHUE HAa OCHOBE TIOBEJICHHUS.

Pemenue nomxHo obecnednBath QyHKIIMOHAN VaeHTH(UKAIIMY [TOJIb30BaTEEH.
JlomkHO OBITH CTOCOOHO K COOPY UIEHTU(PUKATOPOB MOJTH30BATEIEH TTOCPECTBOM
3ampoca Microsoft Active Directory Ha ocHOBe cOOBITHIT 0€301MacCHOCTH.

JIOJDKHO MMETh METOJ ayTeHTH(UKAIMH WACHTH(HKATOpa IOJNb30BaTeNls Ha
OCHOBe Opay3epa JUIsl HeZJOMEHHBIX MOJIb30BaTeNeN MM KOMITBIOTEPOB.

JIOJDKHO MMETh CHEeNHaIbHOTO areHTa, KOTOPHI MOXET OBITh YCTaHOBJIEH IO
MOJIUTUKE Ha KOMIIBIOTEpax IMOJb30BaTeiae, U KOTOPBIH MOXKET coOupaTrh MU
nepeaaBaTh WACHTH(PHUKATOPHI Ha IUTI03 0€30MacHOCTH.

Pemenue nomxkHo obecrieunBarh (YHKIMOHAN YTIPaBJIEHUS NPHIOKEHUSIMH U
URL-¢dunpTpanuu.

ba3a naHHBIX ymnpaBieHUS NPUIIOKEHUSMHU JOJDKHA conaepxkarb csbime 8000
W3BECTHBIX MTPHUIIOKCHUH.

Pemenue nomkHO obecnieunBaTh JETalbHBIM KOHTPOJIb 0E€30MAaCHOCTH MHUHUMYM
g 250000 Web 2.0 BumxeToB.

Pemenne nomkno obecneunBate URL kareropusaiuto, Brirodariy 6omee 200
munonoB URL.

Pemenne nomkHo obecrieunBarh GpyHKimoHan Anti-Bot u Anti-Virus.
[Tpunoxenue Anti-bot m0mKHO OBITH CIIOCOOHO OOHAPYKUTh U OCTAHOBHUTH
M0JI03PUTENIbHOE aHOPMAaJIbHOE CETEBOE MOBE/ICHHUE.

Allocation of resources: The solution must provide computational
power management, ensuring that each virtual system gets the
amount of processor power and RAM needed to perform its tasks.
The solution must support IPv6.

The solution must support a policy based on QoS.

The solution must be able to guarantee or limit bandwidth and
manage latency for a specific IP source, destination IP or service.
The solution must be able to randomly apply QoS rules to VPN
traffic.

The solution must provide IPS (intrusion prevention system)
functionality.

The IPS system should be based on the following detection
mechanisms: use of signatures, tracking of protocol anomalies,
application management and behavioral based detection.

The solution must provide user identification functionality.

Must be able to collect user IDs by requesting Microsoft Active
Directory based on security events.

Must have a browser-based method of authenticating user 1D for non-
domain users or computers.

There must be a special agent that can be installed by policy on the
users' computers, and that can collect and pass IDs to the security
gateway.

The solution must provide application management functionality and
URL filtering.

The Application Management Database must contain over 8000
known applications.

The solution must provide detailed security control for at least
250000 Web 2.0 widgets.

The solution must provide URL categorization, which includes more
than 200 million URLs.

The solution must provide Anti-Bot and Anti-Virus functionality.
The Anti-bot application must be able to detect and stop suspicious
abnormal network behavior.
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[Ipunoxxenue Anti-Bot M0MKHO HCMOIB30BaTh MHOTOYPOBHEBBIH MEXaHHU3M
oOHapyeHHs, KOoTopblii Bkmowdaer penyramuio [P, URL u DNS anpecoB u
oOHapyxeHre 00TOB MO MIA0JIOHAM MTPOTOKOJIOB CBS3H.

[Tpunoxenue Anti-virus IOMHKHO MPEAOTBPAIIATh JOCTYII K BPEIOHOCHBIM BeO-
caiiTaM M OCTaHABJIMBATh BXOJSIINE BPEIOHOCHBIC (Daiiiibl.

[Tpunoxxenue Anti-virus JOKHO OBITH CIOCOOHO MPOBEPSTH MHPpoBaHHBIA SSL
Tpaduk.

Pemenne nomxHo oOecrneunBarh (yHKIMOHan uHcnekuuun SSL (Bxomsmero /
ucxosIero Tpaduka).

Pemenue 10KHO HHTETPUPOBATHCS C «IecOUHUIEH» - Sandboxing (MHCTIEKIUS —
B 00JIake WJIM Ha BBIJICJICHHOM JIOKQJIBHOM YCTPOMCTBE) IMyTEeM MPHOOPETCHUS
JOTIOJTHUTEIbHON JTMLIEH3UH.

OyHKIIMOHA «ITECOYHHIIB JOJDKEH 00€CIeUnBaTh 3aIIUTy OT aTaK HYJIEBOTO JIHS
(0-day attacks), a Takke OT HeM3BeCTHOTO 3710BpeaHOr0 [10 — 0OecneunBas 3auuUTy
B TICPUO/T JIO MOSBJIICHUS CTATUYECKUX CUTHATYP, 3alMINAIOIINX OT TAKUX YIPO3.
Tonosorus BHEAPEHUS:

[Tognepxka pexxuma ceTeBOl «rmecouHuIb» (network based).

[Moxnepxka pexxuma urnaiin (bridge mode).

[Monnepskka pexxuma mouroBoro areHta (Mail Transfer Mode, MTA).

[Tonnepxka pexxuma 3epkanbHoro nopra (TAP/SPAN nopr).

Pemenne He OMKHO coaepXkaThb pa3lelibHYI0 HHPPACTPYKTYpY Ul 3aIlUTHI
MOYTHI U BeOa.
Pemienne  momxHO
OTKa30yCTOWYHUBOCTH.
Pemienue nOMKHO SMyNUpOBaTh MCHOJHSEMble (Dalibl, apXWBbI, JOKYMEHTHI,
BKutouast Java u flash.

JIBIDKOK SMYJISIIIMU JOJDKEH MOJIEP)KUBATh Pa3IMYHbIE ONEpPallMOHHbIE CUCTEMBI,
Hanpumep, XP u Windows 7, B TOM uucie U crieuaibHO HACTPOCHHBIE 00pasbl.
JIBIDKOK SMYJSALIMU JOJDKEH WHCIEKTHPOBATh, AMYJIMPOBATh, MPEAOTBpAILIaTh U
nepeiaBaTh COOBITHS B HHPPACTPYKTYpY 3aIUTHI OT 3710Bpeanoro I10.

Pemenue nomkHO obecnieunBaTh SMYJISALUIO (paiiioB Kak HEOOJBIIOTO pa3Mepa, Tak
1 pazmepoM cBbitie 10MOaiT.

Pemenne 1OMKHO [ETEKTHPOBATh aTakKM Ha CTaJAWM BBIIOJHEHHMS HKCIOHTa
(exploitation) — T.e. M0 TOro Kak 3amycKaeTcs IMIEII-KOJ W OCYIIECTBISCTCS
3arpy3Ka/ucrosHeHue caMmoro koja 31oBpenHoro I10.

Pemenune nomxHo nerektupoBaTh ROP (return oriented programming) u npyrue
TEXHUKA OKCIUIOMTOB (a TOM 4HCJIEe OCKalaldio TpuBWiIernii — privilege

NOAACPIKUBATD KJIaCTCpU3aluro JJIA obecrnieueHUs

The Anti-Bot application must use a multi-layered discovery
mechanism that includes IP, URL and DNS reputation and bot
discovery via communication protocol templates.

The Anti-virus application should prevent access to malicious
websites and stop incoming malicious files.

The Anti-virus application must be able to verify SSL encrypted
traffic.

The solution should provide SSL (inbound/outbound traffic)
inspection functionality.

The solution must integrate with Sandboxing (inspection - in the
cloud or on a dedicated local device) by purchasing an additional
license.

The sandbox feature should provide protection against zero-day
attacks, as well as unknown malware - providing protection until
static signatures appear to protect against such threats.
Implementation topology:

Supports network based sandbox mode.

Support for in-line (bridge mode).

Support for Mail Transfer Mode (MTA).

Supports mirror port mode (TAP/SPAN port).

The solution must not contain a separate infrastructure to protect the
mail and the web.

The solution must support clustering to ensure fault tolerance.

The solution must emulate executable files, archives, documents
including Java and flash.

The emulation engine must support a variety of operating systems,
such as XP and Windows 7, including specially configured images.
The emulation engine should inspect, emulate, prevent and transmit
events to the anti-malware infrastructure.

The solution should provide emulation of files both small and larger
than 10Mbytes.

The solution must detect attacks at the executable execution stage
(i.e. before the shell code is launched and the malware code itself is
loaded/executed.

The solution must detect ROP (return oriented programming) and
other exploit techniques (including privilege escalation) by
monitoring the execution of the CPU instruction sequence.
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exploitation) TOCpPEeICTBOM MOHHMTOPHHTA BBITIOJIHEHHS ITOCIIEI0BATEILHOCTH
MHCTPYKLUI LEHTPAIBHOTO IIPOLECCOpPA.

Pemenne pomkHO oOecreynBaTh CKAaHUPOBAHHME CCHUIOK BHYTPH IOYTOBBIX
cooOmieHuit anst 3amuTel oT atak HyneBoro nHs (0-day attacks), a Takxke oT
Hen3BecTHOro 3510BpeaHoro [10.

Pemenue momKHO conmepaTh cpencTBa OOpbOBI ¢ METOJUKAMH JIETEKTHPOBAHUS
UCIIOJIHEHUS B «IIECOYHUIIEN.
Pemenne  nomkHO — oOecrieunBaTh
LEHTPATU30BAaHHOTO MEHEKMEHTA.
Pemenne nOMKHO TEHEPUPOBATH JETANBHBIA OTYET IO pe3yiIbTaTaM aHaIHU3a
Ka)KJI0T0 3apaKeHHOTo (haiiia.

Pemenue nomxHO oOecrneunBaTh YCTpAaHEHHE Yrpo3 M YAaJE€HUE OIACHOTO
COJIEP>KUMOT0, BKITFOUAsi aKTUBHBIA KOHTEHT U BCTPOCHHBIE OOBEKTHI.

Pemenue nomkxHo oOecrieunBaTh peKOHCTPYHUPOBaHUE (DANIOB C MCIIOJIB30BaHUEM
0€30MacHbIX JIIEMEHTOB.

Pemenne momkHO oOecrieumBaTh THOKHE  HACTPOMKH IO  TOJACPKKE
opuruHanpbHOro Qopmara (aiioB M yKa3aHHs Te€X BUAOB KOHTEHTA, KOTOPBIHA
JIOJKEH OBITh yJlaleH.

Pemenue nomkHO o0ecrieuuTh BO3MOXKHOCTD MOJTyYEHHsI OpUTHHaja ¢aiina nocie
SIMYIISIIIAN Yepe3 MopTall caMOOOCITy)KUBaHUs 0e3 MOIKIIOYCHUS aIMUHUCTPATOPA
CHCTEMBI.

Pemenune pnomkHOo obecneuuBaTh (QyHKHMOHaN Anti-Spam u be3omnacHoctu
3JIEKTPOHHOMN MOYTHI.

Pemenue nomkuo obecnieunBats pynkuronan [IPSEC VPN.

HomxkHa ObiTh moanepxka BHyTpeHHero CA (Certificate Authority), a Taxke
BHEUIHUX cTOpoHHUX CA.

Pemenue nomxno nognepxusatrs 3DES u AES-256 mmdposanue ams IKE dassr [
u Il IKEv2, a takxke "Suite-B-GCM-128" u "Suite-B-GCM-256" mis dazer 11.
Pemenne n0KHO MOANEpXKHUBAaTh Kak MUHUMYM cienyrouie rpynnsl Diffie-
Hellman: I'pynna 1 (768 6ur), ['pynna 2 (1024 6urt), ['pynna 5 (1536 6ut), I'pynna
14 (2048 6ur), I'pynna 19 u I'pynna 20

Pemrenune momkHO moaiepKUBaTh 00eCTieYeHHE IIEIOCTHOCTH IAaHHBIX CPEICTBAMHA
md5, shal SHA-256, SHA-384 u AES-XCBC

Pemenne nomxHO BKIIOUaTh B ceOs momnepkky st VPN Ttuma site-to-site B
CIICAYIOIIUX TOMOJOTHSX:

[TonHOCBsI3HAS CEeTh (BCE-CO-BCEMU);

3Be3m000pa3zHas ceTh (yaaneHHbIe OUCH K IEHTPAIBHOMY CaiTy);

BO3MOXXHOCTb YIIpaBJICHHUA UM C

The solution should provide link scanning inside email messages to
protect against zero-day attacks as well as unknown malware.

The solution should contain the means to combat the methods of
detecting the performance in the "sandbox".

The solution must be able to manage it from a central management
point of view.

The solution should generate a detailed report on the results of each
infected file.

The solution must eliminate threats and remove dangerous content,
including active content and embedded objects.

The solution should allow for the reconstruction of files using secure
elements.

The solution should provide flexible settings to support the original
file format and specify the types of content to be removed.

The solution should make it possible to receive the original file after
emulation through a self-service portal without administrator
connection.

The solution must provide Anti-Spam and email security
functionality.

The solution must provide IPSEC VPN functionality.

There should be support for an internal CA (Certificate Authority) as
well as external third party CAs.

The solution must support 3DES and AES-256 encryption for phase |
and 11 IKEv2 as well as "Suite-B-GCM-128" and "Suite-B-GCM-
256" for phase II.

The solution must support at least the following Diffie-Hellman
groups: Group 1 (768 bits), Group 2 (1024 bits), Group 5 (1536 bits),
Group 14 (2048 bits), Group 19 and Group 20.

The solution should support md5, shal SHA-256, SHA-384 and
AES-XCBC data integrity.

The solution must include support for VPNs like site-to-site in the
following topologies:

Fully connected network (all of them);

Star network (remote offices to the central site);
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BeepHas ceTh (yaaJeHHBIN CAalT Yepe3 MEHTPaIbHbIN CalT Ha APYrod ynaaeHHbIN
cauT);

HNmMeTh BO3MOXKHOCTH TPHOOPETeHUS JTUIIeH3UH Ha GyHKIIMOHAT DLP. dyHKImonan
DLP nomken oOecniednBaTh KOHTPOJb 3a YTEYKOW KOH(HUIACHIHUATHHON
nHpopmanuu mo nporokosam SMTP, FTP, HTTP, HTTPS, TLS u Be6-moure,
JOJDKHA TIOJIEP’KUBATHCS BO3MOXKHOCTH pacmudpoBku SSL-tpaduka. JlomkHa
MOAJIEPKUBATHCS BO3MOXKHOCTD OIpeAeTeHUs] KOH(UICHIIMATBHBIX JTOKYMEHTOB
0 MPEAHACTPOCHHBIM IA0JI0HAM HITH TI0 METKE JOKYMEHTOB BOJISTHBIMH 3HAKAMHU.
Cucrema nospkHa nojaepkuBarh 6osee S00 TUoB (haiiios;

YaaneHHbIH MOOMJIBHBIN J0CTYN

Pemenue nomkHo obecrieunBarh (PYHKIUMOHAT Y JaJIEHHOTO MOOUIIBHOIO JI0CTYIA
JUIsl HEOTPAaHMYEHHOT'O0 KOJIMYECTBA OJTHOBPEMEHHBIX COEIMHEHUM MT0JIb30BaTENCH.
Pemenue nomkHO MoAAepKUBaTh yIpaBisieMble U HEYNpaBIsieMble YCTPONCTBA
nocrymna, Takue kak BYOD (mpuHecu coOCTBEHHOE YCTPOIMCTBO)

Pemenne nommkHo obecrnieunBath MoownsHbI VPN-Knuent: VPN-npunoxenue,
obecnieurBaroiiee 0e30MacHbI JOCTYN K KOPIOPaTUBHBIM pecypcam uepe3 SSL
nnu [Psec TyHHETb.

Pemenne nomxuno obecneunBats SSL VPN-IlopTan: mexanusm st 6€30macHOTrO
MOAKITIOUEHHUSI K KOPIIOPATUBHBIM pecypcam uepes mopTai u3 Beo-opaysepa.
Pemenue nomxHo oOecrneunBarh (yHKIMOHAN Oe3kiaueHTHoro VPN: miarus,
KOTOpBIM o0ecrneuynBaeT YHAJEHHBIM JOCTYyH C MpPEAOCTaBICHHUEM IOJTHON
BO3MOXHOCTU CETEBOr0 coeauHeHust s [P-mpuitoxenunii. Pemrenue m0JKHO
oOecneunBath ¢pyHkimonan SSL VPN 3-ypoBHs no 3anpocy s MOAKIIOUEHUs K
KOpPIIOpaTUBHBIM pecypcaMm. Pemenue pomkHO mnojaepxuBats mo0oe [P-
npuioxenue, Bkioyas ICMP, TCP u UDP, ne TpeOyst cinoxHON KOHpUTypaluu
U TOJIEP’KKU KaxIoro mnpuioxkeHus. OH JODKeH paboTaTh Ha YAaJeHHBIX
KOMIIbIOTEpax, He TpeOys MpaB aJMUHUCTpPATOPA.

Pemenue nomxHO oOecrneynBaTh TEXHOJOTHIO BUPTYalbHOrO pabodero croia,
KOTOpasi TO3BOJIIET 3allMIIATh JIaHHBIE BO BpPEMs CEaHCOB IMOJIb30BaTeled u
MIO3BOJISIET YUCTUTH K3II IOCJIE OKOHYAHUS CEaHCOB. TE€XHOJIOIHsI BUPTYaJIbHOIO
pabodero croiyia J0JKHA 3alUINATh BCE JIaHHbIE KOHKPETHOW CECCHH Ha CTOPOHE
KJIMEHTA, a TaKXKe:

CoznaBaTh 6€30MacCHYIO BUPTYAJIbHYIO CPEy, H30JIMPOBAHHYIO OT XOCTa,
Mudposath 1 yaansaTh ka1, (aiisl 1 T.1. Opay3epa U NPHIOKEHH, KOTa CeaHc
OKOHUYEH.

Pemenne  momkHO — oOecmeumBaTh  aByX(akTtopHbeii  MexaHmsmM  CMC
ayTeHTH(UKanuu. PemeHne 10KHO OBITh KOHPUTYPHUPYEMBIM, YTOOBI OTIIPABIISATH

Fan network (remote site through a central site to another remote
site);

Have the opportunity to purchase a license for DLP functionality.
DLP functionality should provide control over confidential
information leaks via SMTP, FTP, HTTP, HTTPS, TLS

and webmail, the ability to decrypt SSL traffic should be supported.
The ability to identify sensitive documents by predefined templates or
by watermarked documents must be supported. The system must
support over 500 file types;

Remote mobile access

The solution must provide Remote Mobile Access functionality for
an unlimited number of simultaneous user connections.

The solution must support managed and unmanaged access devices
such as BYOD (bring your own device)

The solution must provide a Mobile VPN Client: a VPN application
that provides secure access to corporate resources over an SSL or
IPsec tunnel.

The solution should provide SSL VPN Portal: a mechanism for
secure connection to corporate resources through the portal from a
web browser.

The solution must provide client-free VPN functionality: a plugin that
provides remote access with full network connectivity for IP
applications. The solution must provide 3-level SSL VPN
functionality on demand to connect to corporate resources. The
solution must support any IP application including ICMP, TCP and
UDP without requiring complex

Configuration to support each application. It should run on remote
computers without requiring administrator rights.

The solution must provide virtual desktop technology that protects
data during user sessions and allows the cache to be cleaned after
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onHopa3oBbiii maponb (OTP) Ha yCTpOHCTBO CBSI3M KOHEYHOT'O TOJIb30BATEIIS
(mammpumep,  MoOWiIbHBIA  TenmedoH) mocpeactBom  CMC  coolmieHwHs.
JIByxdakropras CMC ayreHTH(UKAIUS 00ECIIeYMBaCT JIOMOJHUTEIBHBIA YPOBEHB
0€30MacHOCTH, YCTpaHss TPYAHOCTH, CBSI3aHHBIC C YIPABJICHUEM alIapaTHBIMU
KJIFOYaMHU.

Pemienne nomkHO peanu3oBaTh (YHKIHMOHAT HMHTETPHUPOBAHHOW CHCTEMBI
MpPeIOTBPAILICHUEe BTOPXKEHUI OT BPEIOHOCHOTO KOJa, MepeAaBacMoro B BeO-
NPUJIOKECHUSAX. PemieHne J0MKHO OBITh CIIOCOOHO OJIOKMPOBATh 4YEpBEH,
pa3nuyHbIe aTaku, Takue Kak nepernonHenue 0ydepa, SQL u nHbeKIMM KOMaH],
ME)KCAaNUTOBBIM CKPUIITUHT, HACTpanBaeMblii Moayib OsokupoBanus HTTP uepseit,
3amuTy OT 00xox Karajora (directory traversal), 3ammTy OT OTKJIOHEHUS
3aronoBkoB (header rejection),3amury ot BpenonocHoro HTTP-koxa.

B nenom, perienue 1omKHO obecriednBaTh cleAyomnue GyHKINH:

beszomnacueiit SSL VPN nocrtyn

JIByxdakTtopHas ayTeHTU(PHUKAIIST

AccounupoBaHHe MOOHMIBHBIX YCTPOHCTB ¢ KOHEUHBIMH TTOJIB30BATEIISIMU
MoOwIbHBIN OM3HEC-TTOPTAIT

OOecnieueHre COOTBETCTBHS KOHEYHBIX TOYEK COCIUHEHHS KOPIIOPATHBHON
MOJIUTHKE

AnmnapartHbie 1 pado4une TpeOGOBaHHUs K LIIIO3Y.

®opm-daxTop He Oosee 1U.

[TponykTrBHBIE ceTeBbIe HHTEPPEHCH (MUHUMAIbHBIE TPEOOBAHMS):

6x1 I'out/c meansie Ethernet.

4x1 I'out/c ontuyeckue noptsl SFP

4x SR SFP Ttpancuepos

ITponycknas cioco6nocts IPS: Munnmym 2.3 I'6ut/c.

[Iponycknas cnocobnocTs Firewall: Munumym 14 T'out/c.

ITponycknas criocoonocts NGFW (¢ aktuBupoBaHHBIM (pyHKIIMOHAIOM Firewall,
Application Control u IPS): munumym 2 I'6ut/c.

[Tponycknas cioco6HocTs Threat Prevention (¢ akTHBUPOBaHHBIM ()YHKIIMOHATIOM
Firewall, Application Control, URL Filtering, IPS, Antivirus, Anti-Bot u o6naunas
«eCOYHMIa»): MUHUMYM 1 '6ut/c.

OIHOBpEMEHHBIE COEAMHEHHS: MUHUMYM 3,2 MHJUTHOHA.

Hogesle coenunenus: munumym 110 000 B cexynay.

JlokanpHoe nuckoBoe npoctpaHcTBo: He MeHee 1x1 TB HDD.

O3VY: ne menee 16 I'6.

He menee 1 6mok nuranus AC (AC 250V 50Hz)

sessions are over. Virtual Desktop technology should protect all data
from a particular session on the client side as well:

Create a secure virtual environment that is isolated from the host,
Encrypt and delete the cache, files, etc. of the browser and
applications when the session is over.

The solution should provide a two-factor authentication mechanism
for SMS. The solution must be configurable to send a one-time
password (OTP) to an end user communication device (e.g. mobile
phone) via SMS. Two-factor SMS authentication provides an
additional level of security by eliminating the complexity associated
with managing hardware keys.

The solution must implement the functionality of an integrated
intrusion prevention system against malicious code transmitted in
web applications. The solution should be able to block worms,
various attacks such as buffer overflow, SQL and command injection,
cross-site scripting, custom HTTP worm blocking module, directory
traversal, header rejection, protection against HTTP malicious code.

In general, the solution should provide the following functions:
Secure SSL VPN access

Two-factor authentication

Mobile device association with end users

Mobile business portal

Ensure endpoint connectivity complies with corporate policy
Hardware and working requirements for the gateway.

The form factor is not more than 1U.

Productive network interfaces (minimum requirements):

6x1 Gbps copper Ethernet.

4x1 Gbps optical SFP ports

4x SR SFP transceivers

IPS bandwidth: minimum 2.3 Gbps.

Firewall bandwidth: minimum 14 Gbps.

NGFW throughput (with Firewall, Application Control and IPS
activated): minimum 2 Gbps.

Throughput Threat Prevention (with Firewall, Application Control,
URL Filtering, IPS, Antivirus, Anti-Bot, and cloud sandbox
activated): minimum 1 Gbps.
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IMomnep:kka U MOANMMCKA.
TexHuueckas moJAep>kKKa U MOAMUCKHA OT IIPOU3BOJIUTENSL CPOKOM Ha 3 ropa, 9x5,
rapaHTHPOBAHHOE BpPEMs peakiuu — 4 Jaca.

Simultaneous connections: minimum 3.2 million.
New connections: minimum 110,000 per second.
Local disk space: at least 1x1 TB HDD.

RAM: at least 16 GB.

At least 1 AC power supply (AC 250V 50Hz)

Support and subscription.

Technical support and subscriptions from the manufacturer for 3
years, 9x5, guaranteed reaction time - 4 hours.
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Attachment #15 to Specification \
Hpuioxenne NelS k TexuuueckomMy 3aJaHUIO

TpeOoBanusi K anmapaTHoOd «mecOYHULIEe» - KoaudecTBO 1 mryk (THH -
SNDBX)

«I[lecoununia» fomxHa OBITH TMOJHOCTBIO HWHTETPUPOBAHA B  CHCTEMY
[EHTPAJIM30BAaHHOTO YIpPaBICHUA OE30MacHOCThIO yKa3aHHBIX B TpeOoBaHMIX K
SECMGMT.

«[lecounnna» gomwkHa obecrieunBaTh MHCTIEKIHIO (hailJIOB B CETeBOM Tpaduke mpu
oMoty texHosoruit Firewall, antu6ot, anTuBHpYC, 3ayCK UCMIOIHAEMOTO (aiina
B M30JINPOBAHHOM Cpelie.

«Ilecoununia» moKHA MOAAEPKUBATH CIENyIOIIHe pexxuMbl padoTsl: Inline (L2-
Transparent Bridge), SPAN, MTA, ICAP, a takxe J0KHa UMETh BO3MOXKHOCTh
pabotats B “standalone” pexume, 6€3 HEOOXOIUMOCTH YIIPABICHUS CO CTOPOHHETO
cepsepa.

[Ipy HanmMuuu COOTBETCTBYIOIICH TOJIMUCKUA «IECOYHHUIA» JODKHA HMETh
¢ynkunonan NGFW ¢ dynknueid uaeHTHGHUKAINN TPUIOKEHUH U TanbHEHIero
DPI

KonnuectBo nnentupunmpyemsix npuinoxeHuit He menee 8000.

He menee 8 0JHOBpeMEHHO 3aIyIIEHHbIX BUPTYaJIbHBIX MAILIUH.

Omynsauus He meHee 1 000 yHuKanbHBIX (aiiyioB B yac.

ITponyckHas cioco6HOCTh He MeHee 650 MowuT/c.

[Tonnepxka BuptyanbHbix Mamind ¢ OC MS Windows XP SP3 32 6ut, Windows 7
32 u 64 6ut, Windows 8.1 32 u 64 6ut, Windows 10 32 u 64 Our.
OpHoBpeMeHHasl JIWHaMUYecKash IMpoBepka (dIMYJIISAIMS) KakJI0ro HEM3BECTHOTO
¢aiina B HECKOIBKUX BUPTYaJbHBIX MAlIMHAX C Pa3HbIMU BepcusiMu Windows u
npuknagHoro 10 MS Office, Adobe Reader, Flash, Java, 6pay3epoB (MynpTH-
BEPCHUOHHBII aHaNN3).

Jlunensuposanne OC u npuxnaanoro [10, 00HOBIEHNE U TEXHUYECKAS TTOIIEPIKKA
BUPTYaJIbHBIX MAIIMH JO0JDKHA OCYIIECTBIATHCS POU3BOIUTENIEM
JluHamuueckas mpoBepka (AMYJSIUS) JTOKyMEHTOB (opmaroB MS
2003/2007/2016 u 6onee nmo3auux Bepcuit, PDF, CSV.

JlmHaMu4decKkas mpoBepKa (IMYIISIINS) UCTIOTHAEMBIX (aiijIoB M CKPUIITOB, BKITFOYAst
EXE, SCR, CPL, COM, PIF, JAR.

[TpoBepka aiinoB BHyTpH apxuBoB, Bkmouas ZIP, GZIP, RAR, 7z, CAB, TAR,
TGZ, BZ2, I1SO.

Office

Requirements for the hardware sandbox - quantity 1 pcs (type -
SNDBX)

The "Sandbox™ must be fully integrated into the central safety
management system specified in the SECMGMT Requirements.

"The Sandbox should provide inspection of files in network traffic
using Firewall technologies, antibot, antivirus, running the executable
file in an isolated environment.

"The Sandbox must support the following operating modes: Inline (L2-
Transparent Bridge), SPAN, MTA, ICAP, and must also be able to
operate in "standalone™” mode, without the need for management from
a third-party server.

If there is a corresponding subscription, the sandbox must have NGFW
functionality with the function of application identification and further
DPI.

The number of identifiable applications is at least 8000.

At least 8 virtual machines running simultaneously.

Emulation of at least 1,000 unique files per hour.

The throughput capacity is at least 650 Mbit/s.

Support for MS Windows XP SP3 32-bit, Windows 7 32 and 64-bit,
Windows 8.1 32 and 64-bit, Windows 10 32 and 64-bit virtual
machines.

Simultaneous dynamic check (emulation) of each unknown file in
several virtual machines with different versions of Windows and MS
Office application software, Adobe Reader, Flash, Java, browsers
(multiversion analysis).

Licensing of operating system and application software, updating and
technical support of virtual machines should be provided by the
manufacturer.

Dynamic check (emulation) of MS Office 2003/2007/2016 and later
documents, PDF, CSV.
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[Tposepka (aitioB BHyTpH 3amudppoBanHbix ZIP-apxuBoB ¢ mogdopom maposis 1mo
CTaTUYECKOMY CIIOBApIO ¥ TEKCTY AJIEKTPOHHOI'O MMCbMa, B TOM YHCIIE Ha PYCCKOM
SI3BIKE.

Bo3MokHOCTB 010KMPOBATh HEU3BECTHBIE BPEIOHOCHBIE (Daiiiibl B BEO M TOYTOBOM
Tpaduke, OOHApYKCHHBIE MyTEM HMX SMYJSIUHM B IECOYHMIE, O MX JOCTABKU

nojiyyarento  (IIpeloTBpALLEHUE  IMEPBOM M MOCIEAYIOUUX  IMOMBITOK
3apayKeHUs/B3JIOMA)
B03MOXXHOCTP MT'HOBEHHOH JOCTaBKH O€30MacHOW BEPCHHM  IMPOBEPSIEMBIX

nokymenToB MS Office m PDF monp3oBarensM 3a cueT ynmajeHHUs aKTUBHOTO
COJIEPKUMOTO U 3JIEMEHTOB JJOKYMEHTA C BHICOKOM CTETICHBIO PHUCKA.
B0O3MOXHOCTP MTHOBEHHOW JOCTaBKM 0O€30MacHON BEpPCHUH  IPOBEPSEMBIX
nokymentoB MS Office moip3oBaTesiM 3a cueT ux kKoHBepranuu B PDF 6o 6e3
KOHBEPTAILIMU C COXPAaHEHUEM OPUTHHAIBHOTO (popmara.

B03MOXXHOCTP MIHOBEHHOW JIOCTaBKH 0O€30MacHON BepcHH TpaHuuecKux
M300paXeHU BO BJIOXKEHUSX U TeEJe OHIIEKTPOHHOTO MHUChMa 3a CUeT HX
KOHBEPTAILIMH C COXPAHEHUEM UJICHTUYHOTO BHEUTHETO BUJIA.

B03MOXHOCTB IETEKTUPOBATH U OJIOKHUPOBATH HOBBIE SKCILIOMTHI 32 CUET aHATU3a
Oydepa 1eHTpaIpLHOrO TPOoIeccopa, a He TOJIBKO MmoBeaeHus B amyupyemoin OC,
BKJTIOUast SKCIIONTHI, HCIIOJIb3YIOLINE BO3BPATHO-OPHUEHTUPOBAHHOE
nporpammupoBanue (Return-Oriented-Programming, ROP).

BosmoxHOCTE  JeTekTHpoBaTh W ONOKUpOBAaThH  COCTAaBHBIE  BeO-aTakw,
ucnons3ytonue KcrnoiTel Flash-anumanuu, kotopas tpebyer 3amycka SWEF-
¢aiina c mapaMeTpaMu B COCTaBe BeO-CTPaHUIIBI.

[TpoBepka cChUIOK B TeJie MUChMA 0 PEIyTaIUH.

ABTOMaTHYECKOE CKauYMBaHUE U JUHAMUYECKas MpoBepka (IMYIsus) ¢haiioB Mo
CCBUTIKAM B TeJI€ MHUChMa C TMPEABAPHUTEILHONW MPOBEPKOW CHUHTAKCHCA CCBHUIKH,
9TOOBl HUCKIIOYUTH HEXKeNaTelbHble aBTOMATUYECKWE JCUCTBUS OT JUIA
MOJTh30BaTENEH, TAKHE KaK COPOC/TIOATBEPKICHHE TTapOJIs, MOANUCKA HA PACCHUIKY.
CereBble unrepdeiicol: He Mmenee 9x1 ['6ut/c Ethernet menp

I"aGaputs! o BeicoTe — He Oonee 2U.

[Mognepxka 1 moamucka.

TexHuyeckas NoAiepKKa U MOAMUCKH OT MPOU3BOAUTENS CPOKOM Ha 3 roja, 9x5,
rapaHTUPOBAHHOE BpeMs peakiuu — 4 yaca.

Dynamic verification (emulation) of executable files and scripts
including EXE, SCR, CPL, COM, PIF, JAR.

Checking files inside archives including ZIP, GZIP, RAR, 7z, CAB,
TAR, TGZ, BZ2, ISO.

Checking files inside encrypted ZIP-archives with password recovery
using static dictionary and e-mail text, including in Russian.

Ability to block unknown malicious files in web and email traffic
detected by emulating them in the sandbox before they are delivered to
the recipient (preventing first and subsequent infection/hacking
attempts).

Ability to instantly deliver a secure version of MS Office and PDF
documents to users by removing active content and high-risk document
elements.

Ability to instantly deliver a secure version of MS Office documents
to users by converting them to PDF or without conversion while
preserving the original format.

Ability to instantly deliver a secure version of graphic images in
attachments and the body of an email by converting them while
maintaining an identical appearance.

The ability to detect and block new exploits by analyzing the CPU
buffer, not just the behavior in the emulated OS, including exploits that
use Return-Oriented-Programming (ROP).

The ability to detect and block composite web attacks using Flash
animation exploits that require a SWF file with parameters as part of a
web page.

Checking references in the body of the letter by reputation.
Automatic download and dynamic verification (emulation) of files by
links in the body of the email with a preliminary check of the link
syntax to exclude unwanted automatic actions on behalf of users, such
as reset/confirmation of password, subscription to the newsletter.
Network interfaces: at least 9x1 Gbit/s Ethernet copper

Dimensions in height - no more than 2U.

Support and subscription.

Technical support and subscriptions from the manufacturer for 3 years,
9x5, guaranteed reaction time - 4 hours.
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Attachment #16 to Specification \
IIpuioxenne Nel6 k Texnuueckomy 3agaHuI0

LenTpasn3oBaHHbIN LIEHTP yNPaBJeHUs1 0€30MaCHOCTH

TpeOoBaHusi K UHEHTPAJIM30BAHHOMY YNPABJIEHHIO 0€30IACHOCTH, AHAJIU3Y
COOBITHI M OTYETHOCTH. - KoinuecTBO 1 kommiekT (Tun - SECMGMT)
Pemenne momxHO obecriednBaTh (PYHKIMOHAN LIEHTPATU30BAHHOTO YIPABICHUS
0€30MacHOCTHIO.

Bce nmpunoxxenus 6e3omacHoctu bpanamayspa cienyronero nokoJaeHUs JOJIKHbBI
OBITH yIIpaBIIEMBIMHU C IIEHTpaIbHOM KoHCcoIH GUI.

LenTpanu3zoBanHOE yIpaBlieHHE OE30MaCHOCTHIO JOHKHO YIpaBisaTh He MeHee 10
LUTI03aMHU.

[Tpunoxkenue st yrpaBieHus 0€30MaCHOCTHIO JOJDKHO MOACPKUBATH yUETHBIC
3alMCH  aJIMMHHMCTPAaTOpPOB Ha OCHOBe pojaed. Hampumep, TOnpko ponu s
yIpaBJIeHU MOJIUTUKONW OpaHaIMayspa WU TOIBKO POJIb AJIS MPOCMOTPA JKypHaa.
Pemenne pomxHO oOecrneurBaTh BO3MOXKHOCTH — OOECIICUEHMS]  BBICOKOM
JOCTYITHOCTH CHUCTEMBI YIPaBJICHUS, UCIIONb3Ysl PE3EPBHBIA CEpBEp YIpaBJICHUS,
KOTOPBIA aBTOMAaTUYECKH CUHXPOHU3UPYETCS C aKTUBHBIM CEPBEPOM.

Pemrenre 1om&HO BKIOYATh BO3MOKHOCTD LIEHTPATM30BAHHOTO PaCIpOCTpaHEHUs
Y IPUMEHEHHUS HOBBIX BEPCHUM MITIO30BOTO MPOTPAMMHOTO 00ECTICUECHHSI.
Pemrenne nomKHO BKIIFOUATh MHCTPYMEHT JIs LIEHTPAIM30BAHHOIO YIPABJICHUS
JTUTEH3USIMU BCEX IUTI030B, KOHTPOJIUPYEMBIX CTAHIIMEH YIIpaBICHUSI.

Pemenne nomkHOo obecreynBaTh MEXaHH3M OOHOBIEHHHM BO BCEX MPUIIOKEHHSIX
Bkuimouas IPS, Yrpasnenue npunoxenusmu, URL-punsrpanuto, Anti-Bot u Anti-
Virus.

Pemrenue JOJDKHO o0ecrieunBars
[IpoTtokonupoBanuss 1 MOHUTOpPUHTA.
Cucrema eHTPATM30BaHHOTO MIPOTOKOJIUPOBAHUS COOBITHI TOJDKHA OBITh YaCThIO
CUCTEMBI YIIpaBJICHUSI.

Pemenue 1omKHO MPOTOKOIUPOBATH BCE TIPAaBUIIA.

Y cpenctBa MPOCMOTpa KYpPHAJIOB COOBITHI JOMKHA OBITH BO3MOXHOCTH
WHJIEKCUPOBAHHOTO TTOUCKA.

Pemenne MOMKHO MMETh BO3MOXHOCTH IMPOTOKOJIUPOBAHUS COOBITHII BO BCEX
WHTETPUPOBAHHBIX  MPWIOKECHHUSIX  O€30MacHOCTH Ha  [UT03e  (BKIIIOYast
BUpTyanbHble 1UTI0361), BKmodas Firewall, IPSEC VPN, IPS, Wnentudukars

¢yuknuonan  LleHTpann3zoBaHHOTO

Centralized security management

Requirements for centralized security management, event
analysis and reporting. — quantity 1 set (type - SECMGMT)

The solution must provide the functionality of centralized security
management.

All next generation firewall security applications must be managed
from a central GUI console.

Centralized security management must manage at least 10 gateways.

The security management application must support role-based
administrator accounts. For example, only roles to manage firewall
policy, or only a log viewer role.

The solution must be able to provide high availability of the
management system, using a backup management server that
automatically synchronizes with the active server.

The solution should include the ability to centrally distribute and
apply new versions of gateway software.

The solution must include a tool to centrally manage the licenses of
all gateways controlled by the control station.

The solution must provide an update mechanism in all applications
including IPS, Application Management, URL filtering, Anti-Bot and
Anti-Virus.

The solution should provide Centralized Logging and Monitoring
functionality.

The centralized event logging system should be part of the control
system.

The solution must log all the rules.

The event log viewer must be able to perform an indexed search.

The solution must be able to log events in all integrated security
applications at the gateway (including virtual gateways), including
Firewall, IPSEC VPN, IPS, User ldentification, Mobile Access, DLP,

97



http://www.checkpoint.com/products/softwareblades/logging-status.html

nonb3oBarenei, Moounbnbiit noctyn, DLP, Ynpasnenue npunoxenusmu, URL-
¢unpTpanuto, Anti-Bot, Anti-Virus, Sandboxing.

VY cuctembl IPOTOKOJIMPOBAHUS JTOJKEH OBITH OE30MACHBIN KaHaN JUIsl Hepeaadn
TaHHBIX JUISI TPEJOTBPALICHUs TOACTYIIMBAHUS, KaHAJ Mepeadyd TOJDKEeH ObITh
3amupoBaH U NPOXOAUTH MPOBEPKY MOUIMHHOCTH.

KypHanel cOOBITUH MOJDKHBI O€30MAacCHO MEpPelaBaThCs MEXKIY IUII030M U
yIOpaBIE€HUEM WM BbIICJICHHBIM CEPBEPOM >KYPHAJIOB U KOHCOJBIO MPOCMOTpA
’KYPHAJIOB B KOMITBIOTEPE aJIMUHUCTPATOPA.

Pemenne nomkHO BKIIIOYATh OILHMIO JUHAMHYECKOTO OJIOKUPOBAHUS AKTUBHOIO
coeMHEHUs B rpaduyeckoM uMHTEpdeiice CHCTEMbl TPOTOKOIUPOBAHUS COOBITHI
6e3 HeOOXOAMMOCTH BHECEHUS U3MEHEHUI B 0a3y MpaBulL.

Pemenne m0MmKHO BKIIOYATh HACTPAaMBAEMYIO YCTAHOBKY MOPOTOBBIX 3HAYCHHUU
MapaMeTpoB [JIsl BBIMOJHEHHUS JACWCTBUNA TMPH JOCTHXKEHUU OMPEIEIIeHHBIX
MIOPOTOBBIX 3HAUEHUH Ha IUI03€. J[eHCTBUS JOKHBI BKIIIOUATh: 3allUCh COOBITHS,
onosemenne, otnpaBka SNMP  trap, orTmpaBka 3JIGKTPOHHOTO IHCbMa |
BBITIIOJTHEHUE OIPEICIICHHOT0 M0JIb30BaTENIEM IIPELYTIPEKICHUS.

Pemenne nommKHO BKJIIOYATH MPEABAPUTENBHO HACTPOCHHBbIE TpaduKu A
MOHHUTOPHUHTA TpaduKa BO BPEMEHHU U CUCTEMHBIX CUETUYMKOB: TJIaBHBIC TPaBUIIA
6e3omacHOCTH, OcCHOBHbIE monb3oBatesnn P2P, VPN tynnenu, cereBoit Tpaduk u
apyras nonesHas uHpopMmanus. Pernenue 10kHO oOecrieuynBaTh BO3MOKHOCTh
CO3JIaHMsI HOBBIX I'Pa()MKOB C PA3TUYHBIMU TUIIAMU AUArPaMM.

Pemenne nomxHo oOecneunBath (yHkiumoHan llentpanusoBannoit Koppensuun
coObITHI 1 OTUETOB.

Pemienne 1OMKHO WMETh BO3MOXHOCTH KOPPEISIIUU  COOBITMH M3  BCeX
npunokennii, Bkmodas  Firewall, IPSEC VPN, IPS, Wnentudukamnus
nosib3oBareneit, Moounenblil goctyn, DLP, Yopasnenue npunoxennsmu, URL-
¢bwneTpanus, Anti-Bot, Anti-Virus, Sandboxing.

Pemrenne MOMKHO BKIIFOYATh MHCTPYMEHT IUISI KOPPENSIUH COOBITHIA W3 BCEX
(GyHKIMH 111032 ¥ CTOPOHHUX YCTPOMCTB.

[IpunoxxeHne Koppemisiiuu  COOBITHHM  JTOMKHO —oOecreunBaTh rpaduueckoe
NpeJICTaBIeHUE COOBITHI HAa OCHOBE BPEMEHH.

Pemrenne m0DKHO BKIIOYATh BO3MOXKHOCTH IIOMICKA BHYTPH CITMCKA COOBITHIA,
yriyOJaeHus B A€TaNU JJIsl U3yUeHUs U pacclieIOBaHUs UHITUIEHTOB.

Pemenne n0MKHO BKJIIOYATh MPENONpEe/iEHHbIE €)XeyacHble, €KeIHEBHbIE,
e)KEHEJIebHbIE U €KEMECSYHbIC OTUYEThI, B TOM 4HCle, Kak MUHUMYM, OCHOBHBIE
coObITHs, OCHOBHBIE MCTOYHHUKHM, OCHOBHBIE IyHKTHI Ha3zHaueHUsi, OCHOBHBIC
cepBucbl, OCHOBHbIE MCTOYHUKU U UX OCHOBHBIE COOBITHS, OCHOBHBIE MYHKTHI

Application Management, URL filtering, Anti-Bot, Anti-Virus,
Sandboxing.

The logging system must have a secure channel for data transmission
to prevent eavesdropping, the transmission channel must be
encrypted and authenticated.

Logs should be securely transferred between the gateway and
management or a dedicated log server and the log viewer console on
the administrator computer.

The solution should include the option of dynamically blocking the
active connection in the GUI of the event logging system without the
need to make changes to the rule base.

The solution must include a configurable setting of parameter
thresholds for actions to be performed when certain thresholds are
reached at the gateway. Actions should include: event recording,
alert, sending SNMP trap, sending e-mail and executing user-defined
alert.

The solution should include pre-configured schedules for monitoring
time traffic and system counters: main security rules, main P2P users,
VPN tunnels, network traffic and other useful information. The
solution must provide the ability to create new graphs with different
types of charts.

The solution should provide the functionality of the Centralized
Event and Report Correlation.

The solution must be able to correlate events from all applications
including Firewall, IPSEC VPN, IPS, User Identification, Mobile
Access, DLP, Application Management, URL filtering, Anti-Bot,
Anti-Virus, Sandboxing.

The solution must include a tool to correlate events from all gateway
and third-party functions.

The event correlation application should provide a graphical
representation of events based on time.

The solution should include the ability to search within the list of
events, to go into detail to study and investigate incidents.

The solution shall include predetermined hourly, daily, weekly, and
monthly reports, including at a minimum the Main Event, Main
Sources, Main Destinations, Main Services, Main Sources and their
Main Events, Main Destinations and their Main Events, and Main
Services and their Main Events.
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Ha3HAYEHUS U UX OCHOBHBIE COOBITHS, U OCHOBHBIE CEPBHUCHI U HX OCHOBHBIC
COOBITHSL.

Pemenue 10mKHO MOAEP)KUBATh aBTOMAaTUYECKOE PACIPOCTPAHEHUE OTYETOB I10
3JIEKTPOHHOH 1ouTe, 3arpy3ky Ha FTP/Beb-cepBep u CKPUNT pacChUIKH BHEIIHUX
M10JIb30BATEIbCKUX OTYETOB.

Pemienne nomkHO o0ecreunBaTh (PYHKIMOHAN YOPABICHHS pPUCKaMU U
cootBercTBUs TpeOoBaHusM (GRC) — mydmmx nmpakTuk 6€30MacHOCTH.

Pemenue nomxHO oOecrieynBaTh OIEHKY COOJIOIEHUS OCHOBHBIX PETYJSTOPHBIX
TpeOOBaHUN B PEKHUME pealbHOTO BpeMeHW (moanepkka craHaaptoB 1SO
27001/27002, PCI-DSS,HIPPA,SOX u T.11.).

Pemenuie 10mKHO IPEeIOCTABISATH PEKOMEH MY 10 PeaT3alluu JTyUIIUX TPAKTHK
0€30MacCHOCTH.

Pemenne MOMKHO MEpPEeBOIUTH PErYISATOPHBbIE TPeOOBaHUS B WHCTPYKIUHU TS
BBITTOJIHEHUS JTyUIINX MTPAKTUK O€30MacHOCTH.

Pemenne MOMKHO MOCTOSHHO KOHTPOJIMPOBATh KOH(UTypanuio NUT03a IMpU
MTOMOIIH JIYYIIUX TPAKTHK 0€30TaCHOCTH.

Pemenne n0mKHO reHepUpOBaTh ABTOMATHMYECKHE OTYETHl IO OLEHKE s
OTIpeJIeJICHUS] PEHTHHTa COOTBETCTBUS PETrYJIATOPHBIM TPEOOBAHHSIM.

Perienue A0MKHO MOJHOCTBIO MHTETPUPOBATHCA B APXUTEKTYpPY MPOTPaMMHOIO
obecrieuenust U MHpacTpykTypy yrpaBieHus.

Pemenne nomkHO obecredynBaTh MIHOBEHHOE YBEAOMIIEHHE OO0 H3MEHEHMSX
MOJTUTHKH, BIUSIONINX HA COOTBETCTBUE PETYIATOPHBIM TPEOOBAHUSIM.
TexHuueckue TpeGoBaHus, MoAAepKKa U oAnucka. CucreMa eHTPaIM30BaHHOTO
yrpaBieHusi 0e30MacHOCTHIO JOJDKHA OBITh BBINIOJHEHAa B BHJIE aIlapaTHOTO
KOMILJIEKCa.

AnmapaTHble TpeOOBaHUS K CEPBEPY YIPABICHUS

®opm-pakrtop He 60mee 1U.

He menee 5x1 I'6ut/c menusie Ethernet moptol

He meneelx2 TB HDD

O3V ne menee 3210

He menee 1 610k nmutanus AC (AC 250V 50Hz)

[Tonnepxka u moAnucka.

TexHuueckas moJAEpXKKa OT MPOU3BOAUTENS CpOoKOoM Ha 3 roma, 9x5,
rapaHTHPOBaHHOE BpeMs peakiuu — 4 dbaca. B mpemioxeHne TOKHBI OBITH
BKJIIOYEHBI BCE HEOOXOIMMbIE MOANKUCKY HAa MOJIYJIM CUCTEMBI YIIPABJICHHUS.

The solution should support automatic distribution of reports by e-
mail, upload to an FTP/Web server and a script for sending external
user reports.

The solution must provide risk management and compliance (GRC)
functionality - best security practices.

The solution must provide real-time assessment of compliance with
key regulatory requirements (support for ISO 27001/27002, PCI
DSS, HiPPA, SOX, etc.).

The solution should provide recommendations for implementing best
security practices.

The solution should translate regulatory requirements into
instructions for best security practices.

The solution must constantly monitor the gateway configuration with
best security practices.

The solution should generate automatic assessment reports to
determine the regulatory compliance rating.

The solution must be fully integrated into the Software Architecture
and Management Infrastructure.

The solution should provide instant notification of policy changes
affecting regulatory compliance.

Technical requirements, support and subscription. The centralized
security management system must be implemented as a hardware
complex.

Hardware requirements for the management server

The form factor is not more than 1U.

At least 5x1 Gbps copper Ethernet ports

At least 1x2 TB HDD

RAM at least 32 GB

At least 1 AC power supply (AC 250V 50Hz)

Support and subscription.

Technical support from the manufacturer for 3 years, 9x5, guaranteed
reaction time - 4 hours. The offer should include all necessary
subscriptions to the control system modules.
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Attachment #17 to Specification \
IIpunioxenne Nel7 k Texnuyeckomy 3agaHuI0

IIkad Tesexkommynukanuonublii (tun — RCKRYS)

O61mme TpedoBaHMS

Hanonbaeiit 19" MmonTaxHsIii mkad, pa3dopHsiii, onnonsepuslil, 42U (BXILxXI') e
Menee 2010x600x800, cranpHas ABEpH ¢ nmepdoparueit
[Ipennaznauen JUISL pa3MelIeHUs aKTHBHOI'O u
TEJIEeKOMMYHUKAIIMOHHOTO U cepBepHOro obopynosanus popmara 19”
Knumatnueckoe wucnonHenue [lpenHasHaueHo [Uisi SKCIUTyaTalldd BHYTPHU
OMEIIECHUN.

Marepuan ucnionnenus Cranp 1,5 — 2,0 mm.

Pazbopnas xonctpykuus. COCTOUT W3 OCHOBAHMS, KPBIIIU, JABYX CBapHBIX paM
COEMHSAEMBIX KOMIUIEKTOM IIBEIJIEPOB, ABEPU H OOKOBBIE CTCHKH.

XKecTkocTh KOHCTpYKIIMU OOecreunBaeTcs HaluuueM B 0a30BOM KOMILIEKTALUU
AIIEMEHTOB YCHJICHHUS KECTKOCTH (pedpa >KeCTKOCTH/ TOPH30HTAIBHBIC KYJIUCHI/
CTSDKKU TPEyrojabHON (GopMbl). MUHUMANBHO JIOITyCTUMOE KOJIMYECTBO HJIEMEHTOB
YCUJIEHUS )KECTKOCTH B 0a30BOI KOMIUIEKTAIIMM OIUT., AJIsl KPEIJICHHE B BEpXHEH,
cpeaHel M HIKHEH 4acTH OOKOBBIX TIOCKOCTEH KOHCTPYKLIMH.

Bentwsiiiust  obecnieynBaeTcs  cleayromieM o0pa3oM - JABEpH MIKAQoOB ¢
nepdoparueii mo Bce riomaam (30Ha MokpeITUa nepdopanueit e menee 90% ot
oOuieil miuomaaun asepu). Bo3MOXKHOCTh YCTAaHOBKHM Ha KpbIIly IIKada aKTUBHBIX
Moayied ¢ BeHTWIsTOpamMu. B 06a30Boil kommiekTanuum o0067acTb YCTaHOBKU
BEHTUWISITOPHBIX OJIOKOB 3aKpbITa 3alIUTHBIMU IITOPKaMHU.

BunToBbie onops! (Hoxkkn). Komruiekramus mkagos/cToeK BUHTOBBIMH OIIOpaMHU
JUIAPETryIMPOBAHMS U BEIPABHUBAHMSI [10 YPOBHIO 110J1a. BUHTOBBIE OMOPHI JOJIKHBI
BXOJIUThH B 0a30BYI0 KOMIUIEKTAIMIO MIKA(QOB, MUHUMYM 411T. 715 KaXKA0T0 mKada.
MoHTa)KHbIE U KpeneXHbIE U3/ens, HEOOXOUMbIE JJIsl TOJIHOTO ¥ 3aKOHYEHHOT'O
cOopa mkaga, BXoaAT B 0a30BYI0 KOMIUIEKTAIMIO IIKaga.

Cucrema 3azemsienus. Cucrema 3a3eMiieHMs] IKaga BXOOUT B 0a30BYIO
KOMIUIEKTALHIO.

Hannune xabGenpHbIX BBOMOB. KaGenbHbIe BBOJBI B BEpXHEW W HIDKHEW YaCTAX
mKadgoB.

Crenku mkada cbeMHBIC, ¢ 3aMKaMH. BO3MOXXHOCTB OCTyINa BHYTph HIKada s
MOHTaka M 00CITY’KUBAaHHUSI C YETBIPEX CTOPOH.

IHaCCUBHOI'O

Telecommunication cabinet - quntity 2 pcs (type - RCKRYS)

General requirements

Floor 19" mounting case, collapsible, single door, 42U (VhShHHG)
at least 2010h600h800, steel door with perforation

It is intended for accommodation of the active and passive
telecommunication and server equipment of a format 19",

Climatic design Designed for indoor use.

Material of execution Steel 1.5 - 2.0 mm.

Disassembled structure. Consists of a base, a roof, two welded frames
connected by a set of channels, doors and side walls.

The stiffness of the structure is ensured by the presence of stiffening
elements (stiffening ribs / horizontal wings / triangular tie bars) in the
basic configuration. The minimum permitted number of stiffening
elements in the basic configuration is 6 pcs., for mounting in the
upper, middle and lower part of the side planes of the structure.
Ventilation is provided in the following way - cupboard doors with
perforations over the entire area (the area covered by perforations is
at least 90% of the total door area). It is possible to install active
modules with fans on the roof of the cabinet. In the basic
configuration the area of installation of fan units is covered with
protective shutters.

Screw supports (legs). Enclosure/rack assembly with screw supports
for regulation and leveling of the floor. Screw supports should be
included in the basic set of cabinets, minimum 4 pcs. for each
cabinet.

Mounting and fastening products required for complete and complete
assembly of the enclosure are included in the basic equipment of the
enclosure.

Grounding system. The cabinet earthing system is included in the
basic package.

Presence of cable glands. Cable glands in the upper and lower parts
of cabinets.
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Perymupyemble BepTukaiabHble Hampamisome Imkada s kperienus | The walls of the cabinet are removable, with locks. Ability to access
o0opymoBaHUsI. inside the cabinet for mounting and servicing from four sides.
OOecnicueHre BO3MOYKHOCTH peryiaupoBanus ¢ukcanuu paccrosuus wmexay | Adjustable vertical cabinet rails for equipment attachment.
JIMIICBBIMH U ThUTBHBIMH BEPTUKAIbHBIMH HAIIPABJISIOIIAMHU. Providing the possibility of regulating the fixation of the distance
Jlonyctumas Harpyska 10 600Kr. between the face and the face with the rear vertical rails.

Allowable load up to 600 kg.
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Ipuio:xkenne Ne3 kK KOHKYpCHOM T0KyMEHTALMHU

HA PUPMEHHOM BJ/IAHKE

HEHOBOE INPEJJIOKEHUE
Ha 3aKYNKY cepBepHOro odopynosanms ajasa MCC

Hara: (6nucamos 0amy nodauu KOHKYPCHO20 NPeOJIONCEHUSL).

KOMY': 3akynouHoit KOMUCCHH.

Mpl, HUKETIOAMMCABILINECS, 3asBISIEM, YTO U3YUUIIU KOHKYPCHYIO
JOKYMEHTAITUIO B I[EJIOM ¥ O3HAKOMHIJTUCH C XapaKTePOM TPEOYEeMBIX
ToBapos.

[Ipoananu3upoBaB Bce TpeOOBaHMS, KOHKYPCHOW JIOKyMEHTAIlUU U
MPOEKTa KOHTPAKTA MpejiaraeM CleayrolInue yCIoBus:

- ycaoBus omiarbl: — 100% ormara o ¢dakry noctaBku B Teuenue 10
THEH c JaThI MOIMTUCAHUS AkTta MIPUEMKH;
- YCJI0BHS NMOCTABKM: JJIi HHOCTPAHHBIX y4acTHUKOB: B Jlommapax
CIIIA na ycnoBusix noctaBku CIP r. TamkeHt, TamMokeHHBIH TEpMHUHAI
(cormacHo TpeOOBaHUAM HNukotepmc 2010 rona);
JUISET MECTHBIX YyYaCTHUKOB: B HAI[MOHAJTBHOW BalllOTE HAa YCJIOBHSX
noctaBku DDP r. Tamkenr, yn. ®daprona iymmu, nom 7b (cormacHo
TpeOOBaHUSAM HNukoTtepmce 2010 roja);
- CPOKHM MOCTABKU —HE Oolee 45 KaleHIapHbBIX THEH ¢ JaThl OMUCAHUS
KonTtpakra. Jlonmyckaercs Takke IpeJoCTaBICHUS MHBIX JIaT OCTaBKU
TOBapa.

Ob6mas cymma 1o KoHTpakTy ¢ y4YeToM JOCTaBKH COCTaBIsieT
(vkazamv 006wy CyMMY KOHKYPCHO2O NPEONONCEHUs.
yugpamu u mnponucvlo, a makodce GanOmy niamedica) W yKazaHa B
npuiaraeMoil TaOJHIe IIeH, KOTopasl SIBJSETCS YacTh0 HACTOSIIEro
KOHKYPCHOTO  TpeasiokeHus. Mbl  cOrjacHbl — MPUAECPKHUBATHCS
MOJIOKEHUW HACTOSIIETO MpeaiokeHuss B TeueHue 90 qHel, HaumHas C
JaThl, YCTAHOBIIEHHOM KakK JEHb OKOHYaHUS TmpueMa KOHKYpCHBIX
npeioxkenuii. 3ro KonkypcHoe mnpeanokeHue Oyner ocTaBaThCs IS
HAcC O0Os3aTENIbHBIM W MOXET OBITh MPUHATO B OO0 MOMEHT 0
UCTEUYCHHS YKA3aHHOTO MEPHO/A.

Jara: «_ » 2020r.

®.1.0. 1 noanuch pyKOBOJAUTENSL UM YIIOTHOMOYEHHOTO JIUIa
Mecto neyatu

Attachment #3 to the Bid Documentation

COMPANY BLANK

PRICE OFFER
for the supply of servers for MCC

Date: (date of submission of Bid).

TO: Procurement Commission.

We undersigned, declare that we have studied the Bid documentation
generally and have become acquainted with the scope of required Goodss.

Having analyzed all requirements of Bid documentation and the draft
Contract, we offer the following conditions:

- payment conditions: - 100% payment after full delivery within 10
business days after signing of Acceptance report;
- delivery conditions: for foreign participants: in US dollars on terms of
delivery CIP Tashkent, Customs terminal (according to the requirements
of Incoterms 2010);

for domestic participants: in national currency on terms of DDP delivery.
Tashkent, st. Fargona yuli , house 7B (according to the requirements of
Incoterms 2010);

- delivery time - no more than 45 calendar days from Contract date.It is
also allowed to provide other dates for the delivery of goods.

The total amount under the Contract, taking into account delivery, is
(indicate the total Bid amount in figures and words, as
well as the payment currency) and is indicated in the attached price table,
which is part of this Bid.

We agree to adhere to the provisions of this proposal for 90 days, starting
from the date set as the deadline for accepting Bids. This Bid will remain
binding on us and may be accepted at any time before the expiration of this
period.

Date: " "

2020

FULL NAME. and signature of the manager or authorized person
Print place
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HA ©UPMEHHOM BJIAHKE

COMPANY LETTERHEAD

a.

@®.1.0. u nognuch pyKOBOJUTENS WIH YIIOJTHOMOYEHHOTO JIMLA

Mecto neuatn

Hara: « _ »

2020r.

Signature of authorized person & FULL NAME

TABJIULIA HEH PRICE TABLE
Ne | HaumenoBanue | En. Kon- | Ilena 3a Cymma ¢ Ne | Description Unit. | Q-ty Unit price | Total
Tosapa U3M. BO EAVHULLY y4eTOM 1.
KOJIYECTB

seal

Date: « » 2020r.
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Ipuaoxenne Ne 4 kK KOHKYpCHOM TOKyMEHTAMHU

SALE AND PURCHADE CONTRACT Ne

Tashkent ! /2020

“Uzbekistan GTL” Limited Liability Company
(hereinafter referred to as the “Client”), represented by
, acting

on the basis of Charter, on the one part,
and

(hereinafter referred to as the
“Seller”), represented by Director :
acting on the basis of Charter, stated as a bid winner
based on Protocol of Bid Committee on the other part,

have concluded the this Contract #

(hereinafter referred to as the “Contract”) as follows:
Client and Seller are hereinafter referred to as a
“Party” individually and as the “Parties” collectively.

1. THE SUBJECT OF THE CONTRACT
1.1. The Seller shall supply the Goods to the Client, as
set out in the Attachment No. 1 hereto, and the Client
shall accept and pay for the Goods in accordance with
the terms and conditions set forth herein.

1.2. All Goods and its components shall be brand-new
and should be produced not earlier than 2020.

1.3. Description, quantity, unit price, customs code
(Code TNVED) of the Goods shall be shown in
Attachment No.1 hereto.

2. CONTRACT PRICE
2.1. The unit price for the Goods is indicated in the
Attachment No. 1 hereto. The prices for the Goods are
lump sum, therefore they are not subject to any change
due to increase or decreases in material pricing, wage
rates or any other changes in cost items impacting the
costs of the Goods.

KOHTPAKT KYIIVIN-ITIPOJAKHA Ne

r. TamkeHt . 2020
OOurecTBO € OrpaHMYeHHOW OTBETCTBEHHOCTHIO
«Uzbekistan GTL» (manee - «3aka3dyuk»), B JIHIC

C OJHOH

JICUCTBYIOIIETO HA OCHOBAaHUM Y CTaBa,
CTOPOHBI,
b3

, (manee - «IlpomaBeny),
JupexkTopa ,
YcraBa,

B JIMLE
JEHCTBYIOLIETO
nodenurenemM

Ha

OCHOBaHUU MPU3HAHHOE
Konkypca na ocnoBanum IIpotokona KoukypcHoit
komuccuu NePR__— - or . .2020r., c apyroit
CTOPOHBI,

3akimioumwin - Hactosmuid  KoHtpakt  Ne

(manee - «KOHTpaKT») O HIKECTEAYIOIIEM:

3akazuuk u IIpomaBen 3mech M Jajgee COBMECTHO
UMEHYIOTCS o

«Croponay.

«CTOpOHLI», a OTACIBHOCTU

1. IPEJIMET KOHTPAKTA

1.1. TlpomaBen ocymecTBUT nocTtaBky Ilokynaremnto
TosapoB, yka3annbix B IIpmiaoxkenum Nel «x
HacrosimeMy KoHTpakty, a 3aka3uuk o00s3yeTcs
NPUHATH U OINIaTUTh ToBapa B COOTBETCTBUU C
YCIIOBUSIMH, U3JI0KEHHBIMU B HacTosiieM KoHnrtpakre.
1.2. Bce ToBapa W KOMITOHCHTHI JIOJDKHBI OBITH
npousBeseHbl He paHee 2020 rona

1.3. HaumeHoBaHue, KOJIMYECTBO, LI€HA 3a EIUHUILY
Tosapa, xonx TH B3/l yka3zans! B IIpunoxkenun Nel k

Hacrosemy KoHTpakry.

2. HEHA KOHTPAKTA
2.1. llena 3a equaniy ToBapa yka3zana B [Ipunoxennn
Nel k mnacrosamemy Konrtpakry. Llensr Ha ToBap
ABIISIOTCSL (PUKCUPOBAHHBIMU, HE OYAYT MEHSTHCS B
CBS3M C JIOOBIM YBEJIMYEHHUEM WJIM CHIDKEHHEM
CTOMMOCTH ToOBapoB, CTAaBOK OIIaThl TpyJda, WU
JpYIMX HW3MEHEHHH B  CTOMMOCTHBIX
iusitomux Ha Lleny Toapa.

CTaTbix,
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2.2. The Contract Price is (the sum in figures and
words) (payment currency) without Customs payments
and VAT (Client in accordance with the Resolution of
President of the Republic of Uzbekistan dated
December 29, 2016 No. PP-2706 and the Resolution of
Cabinet of Ministers of the Republic of Uzbekistan
dated 06.10.2017 No0.803 is exempted from Customs
payments (except customs clearance fees) in
accordance with the Resolution of the President of the
Republic of Uzbekistan dated July 16, 2018 No. PP-
3857 is exempted from VAT).

3. PAYMENT TERMS
3.1. The Contract price shall be paid in US dollars\sum
(indicate currency) through the bank transfer.
3.1.1. The Client pays 100% of the cost of the Goods
within 10 calendar days from the date of signing by the
Parties of the Acceptance Certificate of the entire
Goods under the Agreement, as well as the receipt by
the Client of the appropriate invoice issued by the
Seller.
3.1.2. All commissions and other banking charges
relate to the performance of this Contract within the
territory of the Republic of Uzbekistan shall be borne
by the Client, and by the Seller outside the territory of
the Republic of Uzbekistan.

3.2. The Seller shell within 10 banking days from
the date of signing the Contract, transfer to the
Client's account a cash amount of 5 % (five) of the
Contract in the currency of payment as a Guarantee for
the Contract execution (“Security Amount”). In the
payment purpose Seller must indicate that the funds are
transferred as a security amount under the Contract. A
security amount is deemed provided upon receipt Client
confirmation of bank on crediting the Security amount
to the Client's settlement account. The security amount
will be in the Client's current account.
The Client has the right to repay from the Security
Amount any claims against the Seller that the
Client may have due to non-fulfililment or
improper performance by the Supplier of obligations
under the Agreement, as well as non-contractual
obligations related to the Agreement, reversing,
respectively, all or part of the Security amounts to
your property. The rest of the Security amount shall be
returned to the Supplier

2.2. llena KonTpakra coctaBisieT [cymmy 6 yuppax u
nponucvio] [eamroma onnamvi] 06€3 TaMOKEHHBIX
miatexedn m HIAC (3aka3unmk B COOTBETCTBHH C
MOCTAHOBJICHUEM IIpe3unenrta Pecry6muku
V3b6ekuctan ot 29.12.2016 r. Ne [III-2706 w
nocraHoBienneM KaOunera MunuctpoB PecryOmuku
V36ekuctan ot 06.10.2017 r. Ne 803 ocBoOOXIeH OT
yIUIaThl TAaMOXEHHBIX TUIATEeXEeH (32 HMCKIIIOUYEHUEM
cOOpOB 3a TaMOKEHHOE O(OPMIICHHE) B COOTBETCTBHH
¢ mnocrtaHoBineHuem  IIpesugenta  PecnyOmnuku
V36ekucran ot 16.07.2018r. Ne I1I1-3857 ocBoOOXkIeH
ot ymiatsel HJ[C).

3. YCJIOBUS OIVIATHI

3.1. Ilena Konrpakta nmomkHa OBITH OIUIAY€HA B
noanapax CHIA\cymmax (myscnoe ykazams) mytem
O0ankoBckoro mepeBoma. 3.1.1. 3aka3uuk orurauMBaeT
100% ctoumocTtu ToBapa B TeueHue 10 kameHAapHBIX
nHer co mHs noanucaHus CTopoHamu AKTa MPUEMKH
Bcero Tomapa mo JloroBopy, a Takke MOJIYYEHHS
[TokymareneM  COOTBETCTBYIOIIETO  CYETa-(hakTyphl
(uHBO¥iCA), BBICTaBIIEHHOTO [Tponasua.
3.1.2. Bce komuccnu U pyrue OaHKOBCKHE pacXobl B
CBSI3U C HCIOJIHEHHEeM HacTosmero KoHTpakta Ha
Tepputopun PecryOnvku Y30eKHUCTaH OIUTAYUBAIOTCS
[loxynmarenem, a 3a

npenenamu  PecriyOnuku

V36ekucran OIUIAYMBAKOTCS [Iponasuom.
3.2. Tlponamenr o6si3yercs B TedueHue 10 OaHKOBCKUX
nHe ¢ momeHTa noanucanus JloroBopa CrtopoHamu
MePEYHCIIUTD pacyYeTHBIM [Tokynarens

JICHEX)KHYI0 CyMMY B pasmepe 5 % (ISITH) OT CyMMBbI

Ha cyer
Kontpakra B BamoTe miartexa B KayecTBe | apaHTuu
ucnonnenus Konrpakra («ObecrieqntensHas cyMmMay).
B Haznauenun miatexa I[lponaBeny JOKEH yKasathb,
9TO

JICHEe)KHbIE ~ CPEICTBa

CyMMa

MIEPEYUCIISFOTCS
Horosopy.
OO6ecnieunTeNbHAsI CyMMa CUYUTASTCS MPEIOCTaBICHHOM
nocie nosydyeHus [lokynartenmeM NOATBEpXKIECHUS
O6aHka o 3auncieHun OOecneunTeNbHOW CyMMbI Ha
pacuétbiii cuér Ilokymatens. OOecneunTenbHas

KakK

obecrieunTepHas o

cymMMa OyJIeT HaXOAUThCS HA pACUETHOM CcyeTe
[Toxynmarens. 3aka3uMK HMMeEET NpaBO IoOramarb u3
OOecnieunTenbHOW CyMMBI  JIFOOBIE TpeOOBaHUS K
[IponaBiry, KoTOphIe 3aKa3uyuK MOXKET UMETh B CBSI3U C
HEHCIIOJIHEHUEM

AIIA HEHAIIeXKaIAM
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after 10 days after the parties have signed the Transfer
Acceptance Act. The security amount does not accrue
in favor of the Supplier and is not subject to payment to
the Supplier of the interest provided applicable law.

4. OBLIGATIONS OF THE SELLER

4.1. Within 10 (ten) banking days from the date of
conclusion of this Contract, Seller shell provide to the
Client with a Guarantee of the Contract in the amount
of 5 % (five) of the amount of this Contract in the
form of a bank guarantee or in the form of a deposit by
transferring funds to the Client's settlement account at
the details specified in section 17 of this The contract.
4.2. The Seller shall deliver the Goods together with
invoice, manual guidelines, warranty documents as
well as certificates passport and other necessary
documents.

4.3. Failure to submit the documents set out in the
Clause 4.2 can lead to delay in payment to the Seller
with no liability by the Client.

4.4. The Seller commits: (a) to properly ship Goods in

accordance with the requirements of Client and the

country of destination; (b) to make no charge for

transportation of Goods, unless otherwise stated herein.
5. THE TERMS OF SUPPLY

5.1. Delivery time — according to Attachment #1.

5.2. Delivery terms: for foreign participants: in US
dollars on terms of delivery CIP Tashkent, Customs
terminal (according to the requirements of Incoterms
2010);

for domestic participants: in national currency on
terms of DDP delivery. Tashkent, st. Fargona yuli ,
house 7B (according to the requirements of Incoterms
2010);

5.3. The Seller is responsible for the accuracy of
execution of the documents.

6. ACCEPTANCE OF THE GOODS

ucnonHenuem  [locraBuiikoM — 00s3aTeNbCTB 11O
JoroBopy, a Takke BHEIOTOBOPHBIX O00S3aTENbCTB,
cBs3aHHBIX ¢ JloroBopoM, obOpariasi, COOTBETCTBEHHO,

BCIO WX yacTh O0ecrieynTenpHON

CyMMBI B  CBOIO  coOCTBeHHOCTb.  OcraTok
OOecnieynTenbHOW  CyMMBI — MOJJICKUT  BO3BpATY
ITocraBuiuky 1o wucteueHuun 10 1gHedl mocie

noanucanust CropoHamu Akta npuemku nepepad. Ha
OObecreunTeNnbHYI0 CyMMY HE HAYHCISIOTCS B MOJB3Y
[locraBuinka u He mnoanexar yruiate IlocraBmuky
MIPOLIEHTHI, IPEyCMOTPEHHBIE

MIPUMEHHUMBIM TPaBOM.

4. OBA3AHHOCTH ITPOJABLIA

4.1. B teuenue 10 (mecsitn) GaHKOBCKUX THEH CO JTHS
3aKitoueHus Hacrosimero KoHTpakTa mnpeaocTaBUTh
[Toxymarento T'apantuto ucnonnenus KoHTpakra B
pasmepe 5% (matu) oT cymmbl Hactosiero Konrpakra
B BHJIc OAaHKOBCKOH TapaHTHH WJIU B BHJE 3aJaTKa
MyTeM TepedyHCIeHUs JEHEXKHBIX CpEJCTB  Ha
pacuetHblii cyer [lokymartenss 1O pEKBU3HTAM,
yKa3aHHBIM B pazzene 17 nacrosimero Konrpakra. 4.2.
[IponaBery o0s3aH mOCTaBUTH ToOBap C WHBOWCOM,
PYKOBOJCTBOM MO OKCIUTyaTalldd, TapaHTUHHBIMU
JTOKYMEHTaMH, a TaKXke CepTU(PUKATOM COOTBETCTBUS
u POYNMH HEO0OXOTUMBIMH JIOKYMEHTaMHU.
4.3. He mnpencrarBieHne JTOKYMEHTOB, yKa3aHHBIX B
nyHkTe 4.2. MOXET OTCPOYMTH IUIATeXK Ha CUeT
[IponaBua  6Ge3  kakoi-mMOO  OTBETCTBEHHOCTH
IToxynarens.

4.4. Tlponasenr o0s3yeTcs: (a) HaAJEKAIIUM 00pa3oM
nocTtaBUTh ToBapa B COOTBETCTBUU C TPeOOBaHUSIMU
[Tokynatens, u cTpanbl Ha3HaueHus; (D) He TpeOOBATH
oratel 3a JOcTaBKy ToBapoB, eclid HE YyKa3aHO
oOpatHoe B HactosiuieM Konrtpaxre.

5. YCJOBUA NOCTABKU

5.1. Cpok mnocraBku ToBapa — B COOTBETCTBUHM C

Nel.
MHOCTPaHHBIX
Ha YCIOBHAX

[Ipunoxxennem
5.2
YYaCTHUKOB: B

Venosus  IloctaBkm: g
Hommapax CIIA
noctaBku CIP r. Tamkent, TaMOXeHHBII TepMUHAT
(cormacHo TpeboBanusM Mukorepmc 2010 rona);
JUIS MECTHBIX YYAaCTHHUKOB: B HAI[MOHAJbHOW BaJIIOTE
Ha ycnosusax nocrasku DDP r. Tamkent, yin. @aprona
ymn, nom 7b (cormacHo TpeGoBaHusiM HMuKOTEpM™MC

2010roma);

5.3. Ilponasen OTBETCTBEHHLIM  3a

MPaBUWJIBHOCTH 0()OPMIIEHUS TOKYMEHTOB.

SIBJISICTCA
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6.1. The Goods are considered as delivered by the
Seller and accepted by the Client:

based on the quantity — according to the supporting
documents;

based on the quality — according to the quality
certificate issued by the Seller.

6.2. Acceptance of the Goods by the Client and the
signing of the Acceptance report does not limit the
Client's right to claim for completeness or quality of the
Goods.

6.3. Goods acceptance is confirmed when Acceptance
report is signed.

7. FORCE MAJEURE EVENT

7.1. Any delay or failure of either party to perform its
obligations shall be excused if it is the result of an event
or occurrence beyond the reasonable control of the
party and without its fault or negligence, including
without limitations, acts of God, actions by any
government authority (whether valid or invalid), fires,
floods, windstorms, explosions, riots, natural disasters,
wars, sabotage; provided that written notice of such
delay (including the anticipated duration of the delay)
shall be issued by the affected party to the other party
as soon as possible after the event or occurrence (but in
any event no later than 10 days thereafter). During the
period of such delay or failure to perform obligations
by the Seller, the Client, at its own discretion, can
purchase the Goods from other sources and reduce the
volume of the Goods supplied by the Seller according
to the by such quantities, without liability to Seller, or
have Seller provide the Goods from other sources in
quantities and at times requested by Client, and at the
price set forth in this Contract. If the delay lasts more
than 30 days, Client may immediately terminate this
Contract without liability.

6. IPUEMKA TOBAPOB
6.1. ToBap cumraercs noctaBieHHBIM [IpomaBiiom u
npuHATHIM [lokynaTenem:
1o KOJIMYECTBY - B COOTBETCTBHUHU c
CONPOBOUTEIHHBIMH IOKYMEHTAMU;
M0 KAa4eCTBY — B COOTBETCTBUU C CEPTU(UKATOM
kauecTBa [Iponasua.
6.2. Ilpuemka Ilokynarenem ToBapa u moxamucanue
Axta mnpuéMmku ToBapa He OrpaHM4MBaeT IMPaBO
[Tokymarens 3asBisITh NPETEH3UH MO KOMIUIEKTHOCTH
wiu kadectBy ToBapa.
6.3. Ilpuemka ToBapoB OCYIIECTBISACTCS NyTEM
noanucanust Ctoponamu AKTa mpruema-rnepeiayu.

7. ®DOPC-MAXOPHBIE OBCTOATEJbCTBA

7.1. JIrobas 3anepKKa UM HEBBIIOJIHEHUE KaKOW-1100
U3 CTOPOH CBOMX OOS3aTENbCTB JIOJDKHO  OBIThH
OIpaB/IaHO, €CJIM OHO SABJISAETCS Pe3yJbTaTOM KaKoro-
71100 COOBITUS WIH ABJICHUS, BO3HUKILIETO HE3aBUCUMO
OT BOJIU CTOPOH, HE MO BUHE WM HEOCTOPONKHOCTHU
CTOPOH, BKJIIOYasi, HO HE OrPaHUYUBASCh, CTUXUIHbBIE
OencTBus, JACHCTBHS JIOOOTO  TOCYIapCTBEHHOTO
opraHa (Kak IpaBOMEpHbIEC, TaK U HENPABOMEPHBIE),
[I0’Kap, HABOJIHEHUE, yparaH, B3pbIBbl, O€CHOpAIKH,
OPUPOJHBIE KAaTacTpo(bl, BOCHHbIE AEWCTBUS, AKTHI
caboTaxa, IPH yCJIOBUH, YTO MOCTPaAaBIIas CTOPOHA
HAIPaBUT JPYTON CTOPOHE MHCbMEHHOE YBEJOMIICHUE
0 TaKoM 3ajepxKe (BKIItOYas MpeanoaaraeMblii mepuoa
TaKOM 33/1epKKH) B MaKCUMaJIbHO BO3MOJKHBIE CPOKH
10CJie BOSHUKHOBEHMSI TAKOTO COOBITHS WM SBICHUS
(1O B II0OOM cityuae He ro3Hee 10 aHei mocie Takoro
coObITUSI WMIU sBJIE€HMs). B TedeHue cpoka Takoi
3aJep)KKM  Win  HeucnonHeHus IIpomaBunom cBomx
00s13aTeNIbCTB  3aKa3yMK, MO CBOEMY YCMOTPEHHIO,
MoeT mpuobperats ToBapa y Apyrux mpoJaBLOB, a
TaKXe YMEHbUIMTh 00BbeM ToBapoOB, MOCTABIAEMBIX
[IponaBuoM, MpH STOM OH HE HECET OTBETCTBEHHOCTh
3a ato nepexa IlponaBuom, wnu nopyuuts [IponaBiy
MpUOOPECTH U MOCTaBUTH ToBapa y Ipyrux MnpoJaBloB
B COOTBETCTBUHU C KOJMYECTBOM M COTJIACHO CPOKaM,
onpeneneHHplx llokymarenem, a Takke IO LEHE,
ycTaHoBiaeHHOW HactoamuM  KontpakroM. Ecmn
00CTOATENILCTBA HETIPEOAOIUMOM CHITBI TPOAOIIKAIOTCS
csbie 30 1Hel, To 3aKka3unK BIIPABE HE3AMENIUTEIBHO

pPacTOpruyTh HaACTOSIIMH KOHTpaKT, IIpru 3TOM OH HEC
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7.2 The Seller shall not be held responsible for failure
or delay in delivery of the entire lot or a portion of the
Goods under this Contract in consequence of any Force
Majeure incidents.

7.3 When, due to the change of law of the Parties, the
Seller fails to deliver the Goods on time or the Client
cannot take delivery of the Goods on time, the Seller
shall not take any responsibility and shall not
compensate any loss of the Client. The Parties shall
solve the matter of delivery through negotiation in good
faith.

8. WARRANTY

The Seller guarantees that the Goods set forth herein
will conform to the specifications, samples, or
descriptions furnished to or received by the Client, and
will be merchantable, of good material and according
to the quality standards and free from any defect. In
addition, the Seller acknowledges that the Seller is
aware of the Client’s intended use and guarantees that
all Goods set forth herein and has been selected,
designed, manufactured or assembled by Seller are
suitable and fit for use according to the particular
purposes stated by the Client. The warranty period shall
be 12 months from the date of delivery of the Goods.

9. LIABILITY

9.1. The Client is entitled to require from the Seller to
pay a penalty in the amount of 0.5% of the cost of non-
supplied Goods (zero-point five percent) for delay in
delivery of the Goods for each day of delay unless the
delivery is failed due to the fault of the Client. At the
same time the total amount of penalty shall not exceed
40 % of total cost of the Contract. The Client can deduct
the penalty amount from the payment due by the Client
to Seller for the delivered Goods.

OyZeT HecTH OTBETCTBEHHOCTHh mnepexa [IponmaBuom B
CBSI3H C 3TUM.

7.2 IlponaBer; He HECET OTBETCTBEHHOCTH 3a COOM WM
3aIEp’KKY IOCTABKU BCEM mapTUU WK yacTu ToBapa 1o
HactosamemMy KoHTpakty BcnenctBue oObix ¢opce-
MaKOPHBIX OOCTOSATEIHCTB.

7.3 Ecau B cBA3U C W3MEHEHHUEM 3aKOHOIATEIHCTBA
Cropon IlponmaBenr He MOXET J0CTaBUTH ToBap
BOBpEMS WM 3aKa3uWK HE MOKET MPHUHSTH MOCTABKY

ToBapa BoBpemsi, [IponmaBer; He HeceT HUKAKOU
OTBETCTBEHHOCTH W  HE  BO3MEWIAeT  yOBITKH
[Toxynarens. CTopoHbl JOOPOCOBECTHO  pELIAIOT
BOIIPOC JIOCTaBKU IIyTE€M IIEPETOBOPOB.

8. TAPAHTUSA
[Tponasery rapaHTHpYeT, 4TO Tosapa,
MPelyCMOTPEHHbBIE HACTOSIIUM KonTpakTom,
COOTBETCTBYIOT  crnenudukamusM, olpasnam U

OIIMCAHHUAM, IIPCAOCTABIICHHBIM HOKyr[aTeneM nim

MOJTYYCHHBIM [Tokymnarenewm, HAXOJATCA B
KOMMEPYECKH ITPUTOTHOM COCTOSTHUU, U3TOTOBJICHBI U3
HaJJIeXkKallluX MaTepuajoB U C YYETOM CTaHIapTOB
Ka4eCcTBa, a TAK)KE HE IMCIOT HUKAKKUX JePeKToB. boiee
toro, [IpomaBen; mpu3Haer, yTO 3HAET O HAa3HAYCHUH
ucnonbs3oBanus Tosapa [lokynartenem, U rapaHTUPYET,

4TO BCC TOBapa, NpeaAyCMOTPCHHBIC HACTOAIIUM

KonTpakTomMm, KOTOpBIE ObuH 0TOOpaHsI,
CKOHCTPYUPOBAHbI, W3TOTOBJIIEHBl WM  COOpaHBI
[IponaBoM B COOTBETCTBUM C  Ha3HAYEHUEM

HCIIOJIB30BaHUs, yYKa3aHHbIM [lokynarenem, moaxonsr
Y IPUTOHBI JJIsI UCIIOJIB30BAaHNS B KOHKPETHBIX LIETX,
onpeneneHHbix [lokynarenem. I'apaHTHIHBINA ITEpUO
cocTaBisieT 12 Mecaues ¢ naTsl nocTaBku ToBapos.

9. OTBETCTBEHHOCTb
9.1. 3a mo0Oyro0 MPOCPOUEHHYIO TOCTAaBKY BceX ToBapoB
M yacty ToBapos, 3aka3uuk BOpaBe MoTpedoBaTh OT
[IponaBna omnatute meHro B pasmepe 0,5% (HOMB
[ENBIX TATh JECATHIX MPOIEHTOB) OT CYMMBI HE
noctasyieHHOro ToBapa 3a KaX/1blil A€Hb IPOCPOUKH, 32
UCKJIIOYEHHEM CIIydaeB, KOTJa MOCTaBKa MpOCpouYeHa
no BuHe [lokynarens. [Ipu aTom o0111as cymma neHu He
nomxHa mpesblmath 40 % o0mel crommocTH
Kontpakra. 3aka3unk MOXET ylepXkaTb CyMMY
HEYCTOMKM M3 IUIaTexXa, MOAJIEKAIIEro K OIulaTe Co
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9.2. The Seller shall respond in respect of the claim
relate to the Contract, if any, in writing and no later than
5 (five) working days from the day of receiving a claim
notice, unless earlier response is required due to
production needs. If the Seller fails to respond on the
claim in such a period from the date of receiving the
claim, it shall be deemed that the Seller agrees to satisfy
the claim of the Client in full.

9.3. If the Seller does not submit the documents stated
herein or submits the documents executed improperly,
the Seller shall bear the full responsibility for the
expenses appeared in result of such execution,
including without limitations, the expenses for Goods
storage in temporary warehouses, and damage
inflicated to the Goods in this connection.

10. LIMITATION OF LIABILITY

10.1 Notwithstanding any contrary provision hereof,
either Party shall be liable agains the counterpart for
any indirect or other consequential loss, including
without limitations:

a) production loss, inability to produce, process, use,
accept the delivery, transport or supply, or delay or
interruption in production, processing, use, acceptance
of delivery;

b) any failure to perform, loss, damage, direct or
indirect costs or expenses resulted from any of the
foregoing including without limitations any loss or
damage incurred, or liquidated or pre-estimated
damages or sums of any kind whatsoever borne or
payable under any Contract;

c) any loss or anticipated loss of profit, any loss or
anticipated loss of, or delay in revenue or income, non-
execution or expected non-execution of any Contract,

croponsl [lokymarenss IlpomaBily 3a mocTaBiICHHBIE
Tosapa.

9.2. Tlpomamerr MOMKEH OTBETUTh Ha TIPETECH3HIO,
kacaromrytocsi KoHTpakra, mpu HaJu4uM TaKOBOH, B
NUCbMEHHOW Qopme U He mo3aHee S5 (msTH) pabounx
JHEH CO JIHSA TOJyYeHUsS! YBEJOMIICHUS O MPETCH3HH,
€CITM TOJIbKO O0Jiee paHHUI OTBET HE TpeOyeTcs B CBS3H
C TPOU3BOACTBCHHONH  HEOOXOAMMOCTBIO.  Ecmm
[Iponaser; He OTBeYaeT Ha MPETEH3UIO B TAKOM CPOK C
MOMEHTa TMOJIy4eHUs mnpeTeH3uu, To [Ipomasery
JaBIIMM  COIJVIaCUE  Y/IOBJIETBOPUTH

MMPETCH3UIO HOK}/TIaTeJ'IH B IIOJIHOM 00BEME.

CUHMTACTCA

9.3 Ecmu IlpomaBenr He mpemocTaBisieT JOKYMEHTHI,

YKa3aHHBIC B HaCTOAIICM KOHTp aKTC, nim

IPEJOCTABIISAET HEIPaBUIIBLHO oopmieHHBIE
JIOKYMEHTBI, TO 3aTpaTbl, BO3HUKAIOILWE, B CBSI3U C
3THUM, BKJIIOYasi, HO HE OTPaHUYUBASACH, PACXOJaMHU 110
XxpaHeHuto ToBapoB Ha CKJIa/le BPEMEHHOI'O XpaHEHUs,
IPUYMHEHHBIN, B CBSA3U C 3TUM Bpell ToBapy, B HOJTHOM

o0wveme Oyner HectH [Iponaser.
10. OTPAHUYEHUE OTBETCTBEHHOCTU

10.1
IPOTUBONOJIOXKHOE, HU onHa U3 CTOpOH He Hecer

Hecmotps Ha YTO-1100 IIPSIMO
OTBETCTBEHHOCTHU Tiepes] npyroii CTOpoHOU 3a Jro0bie
KOCBEHHbIE MJIM MHbBIE COMYTCTBYIOUIHE YOBITKH,
KOTOpbIE TOMUMO MPOYETO BKIIIOYAIOT:
a) MPOU3BOJICTBEHHBIE TOTEPH, HECTIOCOOHOCTH
noOBIBaTh, TNepepadaThiBaTh, MCIIONB30BaTh, MPUHSATH
MOCTaBKYy, TPAHCIIOPTUPOBATh WU TMOCTABIATh, WIH
3aIepKKYy WU TepephiB B JI00BIUE, MepepadboTke,
UCIIOJIb30BAaHUH, IOCTABKE;

b) nr0boe yOBITOK,  yIIepo,
U3JIEP)KKH  WIIM  PAcXOAbl, MPSAMO WJIM KOCBEHHO

BBI3BaHHBIC JTIIOOBIM H3 BBIICIICPCUYNCIICHHBIX, B TOM

HCHUCIIOJIHCHUC,

qucie, I[OMUMO IIpOYero, Jr0ble NPUYNHEHHbIE
MOTepu WK yuiepO, WM OLICHEHHbIE WJIM 3apaHee
OLICHEHHbIE YOBITKM WM CyYMMBI JIO0OOrO poja,
MOHECEHHbIE WJIM MPUYUTAIONIMECS COTJIaCHO JII00OMY
KOHTPAKTY;

C) arobas  moteps oXujaemas IoTeps
npUOBLIH, TI00ast MOTEePs UM NpeoiIaraeMas noTeps,
OTCpPOUKa WJIM IpeaIoaraéMas OTCpoUKa J10Xo0Ja Uiu

BBIPpYYKH, HC3aKJIIOYCHUC npeamnojaaracMoc

nin

nim
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failure to receive the Contract or other business
opportunity; and

d) any loss or anticipated loss, damage, costs or
expenses appeared as a result of any actions, claims,
suit demands or court judgment followed or appeared
from any action of the foregoing, howsoever arising,
whether under Contract, tort (including negligence),
and/or breach of duty (statutory or otherwise).

11. CONFIDENTIALITY
PROTECTION

AND DATA

11.1. For the pruposes of this Contract, the confidential
information is any information which, includes:

« content and the terms and conditions of the
transaction hereunder and any negotiations or
discussions relate to this Contract;

« all internal information, in whatever format and
irrespective of the medium in which it is contained,
acquired or produced by the Client in connection with
the Goods, including without limitations, work
schedules, security measures, identities and contact
details of the employees, plans, budgets, agreements,
drawings, reports, specifications, estimations and
documents acquired or produced by or in connection
with the Goods;

« other internal technical, proprietary or other
business and operational information relate to the
Parties, whether such information is labelled or not, or
identified otherwise as private, proprietary or
confidential; and

» any internal information which has been identified
by the owner thereof as confidential, and transferred by
either Parties to the counterpart in the course of the
Contract implementation. This section shall not apply
to information which:

HE3aKJII0UYCHUE KaKOTr0-IM00 KOHTPAKTa, HeTOIyuYeHHUEe
KOHTpaKTa WIH JAPYrHe YIyIIeHHbIE KOMMEpPYECKHe
BO3MOXXHOCTH; U

d) Ar00bIe  YOBITKM WM  OXHJIACMBIC IOTEPH,
ymep0, 3arpaThl WM PacXOibl, BO3HUKAIOIIUEC B
pe3ynbTaTe KaKux-In0o JACWCTBUM, MPETEH3UN, UCKOB,
WCKOBBIC TpeOOBaHUS U PEIICHUN CyJa, SBUBIIUECS
CJICJICTBUEM WJIM BO3HHKIIHNE U3 JCUCTBUS JIIOOOT0 W3
BBIIIICTICPEUNCIICHHBIX, HE3aBUCUMO OT TOTO, Kakas
OTBETCTBEHHOCTh —TI0 KOHTPakTy, IO HCKYy U3
IPakJaHCKOTO NPaBOHAPYIICHUS (BKITFOUAsT
XaJIATHOCTB), W/WIW W3-3a HaAPYIICHUS CIyKEeOHBIX
o0s13aHHOCTEH (TI0 3aKOHY MJTK UHBIM 00pa3oM).

11 KOHOUJAEHIHUAJIBHOCTHD U 3ALIIUTA
JAHHBbIX

11.1. Tlox KouduaeHmumanpHoi wuHpOpManuen s
neneit Hacrosimero KoHTpakTa moHMMaeTcs Jro0as
nHpopMaIys, BKIFOYArOas:

. COJIep>KaHue U YCIOBUS CACIKH, YIOMSHYTOU B
pamkax Hactosiero Konrpakra, u to0bie meperoBopbl
WU OOCYXKICHHUs, CBsI3aHHbBIE C JaHHBIM KoHTpakTOM;
. BCS BHYTPEHHSST MWHpOpManusi, B JIIOOOM
dopmare u
nH(popMaIMK, B KOTOPOM OHA COJEPKHUTCS, MOTyueHa

BHEC 3aBUCUMOCTH oT HOCHUTCIIA
HJIK IIPOU3BCACHA HOKynaTeneM B CBiA3HU C TOBapaMI/I,

BKJIIO4ast 06e3 orpaHnyeHusi, rpaduk padboThl, CUCTEMBI

OXpaHbl, JINYHOCTU W  KOHTAKTHBIE  JaHHbIE
paOOTHUKOB,  IUIaHbl,  OIOJKETHI,  COIJIAIICHUS,
YepTeXKH, OTYETHl, CHeUu(UKAIIUN, pacdeThl, U
JOKYMCHTBI, ITOJTYUYCHHBIC WJIW MMPOU3BCACHHBLIC B CBA3U
¢ ToBapowm;

. Ipyras BHYTPEHHSA TEXHUYECKAs,

KOH(UIeHIMaTbHAs, CIIy)KeOHas WK Ipodas JeaoBas
U onepaiyoHHas nHpopMalus, UMerolIas OTHOILIEHUE
k CTopoHam, BHE 3aBHCHMOCTH OT TOTO, IOMEUYEHA JI1
Takas MH(GOpMaIUs WU UHBIM crlocoOoM 00o3HaueHa
KaK 4acTHasl, CITy>)kKeOHast Wi KOH(pUIeHIInaNbHAs, WITH

HET; U
. arobast BHYTpeHHSST uH(pOpMalus, KoTopas
ObLIa ompeeeHa ee obOnanaTenem KaK

KoH(UICHIMaNbHAas, IepeaaBaemMas Jr0oi u3 CTopoH
npyroit CTopoHe B Ipoliecce peain3alui HaCTOSIIETO

KonTpakta. OTOT pasngen He MpuUMEHseTcs K
uHpopMaLnu, KOTopast:
. ABIISIETCS OOIIEIOCTYIHOM;
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« is generally available to the public;

« s available or becomes available to either Party on
a non-confidential basis from a source other than the
other Party,

« is disclosed by the Party to a third party without
restriction;

» is developed by either Party without application of
any information furnished by the other Party, or of any
information furnished on a confidential basis;

« is disclosed pursuant to the requirements of the
Uzbek law and the law of the Seller’s country.

Confidential information can be contained in the letters,
reports, analytical materials, results of surveys,
schemes, charts, specifications and other documents,
both in material and electronic forms.

11.2. Unless otherwise specified by the Uzbek law or
the law of Seller’s country, the Parties shall:

» not share, discuss the content, provide copies,
publish or disclose Confidential information in any
other form to third parties without the prior written
consent of the other Party. The written consent is not
required in the instances of disclosure to the state
authorities authorized to request such information
under the Uzbek law on the basis of the duly executed
request to provide such information, and to judicial
bodies and representatives of the relevant Party for the
purpose of defending and exercising rights under the
Contract (in all abovementioned cases — without
notifying the other Party);

« take all measures and use all legal means for
protecting Confidential information and avoiding its
unauthorized disclosure;

. HM3BECTHA HWJIM CTAHOBHUTCS H3BECTHOM OJHOMU
CropoHe Ha He KOH(PUACHIIMAIBHOW OCHOBE OT MHOTO
HMCTOYHHKA, HeXenu apyras CTopoHa,

. packpbiBaercss CTOpOHOM TpEeThUM JHIlaM 0e3
OTpaHUYEHUS,

0e3

. paspaboTana OJTHOM

KCIIOJIb30BAaHMS CBEICHHM, NMPEIOCTABICHHBIX IPYron

Croponoit

CropoHoi, W CBEJICHU, HOCSIIINX
KOH(HICHIIMATBHBIN XapakTep;
. PacKphIBatOTCS B

TpeOOBaHUSAMHU  3aKOHOJAATENBCTBA  PecrmyOnnku
VY30eKUCTaH WK 3aKOHOIATeNILCTBA cTpaHbl [Iponasia.

Koundunennuanbuas nHpopmarus

COOTBECTCTBUH C

MOJKET
CO/IepXKaThCsd B MHUChMAax, OTYETaX, AHAIMTHUUYECKHUX
MaTepuanax, pe3ylbTaTax MHCCIEeI0BaHUM, CXeMax,
rpapukax, crnenuUKamusaX WU IPYruX JOKYMEHTaXx,
ohOpMIIEHHBIX Kak Ha OyMaxHBIX, Tak ¥ Ha

QJICKTPOHHBIX HOCUTCIIAX.

11.2.  Croponsl
MPeyCMOTPEHO

00s13y10TCA,
3aKOHO/IATEIILCTBOM  PecmyOnuku

€Clin HHOC HC

V30ekucTaH  WIM ~ 3aKOHOJATEJIIbCTBOM  CTpaHbl
[IponaBua:

. HE pasriaark, He 00CyX1aTh CO/lep)KaHue, He
IPEIOCTAaBIATh KONUM, He nyOnuKoBaTb U HeE
pacKpeiBaTh B KakoW-muOO WHOW (opMe TpeTbum
munam  Kondunennumansnyo  uHbopmanuoo — 6e3
MIOJIyYEHUS IPEABAPUTEIBHOIO IMCbMEHHOTO COTJIACHUS
npyroi Croponsl. [Ipu 3ToM nonyyeHre NMCbMEHHOTO
corylacusi He TpeOyeTcs B CIIydasX pacKpbITH
uH(popManuu rocy/1apCTBEHHBIM OpraHam,
YIOJTHOMOYEHHBIM 3alpaliiBaTh TaKyl0 HHPOpMAIIIO
B COOTBETCTBHHM C 3aKOHOJATeNIbCTBOM PecnyOnuku
V30ekucTaH, Ha OCHOBaHUM JIOJDKHBIM —00pazom
oopmIIeHHOTO  3ampoca IIPEIOCTABIICHNE
yKa3aHHON MH(OpMalNH, a TaKKe Cy1eOHbIM OpraHam
U TIPEACTABUTENSAM COOTBETCTBYIOIIEW CTOPOHBI IS

Lelaed 3aluThl U peaj3aliui IpaB IO HACTOAILICMY

Ha

Kontpakty (BO BceX YyKa3aHHBIX Clydasx — 0e3
yBegoMiIeHHs ipyroi CTOpOHBI);

. NpEINPUHUMATh BCE MEPBI M UCIIOJIB30BATh BCE
3aKOHHBIE CpeCTBa s 3anuThl KoHpuaeHITMaIbHON

uHpopMaun u IPEIOTBPALLECHUS ee
HECaHKLMOHUPOBAHHOT'O PACKPBITHS;

. HCII0JIb30BATh Kondunenumanbuyro
uHpOpPMALIMIO  TOJBKO B LEISIX  MCIOJHEHHS

00s13aTenbCTB Mo HacTosemMy KoHTpakTy;
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« use Confidential information only for the purposes
of the Contract implementation;

« not disclose to third parties the fact of the transfer
or obtaining of Confidential information.

11.3. The confidentiality obligations shall last for a
period of 10 (ten) years from the date of signing of this
Contract.
12. INDEMNIFICATION

12.1 If the Seller damages the property of the Client or
third parties upon delivery of the Goods, the Seller shall
indemnify and hold Client harmless from and against
any liability, claims, demands or expenses (including
attorney’s and other professional fees) for damages to
the property or injuries (including death) to the Client,
its employees or any other person arising from or in
connection with Seller’s performance of work or use of
the Client’s property, except for such liability, claim, or
demand arising out of the sole negligence of Client.

13. NON-ASSIGNMENT
13.1 Parties are not entlitled to assign or delegate its
rights or obligations hereunder without Client’s prior
written consent.

14. TERMINATION

14.1 Client reserves the right to terminate all or any part
of this Contract, (and the Client has no any liability
against Seller in this situation), if the Seller: (a)
repudiates or breaches any term of this Contract,
including Seller’s warranties; (b) fails to perform
Goodss or deliver the Goods as specified by the Client;
(c) is incapable to provide all Goodss in appropriate or
in time maner and fails to remedy such non-
performance or breach within 10 days (or shorter period
of time if commercially reasonable under the
circumstances) after receipt of written notice from
Client specifying such failure or breach.

. HE pa3riianiath TPEThUM JIHIaM (akTa mepeaadn
nnu nonydenusi KonbuaennmaasHoi nHGOpMAaIIHH.

11.3.
KondunennuanpHoli uHbOpMauu JEUCTBYIOT B

O0s3aTenbpCcTBa o HEepasTIIalICHUIO

teuenne 10 (mecaTth) Je€T C JaThl  MOAMUCAHUS

Hacrosuero Konrpakra.

12. BOSMEUIIEHUE YHIEPBA
12.1 Ecim Ilponasen; npu noctaBke ToBapa HaHOCHUT
Bpen umymiectBy [lokynaTens uiu TpEeTbUX JIHII, TO
[Iponasen; rapantupyer Ilokymartento Bo3MeleHUE
yimiep6a u ocBoboxmaeT IlokymaTenss or kakoi-mudo
OTBETCTBEHHOCTH B OTHOIICHHUH JIFOOBIX 00S3aTEILCTB,
WCKOB, TpeOOBaHUI WM PacX0A0B (BKIHOYAsI PACXO/IbI
Ha aJBOKara (IOpUCTOB) U MHBIE PACXOJbl Ha OIUIATY
ToBapoB CHELMATUCTOB), BO3HUKAIOLIUX B CBSI3U C
HAHECEHHEM Bpela HUMYLIECTBY WJIM NPUUYUHEHUEM
MOBPSXKIACHUN  (BKJIIOUast CMEpPTh)
[Tokymarento, ero pabOTHUKY WM JIFOOOMY IPYrOoMy
JUIly B TMpOIECCe WU B CBSA3H C OCYIIECTBICHHUEM

TCICCHBIX

ITpomaBLoM pa®OT MM UCHOJIB30BAHUEM HMMYILECTBA
[Toxynarens, 3a MCKIIOUEHUEM TAaKUX OOS3aTENIbCTB,

HCKOB HIJIN T pe60BaHHfI, KOTOPBIC BO3HUKIIN
UCKJIFOYUTEIIBHO BCJIEJICTBUE HEOCTOPOKHOCTH
IToxynarens.

13. OTPAHUYEHMUA 110 IEPEYCTYVYIIKE IIPAB

13.1 CropoHsl He BOpaBe NepeycTynarb WIN
nepeAaBaTh CBOM TMpaBa U 00s3aresnbCcTBA IO
HactosimeMy KoHTpakTy 0e3 mpeaBapHTEIbHOTO

INUCBMCHHOTI'O COrjiaCHud HOKyrIaTeJ'IfI.

14. PACTOP)KEHUE KOHTPAKTA
14.1 3aka34uk coxpaHseT 3a cOOOM MpaBo pacCTOPTHYTh
HacTosmui KOHTpakT MOMHOCTBIO WJIM B YacTu
(mpuueM 3a 3TO OH HE HECEeT OTBETCTBEHHOCTH Iepes
[Iponasiom), ecnu Ilponmaser: (a) oTkaxercs
BBITNOJHATH WM HapywuT Jroboe ycnoBue Konrpakra,
BKitouasi rapantuu llpomasma; (b) okaxkercss He B
COCTOSIHUM OKa3bIBaTh ToBapa WM MPEIOCTaBUTH
Tomapa, ykazannbie [lokymarenem; (¢) okaxeTcsi HE B
COCTOSIHUM HaJJIekaluM o0pa3oM oOecreynBarhb
CBOEBPEMEHHOE U MOJIHOE NpejocTaBieHue ToBapoB, U
HE YCTPAHHUT TaKO€ HEBBIIOJHEHHE WM HapylICHHE B
teuenue 10 nuedl (wnm B Oojee KOPOTKHM CpOK,

KOMMCPYCCKU OHpaB,Z[aHHHﬁ B CIIOKHUBIIIUXCS
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15. DISPUTE RESOLUTION, GOVERNING
LAW AND LANGUAGE

15.1. Validity and interpretation of this Contract and
the legal relations of the Parties hereto shall be
governed by and construed in accordance with the law
of the Republic of Uzbekistan.

15.2.  All  documents, correspondence and
communications between the Client and the Seller in
connection with this Contract shall be written in the
English or Russian languages.

15.3. Parties shall take measures to settle disputes,
claims or disagreements arising out of issues envisaged
by or in the connection with this Contract through
negotiations amicably and in good faith. If the Parties
cannot reach an agreement within 30 (thirty) calendar
days from the date of the failure of negotiations, this
dispute shall be referred to Tashkent local economic
Court.

16. MISCELLANEOUS

16.1. This Contract shall become effective on the date
of its signing and registration by the authorized bodies
of the Republic of Uzbekistan and valid until full
fulfillment of the obligations by the Parties.

16.2. This Contract and its attachments, exhibits,
supplements or other conditions of the Client expressly
specified herein shall constitute the entire agreement
between Seller and Client with respect to the matters
contained in this Contract and supersedes all prior
verbal or written representations and agreements
between the Parties.

16.3. The Parties acknowledge and agree that any
change of terms and conditions of the Contract shall
require respective amendment or additional agreement.
All attachments, amendments and supplemental

00CTOATENHCTBAX) TIOCNIC TIONYYEHHUS MHCbMEHHOTO

yBenomiienust ot  Ilokymarens ¢ yka3zaHueMm
KOHKpPETHOTO HEHUCIOJHEHHOIo 00s3aTeabCcTBa WU

HapYIICHHUS.

15. PASPEHIEHUE CIIOPOB, IPUMEHNUMOE
ITPABO " A3BIK

15.1. JIelCTBUTEIBHOCTh M TOJKOBAHHWE HACTOSIIETO
Kontpakra u mnpaBooTHomeHuss CTopoH OyayT
pPETryJIMpOBaThC M TOJKOBATHCS B COOTBETCTBUU C
3aKOHOJIaTeILCTBOM PecryOnuku Y30ekucTaH.

15.2. Bce 10KyMEHTHI, ITepenucKka U COOOIIECHUS MEKTY
[Toxynarenem u IlpomaBlOM B CBSI3M C HACTOSIIUM
KoHTpakTOM, JOJKHBI COCTaBIISITECA HA AHTIIUMCKOM

WJIM Ha PYCCKOM SI3BIKaX.

15.3. B cayuyae BO3HMKHOBEHHs CIOpPOB, IPETEH3UM
WM Pa3HOINIaCUi MO BOIIpOCaM, IPETyCMOTPEHHBIM
HacTosM KOHTpakToM Win B CBsI3U ¢ HUM, CTOPOHBI
NpUMYT BCE€ MEpPbl K pa3pelIeHUuI0 UX IyTeM
neperoBopoB. Eciau CTOpOHBI HE MOTYT HpPUWTH K
cormacuto B TeueHue 30 (TpuaumaTH) KaleHIAPHBIX
JHE!l cO JHS MpEeKpallleHusl IeperoBopoB, TO JaHHOE
pasHoryiacue OBITH

JOJIKHO YpEeryJIupoBaHO B

TanKkeHTCKUM MEXPaliOHHOM YKOHOMUYECKOM CY/IE.
16. TIPOYHUE IMOJIOKEHUA

16.1. Hacrosimuit KoHTpakT BcTymaer B CHlly C

MOMEHTa [MOJANHUCAHUS W PETUCTpAlUUd €ro B
YIOJIHOMOYEHHBIX OopraHax Pecrybnuku Y30ekucran u
JENCTBYET 10 OJHOTO BhINMOIHEHHUsI CTOpOHAMH CBOMX
0053aTeNbCTB.

16.2. Hacrosammuii  KoHtpakt, BKIIOYas  BCe
NPUIIOKEHHUs], celU(UKALUK, JONOIHEHUS U MpoYHe
ycinoBus Ilokymarens, cnenuanbHO OrOBOPEHHBIE B
HacTosAmeM  KoHTpakre,  COCTaBIAIOT  IIOJIHOE
corjameHue, JocTurHyroe Mexay IlpomaBuoMm u
[Toxymaresem Mo BOIpocaM, 3aTPOHYTHIM B HACTOSAIIEM
KonTpakTe, 1 3aMEHSIOT BCe NpeABapUTENbHbBIE YCTHHIE
WIM THUCbMEHHbIE 3asBICHUS M JOTOBOPEHHOCTH
CTOpPOH.

16.3. CTOpOHBI IPU3HAIOT U COTJIAIIAIOTCA, YTO JII000E
YCIIOBUI KonTpakra TpebyeT
COOTBETCTBYIOIIEH IOMPAaBKH WU JONOJHUTEIBHOTO

Bcee IONPABKA U

HU3MCHCHHUC

COT'JIallICHUA. IMPUITOKCHUA,
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agreements hereto shall be valid is they are made in
writing, duly signed and stamped by the authorized
representatives of both Parties and registered by the
authorized bodies of the Republic of Uzbekistan.

16.4. This Contract is made in two copies in Russian
and English of equal legal force. In case of
contradiction between the versions in English and
Russian, the Russian version shall prevail.

17. THE LEGAL ADDRESSES AND BANK
DETAILS OF THE PARTIES

CLIENT:
UZBEKISTAN GTL LLC

Address: 7-b, Fargona yuli str.,

Tashkent, Republic of Uzbekistan/

Bank Name: ASAKA BANK

Currency Bank account: 20214840604819680001
Bank Code: 00873

Tax ID: 207041936

SWIFT Code: ASBKUZ22

Client

SELLER:
[to insert name of legal entity]
[to include the address].

Bank Details:
TAXID:
Bank Name:
Bank Code:
Banc account:
SWIFT code:

Seller

JIOTIOTHUTEIIbHBIE HACTOALLIEMY
KOHTpakTy UMEIOT CHITY TOJIBKO, €CJTH OHU O(OPMIIEHBI
B THCBMEHHOM BHJE, TMOAMHUCAHBI U CKPEIUICHbI
MeYaThi0 HaJyIekaluM o0pa3oM YMOJIHOMOYEHHBIMU
npencraBuTesiMu o0enx CTOpOH U 3apeTUCTPUPOBAHBI

coryialmi€Hus K

B YIIOJTHOMOYEHHBIX PecnyGinku

V306ekucras.

opraHax

16.4. Hacrostuuii KoHTpakT cocTtaBieH B JBYX
9K3EMIUIIpaX Ha aHTJIUICKOM M PYCCKOM S3BIKaX,
KaXIbI M3 KOTOPBIX MMEET OJMHAKOBYIO cuity. B
cllydae BOSHUKHOBEHHS pa3HOIIaCUil M1y BEpCUSIMU
KonTpakra Ha aHITIMICKOM U PYCCKOM SI3bIKax, BEPCHS
Konrpakra Ha pyccKoM

SA3BIKE HUMCCT

[IPEUMYIIECTBEHHYIO CHILY.

17. OPUIUYECKHUE AIPECA "
BAHKOBCKHE PEKBU3UTBI CTOPOH:

3AKA3YUK:
000 «UZBEKISTAN GTL»

Anpec: Pecriybnuka Y306ekucran, r. TanmkeHT,
yi. ®aprona itynm, 1. 7-6

HaumenoBanue banka: ACAKA BAHK
BanroTHbIN OaHKOBCKHH CYET:
20214840604819680001

Kox bauka: 00873

MHH: 207041936

Kox SWIFT: ASBKUZ22

3aka3uukK

MNPOJABEII:
[BKJIIOYUTH HAUMEHOBAHUE OPUINYECKOTr0 Juual,
[BKJITIOUUTH ajapec].

bankoBcKHe PEKBU3UTHI:
TAXID :

bank:

Bank Code:

baakoBckwmii cyeT:

SWIFT xox:

IIpoaasen
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Attachment #1 to the Contract

/

IIpuio:xkenne Nel K KOHTPAKTY HA MOCTABKY

Ne oT
Ne | Goods description \ HammenoBanue Unit/ En. Q-ty/ Unit price / Total price \
U3M. Koa-Bo | Croumoctb Oomas
3a ell. CTOMMOCTh
1 | Server SRVVM / Cepsep SRVVM B KoMIIeKTE: Set/K-T. 10
2 Server SRVRVM /Cepsepa SRVRVM B komILIekTe: Set/K-T. 2
3 | Server SRVRS /Cepsepa SRVRS B xomIIiekTe: Set/K-T. 3
4 | Virtualization system DCVRTM / Cucrema Bupryanuzauuun DCVRTM Set/K-T. 1
COCTOSIIIAS U3:
5 | Switch SWCRAG / Kommytatop SWCRAG Each/IlIT. 6
6 | Switch SWAG / Kommyratop SWAG Each/IIT. 1
7 | Switch MGMT / Kommyrarop MGMT Each/IIT. 2
8 Switch access SWACS24/ KommyraTtop noctyna SWACS24 Each/IlIT. 16
9 | Switch access SWACS48/ KommyraTtop noctyna SWACS48 Each/IlIT. 6
10 | Accessories SWACSKIT / Akceccyapst SWACSKIT B cocraBe: Set/K-T. 1
Small Form Factor Pluggable 10 GE, SFP+, SR Each/IlIt. | 132 (+5%)
SFP 1000Base-SX GE, LC, 850nm for up to 550m, Transmission on MMF Each/IIT. 60 (+5%)
Small Form Factor Pluggable 10 GE, SFP+, nucranuus He MeHee 2 KM Each/IT. 8 (+5%)
QSFP+ DAC cable, 1m Each/IIT. 10 (+5%)
SFP 1000BASE-T GE module Each/IIT. 6 (+5%)
11 | Monitoring & Management system / Cucrema ynpaBieHUs] 1 MOHUTOPHHTA Set/K-T. 1
SWMGMT B kommiekTe:
12 | Firewall / ®aiippon FWMCC Each/IIT. 2
13 | Firewall /®aiipson FWRS Each/IIT. 2
14 | Firewall /®aiipson FWUP Each/IIT. 1
15 | SandBox / [Tecounnna SNDBX Set/K-r. 1
16 | Ynpasnenue 6e3onacHocthio SECMGMT B KOMIUIEKTE: Each/IIT. 1
17 | Hlka¢ tenexommyHnukannoHubii RCKRS B kommiexTe: Set/K-T. 2

Total contract price / O6mas croumocts Konrpakra:
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Delivery point / [lyHKT Ha3HAYeHUSsI:

Delivery period / lara 45 calendar days from Contract date / 45 xanennapubIx aHei ¢ natel noanucanus Jlorosopa. Jlomyckaercs Takxke
nocrasku ToBapa: IpeJI0CTaBJICHNUs MHBIX J1aT noctaBku Toapa/ It is also allowed to provide other dates for the delivery of goods.

List of shipping documentation / [lepeuens ToBapoconpoBoauTEILHOI
JAOKYMEHTAIHH:

1) Invoice / Cuer-pakTypa 1 AKT NpuemMa nepegadu TOBapa — 2 OPUrHHAJ U 2 KOIHH;

2) Waybill / TpancnopTHast HaK/JIaAHASI H/MJIH PACXOAHASI HAKJIAAHAS — 1 OpUrHHAI ¥ 2 KONHUH;
3) Packing list / YnakoBouHblii JiucT — 1 OpUTrHHAJ U 2 KONHM;

4) Certificate of Conformity / Ceprudguxar coorsercrBusi Toapa — 1 konus;

5) Manual for the Goods/ ITacnopT Ha ToBap;

Signatures/ lognmucu Ctopon

Client / Or llokynareas: Seller / Ot Ilpoaasua:
Ilonnuce [lonmuce
Name / ©.11.0. Name / ©.11.0.
M.IT. ['eHepanbHBII AUPEKTOP ML.IT. Position / JJomkHOCTS
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